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I
Cryptography is a branch o f  mathematics. And like all mathematics, it involves numbers, 
equations, and logic. Security, palpable security that you or I  might f in d  useful in our lives, 
involves people: things people know, relationships between people, people and how they 
relate to machines. D igital security involves computers: complex, unstable, buggy 
computers. Mathematics is perfect; reality is subjective. Mathematics is defined; computers 
are ornery. Mathematics is logical; people are erratic, capricious, and barely 
comprehensible. The error o f  Applied Cryptography is that I  didn't talk at all about the 
context. I  talked about cryptography as i f  it were The Answer™. I  was pre tty  naive... I f  you  
think technology can solve your security problems, then you don’t understand the problem s 
and you don't understand the technology.
Bruce Schneier (2000): Secrets & Lies.
A b stract
Increasing the security of  e-Business is best achieved by considering the environment in 
which e-Business applications need to be implemented and used; this implies that 
e-Business should be viewed as a complex socio-technical system with three interconnected 
and interacting elements: stakeholders, enabling technology, and business processes. This 
multiple perspective has rarely been captured by previous studies of  e-Business security 
which perceive security from a narrow, single-sided technical view. This thesis argues that 
the predominant technical security approaches consider neither the multifaceted nature o f  e- 
Business security nor the requirements and influences o f  the various stakeholders involved 
in its context. In Jordan e-Business adoption is still in its early stages and is gaining the 
attention o f  several parties. Therefore, the primary approach in this research is an 
interpretive stakeholder analysis in which notions o f  a socio-technical perspective are 
employed as required in order to develop a conceptual framework for better understanding 
o f  e-Business security in the context o f  Jordan. In other words, an interpretive approach has 
been adopted as a mean of  inquiry aiming at developing a holistic understanding o f  e- 
Business security in relation to its context as well as considering all the stakeholders in the 
problem area. This methodological choice was influenced by three factors: the nature o f  the 
research problem, the researcher’s theoretical lens, and the degree o f  uncertainty in the 
study environment. Consequently, four major stakeholders were identified and their 
security implications were explored. The study’s findings provide rich insights into the 
security o f  e-Business by identifying and interpreting the roles, the perceptions, and the 
interactions of  several groups o f  security stakeholders. The theoretical contributions 
include: an explanatory framework o f  organisational, legal, human and technical factors 
affecting security in e-Business environments which was developed by employing an 
inductive stakeholder analysis as well as the identification o f  several organisational aspects, 
such as governance, communication, power conflict, awareness, and resistance to change, 
and their relationships to security as well as their practical implications at individual, 
organisational, and national levels. Additionally, the findings provide insights into the 
customers’ side o f  the security problem and explain its relationships with other 
stakeholders, including government, business and technology providers. This is a sound 
practical contribution which can help these stakeholders to design better security 
approaches based on a deeper understanding o f  customers’ security requirements.
Ill
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C hapter 1 : R esearch O rientation
E-Business is more than just combining business with Internet technologies. Diverse issues 
face organisations endeavouring to adopt e-Business to reap its potential benefits. Security 
o f  e-Business is one o f  the major issues facing a wide range of stakeholders including e- 
Business organisations, customers, governments and technology providers. Unfortunately, 
this issue is usually overlooked, comes as an afterthought or is perceived from a purely 
technical dimension, with a notable increase in the number o f  online security breaches such 
as identity theft, privacy violation, vandalism, and infringement o f  intellectual property 
rights. This gives a clear indication that traditional security approaches and ad hoc security 
solutions are insufficient to thwart this dramatic increase in security breaches. These 
approaches, which perceive security from one dimension, seem unable to provide adequate 
security levels for today’s business environment. This encourages us to change our way of 
thinking and investigate other approaches that perceive security as an integrated part of 
business in the first place and then follow a holistic way o f  understanding and solving the 
e-Business security problem.
This thesis is concerned with information security within e-Business environments. It views 
e-Business systems as interconnecting and interacting components (people, software, 
hardware, procedures and data) and Information System (IS) with a technological 
infrastructure and organisational framework, rather than as a purely technological 
infrastructure (Katsikas at al., 2005). It argues that the predominant technical security 
approaches do not consider the multifaceted nature o f  e-Business security nor the 
requirements and influences o f  the various stakeholders involved in its context. Therefore, 
it devises an interpretive stakeholder analysis with a socio-technical framework o f  inquiry, 
used to support the research design and outcomes. This will assist in developing a better 
understanding o f  e-Business security in the context o f  Jordan, where e-Business adoption, 
still in its early stages, is gaining the attention o f  several parties.
This chapter provides a background to the problem situation; it sets the scene o f  e-Business
security in the context o f  the study and identifies the research gap that is intended to be
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filled by the proposed study. Additionally, it outlines the research’s aims, objectives and 
contributions, and then introduces the rest o f  this thesis.
1.1 Problem Situation and Research Gap
Jordan has experienced a technological evolution which started during the nineties and 
continues until today (Al Nagi & Hamdan, 2009; Al-Jaghoub & Westrup, 2003). This 
means ICT plays a significant role in the Jordanian economy. A rapid development in 
several ICT sectors is notable (ESCWA, 2005). One aspect o f  this development is the 
adoption o f  e-Business by a number o f  local companies which have started to provide more 
advanced electronic services that utilise different e-Business transaction modes, including 
Business-to-Business, Business-to-Customers and Business-to-Government.
Despite the fact that this diffusion is still in its early stages, different parties are showing 
their interest. For instance, in the banking sector, the majority of local banks have launched 
online banking services which allow their customers to manage their accounts and pay 
some utilities bills over the internet. Moreover, local technology providers became more 
interested in developing and providing e-Business-enabling technologies and services, 
including customised e-Business applications, e-payment systems and web hosting 
services. Other e-Business activities, including online retail and delivery services, are also 
notable. On the government side, two actions characterise its interest in e-Business1. First, 
it enacted The Electronic Transaction Law, which was introduced to be applicable to any 
transactions that may include electronic processing, transmitting and storing o f  data (ETL, 
2001). The law attempts to regulate a number o f  e-Business aspects including electronic 
contracts, recodes, messages and signature. It seems that this step came as a response to a 
number o f  economical changes and international agreements signed by Jordan. According 
to Obaidat (2001), after the government had liberated the economy and entered into a 
number of international agreements, including Jordanian-European Partnership Agreement, 
World Trade Organisation (WTO) membership and Free Trade Agreement with the Unites 
States, the economic environment became ready for e-Business activities, therefore, 
regulating the online environment was an important step to be accomplished by the 
government. The second notable government step was introducing the national e-
1 Government literature uses the term e-Commerce which is included in this study's defin ition for e- 
Business.
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Commerce strategy in 2008 which reflects its desire to exploit the potential benefits o f  e- 
Business at a national level (MoICT, 2008). This strategy came as a reaction to the 
government policy for ICT and postal sectors which called for more efforts to encourage 
local companies to offer e-services, especially e-Commerce services (ICT-Policy, 2007). 
The strategy action plan attempted to cover a wide range o f  e-Business areas including 
technology, laws and regulations, transportation and logistics, utilities, customs, taxation 
and financial services.
Nevertheless, security aspects o f  the e-Business environment in Jordan are not getting very 
much attention. Several security issues are frequently reported by international 
organisations as well as a few interested researchers. For instance, a security assessment 
performed by McConnell International (2002) highlighted the need for improvement in 
several areas o f  information security. Its report identified issues such as the lack of  cyber 
crime and privacy laws, digital signatures and e-payment infrastructure. The report 
emphasised the importance of  establishing a secure e-Business environment by enacting 
cyber crime law, secure transaction certificates and privacy laws. Also, it highlighted the 
need for developing an infrastructure that enables secure e-Business, and it recommended 
the development o f  encryption infrastructure. Other unsettling results in a United Nation’s 
report ranked Jordan at maturity level one, which is “characterised by an almost total 
absence o f  data security, privacy policies and laws governing ICT abuse” (ESCWA, 2007).
Although little academic research can be found in relation to this problem situation, it gives 
us an indication that security issues exist in the context o f  the study and represent a serious 
barrier for e-Business adoption in the country. For instance, a survey o f  453 Jordanian 
consumers (Alsmadi, 2002) found that while those customers are likely to have enough 
knowledge and skills to use the internet, online security is a major factor that prevents them 
from online shopping. Similar findings were reported by a recent survey (Khasawneh, et 
al., 2009) covering a random sample of 270 internet users from Jordan.
While these surveys bring the customer side o f  the problem to the forefront, other studies 
shed light on the security concerns of organisations willing to adopt e-Business. Titi (2005) 
surveyed 110 Jordanian business managers and asked them to select from a list o f  potential 
barriers that could limit the adoption and emergence o f  e-Business in Jordan. The list 
included security in addition to other barriers such as skills and expertise, customer
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readiness and cost. Two-thirds o f  the sample stated that privacy and data security are 
among the major barriers. Another related barrier highlighted by the survey was the 
difficulty that companies face when dealing with legal issues such as electronic signatures 
and contracts, as well as consumer rights. A more recent study has used a case study to 
identify factors influencing e-commerce adoption in a private company in Jordan (Al-Qirim 
2007). It reported the company’s concerns about the lack o f  confidentiality o f  information 
processed by e-commerce systems in addition to the lack o f  secure local infrastructure, 
including secure e-payment systems and an effective legal framework to regulate online 
activities. The case study found that these issues complicate the process o f  adoption and 
securing e-Business as companies would be required to get in touch with international 
service providers which involves extra time, effort and cost. In an attempt to explore e- 
commerce security perception o f  customers and organisations as a single phenomenon in 
the context o f  the study, Halaweh and Fidler (2008) found contradictions between 
customers and business perspectives in how security concerns are better addressed. The 
study has revealed that online companies give more weight to tangible security features to 
encourage customers to use their websites; they use trusted third party logs, privacy policies 
or statements to the customers telling them that the website is secure. On the other hand, 
customers were found to be less interested and less aware o f  such features; they looked for 
intangible features such as company identity, brand name, and reputation.
While these previous studies raise our attention regarding e-Business security in the context 
o f  Jordan, they do not offer a deep analysis o f  the problem situation; this in turn limits our 
understanding o f  the various aspects that need to be considered to develop a secure e- 
Business environment. The limitations emerge from the fact that most o f  these studies did 
not consider security as their primary focus; therefore, little effort has been devoted to 
exploring this issue in detail. Moreover, the positivist approach underlying most o f  these 
studies limited their findings into a set o f  specific questions which often try to explore the 
existence o f  predefined security issues without offering an explanation o f  how and why 
these issues emerged. Even when other studies have attempted to explore the problem 
domain using an interpretive approach which can give more insight into e-Business 
security, only one or two stakeholders (customer, business or both) have been considered, 
which did not help in addressing the influence and requirements o f  other relevant 
stakeholders such as government and technology providers. To this extent it can be argued
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that the existing literature does not capture the complexity o f  the problem domain nor 
develop knowledge and/or understanding o f  the various associated issues. This encourages 
the researcher to develop better research design to fill the existing research gap. By 
combining the socio-technical perspective and stakeholder analysis with a well-designed 
knowledge generating approach, a holistic understanding o f  e-Business security in the 
context o f  the study is likely to be developed. Such understanding can be extended to 
generate ideas to deal with the multifaceted nature o f  the e-Business security problem.
1.2 Aim and Objectives
In the light o f  the above identified research gap, the overall aim of  this research is to 
develop a conceptual framework for better understanding of  the problem o f  e-Business 
security based on an interpretive stakeholder inquiry. This aim will be achieved through the 
following objectives:
1. To identify the multifaceted nature o f  information security within the complex and 
dynamic e-Business environment.
2. To construct a framework o f  inquiry to allow the researcher to investigate the e- 
Business security environment from a socio-technical perspective.
3. To identify the various groups of stakeholders involved in the context of the study 
and explore their interrelationships and roles toward e-Business security.
4. To identify the set o f  socio-technical factors affecting the e-Business security 
environment and their interrelationships.
To fulfil these objectives the following general research question is formalised:
How can security be incorporated in e-Business in the context o f  the study to 
provide a trustworthy e-Business environment which considers the roles and 
requirements o f  the various security stakeholders?
To answer this question four specific research questions representing the units o f  analysis 
in this research are formalised:
1. How is security o f  e-Business approached by technology providers in the context of 
the study? And what are the implications of their interactions with other 
stakeholders?
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2. How is security of e-Business perceived and addressed in e-Business organisations 
in the context study?
3. How do customers’ perceptions, awareness, education and expectations affect e- 
Business security in the problem situation?
4. What is the current role o f  the government regarding e-Business security? And how 
it can be an effective partner in the problem situation?
1.3 Summary of Contribution
This thesis is expected to contribute to the growing body of research in the field of 
information security in general and e-Business security in particular for the following 
reasons:
1. The literature review shows that few stakeholders are likely to be considered, 
predominantly, customers and internal organisations, and this significantly limits our 
understanding o f  the role and the effect o f  other important stakeholders such as 
governments and technology providers. In contrast, this study uses the concept o f  ue- 
Business stakeholder” as a meta-theory to facilitate deeper understanding of security 
in the e-Business environment. Consequently, an interpretive stakeholder analysis 
was used and four major stakeholders in the problem situation were identified and 
their security implications were explored. These stakeholders included: technology 
providers, e-Business organisations, government and customers.
2. Through an inductive coding process an explanatory framework o f  organisational, 
legal, human and technical factors affecting security in e-Business environment has 
been developed. Additionally, the study brings these factors together, identifies their 
interrelationships and implications, and positions them in the relevant existing 
knowledge.
3. While the literature calls for more socio-technical information security thinking, this 
study contributes to this emerging body o f  research with empirically grounded 
security research adopting the socio-technical perspective as an underlying 
assumption for its inquiry which will help in identifying and better understanding the 
various dimensions affecting e-Business security environments.
4. The study also contributes by developing a complete research design which shows 
how the case study method as a research strategy can be combined with the general
inductive approach realised through thematic framework analysis to provide a 
systematic and rigorous methodology.
The study theoretical, methodological and practical contributions are discussed in more 
details in Chapter 8, Section 8.2.
1.4 Structure and Contents
This section provides an overview o f  the contents o f  this thesis. Figure 1.1 illustrates its 
structure which consists o f  eight chapters.
Findings Synthesis, Discussion 
and Evaluation (Chapter 8)
Interpretive Stakeholder Analysis (Chapters 4 -7)
Technology
Providers
E-Business 
Organisation 
(Ch. 5)
Customers/
Citizens Government (Ch. 7) {Ch. 4) {Ch. 6)
M ethodological Considerations (Chapter 3)
Literature Review & Conceptual Framework (Chapter 2)
Research Orientation: Problem situation(Chapter 1)
Figure 1.1: Structure of the Thesis
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The first three chapters o f  this thesis set out the theoretical and methodological foundations 
o f  this research. Chapter 1 sets the scope o f  this research which is concerned with e- 
Business security and describes the research context. Additionally, it defines the study’s 
aim and objectives and formulates specific research questions to be answered by this study. 
Towards the end, it briefly summarises the expected contributions o f  the study. Chapter 2 
reviews the literature and builds a conceptual framework to guide inquiry o f  this research. 
It sets the study’s terminology by defining and discussing the basic terms, concepts and 
issues associated with e-Business and information security. Moreover, it presents the 
current trends in information security research, including e-Business security research, and 
critically evaluates the major research contributions which represent a paradigm shift in this 
domain. Chapter 3 discusses the methodological considerations in the process o f  selecting 
a suitable research method for conducting the inquiry. After identifying the research 
assumptions underlying each available research method and assessing their potential for 
this study, a justification o f  the selected research method is given; this followed by a 
complete research design including research strategy, data collection techniques and 
analysis procedure.
Through an iterative and inductive coding process, four major security stakeholders in the 
context of  the study have been identified and their security roles have been explored. These 
stakeholders are technology providers, e-Business organisations, customers/citizens and 
government. Analysis and findings o f  these four units o f  analysis are presented in 
Chapters 4-7.
Finally, Chapter 8 synthesises the four units o f  analysis and discusses their findings. It 
brings together the main findings and identifies their interrelationships and implications. 
Additionally, it discusses the thesis’s theoretical, methodological and practical 
contributions, as well as providing an evaluation for the overall research process and ends 
with possible future research directions.
C h ap ter 2 : L iterature R eview  and C onceptual F orm w ork
The proliferation o f  Internet technologies has encouraged organisations to reshape their 
business models to achieve several advantages such as increasing their productivity, profits 
and customer satisfaction. This increases the flow of  electronic information, either between 
businesses or between business and customers, which raises many concerns about the 
secure storage, processing and exchange o f  this information. Consequently, the term 
‘information security’ has evolved to include other issues with a strong social foundation 
such as trust, privacy, legal liability and intellectual property rights (Beznosov & 
Beznosova; 2007). Additionally, several parties became involved and have interest in this 
domain; these include governments, citizens/customers, and businesses along with 
technology vendors and academic researchers (Chu et al., 2005).
Unfortunately, a great deal o f  research work in security has focused on producing 
theoretical models or technical solutions without addressing the real world where the 
research outcomes are supposed to be used (Siponen & Oinas-Kukkonen, 2007; Clarke, 
2001). This gives a clear indication that there is a lack o f  understanding o f  the security 
problem as well as the effect o f  its context.
This chapter reviews the relevant literature and defines the key terminology in order to 
establish a conceptual foundation to support the research inquiry identified in the previous 
chapter. It discusses how traditional security approaches and pure technological solutions 
are not sufficient to provide adequate security for today’s complex electronic business 
environment. It also identifies the trend in information security research and highlights the 
need for new approaches for e-Business security. Additionally, it reviews and compares the 
major research contributions which represent a shift and a new paradigm in the field of 
information security. Finally, it presents a conceptual framework o f  inquiry to guide this 
research.
As this study is inductive and seeks to generate knowledge rather than to prove or test a 
theory, the role o f  literature in such an interpretive qualitative study is worth clarifying. In
contrast to theory-testing research, which depends on conducting a comprehensive review 
o f  pre-existing theories and literature prior to the data collection phase, the literature review 
in inductive research is a continuous process throughout the whole research. At the 
beginning of  the research it serves as a foundation for the study’s conceptual framework 
which identifies the boundaries o f  the study including the main aspects to be investigated 
(Miles and Huberman, 1994). This framework should not be based on an overly 
comprehensive review as this will constrain the exploratory power o f  the study (Josselson 
and Lieblich, 2003 in Rudestam and Newton, 2007). Therefore, the initial review should be 
to an extent which informs the reader about the existence o f  the problem and why it is 
worthwhile. Creswell (2007) suggested that the qualitative researcher should review the 
literature to build a rationale for the problem and place his/her study within the ongoing 
literature about the topic. The initial review is also important for demonstrating the 
underlying assumptions and the theoretical perspective behind the general research 
questions (Marshall and Rossman, 1999). Additionally, it defines the topic’s key 
terminologies that will be used throughout the study. The content o f  this chapter reflects the 
roles for the literature review discussed above. As the study evolves and moves into the 
data collection and analysis phases the literature can be used to develop explanations, 
validate findings and suggest interrelationships between them (Richie et al., 2003; Marshall 
& Rossman, 1999). Towards the end o f  the study the literature plays an important role in 
discussing the emerged findings, positioning them within existing knowledge and seeking 
wider implications (Rudestam and Newton, 2007).
2.1 e-Business overview
This section provides an overview of  e-Business as an emergent concept; it starts by 
reviewing and critically evaluating the existing definitions in an attempt to formulate a 
working definition o f  e-Business to be used by this study, then it discusses e-Business 
components and transaction modes, highlighting the complexity o f  its environment. The 
overview also discusses the potential benefits o f  e-Business followed by the associated 
adoption issues with more emphasis on the security issue which is then discussed in more 
detail in a separate section.
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2.1.1 A working definition for e-Business
In its broad sense electronic business, or simply “e-Business” , refers to the use of 
Information and Communication Technology (ICT) for various business activities. One of 
the early definitions o f  e-Business is provided by IBM which defines e-Business as “a 
business process transformed to leverage WWW (Internet, intranet, and extranet) 
technology fo r  business benefit. It is about using the Internet infrastructure and related 
technologies to enable business anywhere and anytime” (Smith, et al., 2001). However, the 
definition may differ from one perspective to another, which usually causes confusion with 
other terms such as e-service, e-commerce and e-learning. Often the term e-Business is 
confused with e-Commerce (Turban et al., 2008), and this should be clarified before 
choosing a working definition for e-Business in the context o f  this study.
When compared to e-Commerce, e-Commerce is regarded a sub-set o f  e-Business, which is 
much broader and may include most business activities (Groucutt and Griseri, 2006). E- 
commerce is used to describe online buying and selling activities, which can be viewed as a 
contact-driven process (Rodgers, et al., 2002) which requires the customer to get in touch 
with an online company in order to initiate the process. On the other hand, many e-Business 
activities might be accomplished without human intervention. E-Business is an umbrella 
term for a wide range o f  business processes which may include one or more o f  the 
following: customer relationship management; enterprise resources planning; and supply 
chain management.
Many valid e-Business definitions can be found in the literature (de Graaf and Muurling, 
2003). For example, Clarke (2000) defines it as “the conduct o f  business with the assistance 
o f  telecommunications and telecommunications-based tools”. Clarke's definition does not 
specify any specific communication technology for conducing e-Business, which makes it 
applicable to the wireless and mobile technologies which are utilised these days in e- 
Business. Nevertheless, if we consider the communication media and related tools as 
infrastructure for the Internet, IBM's definition encompasses Clarke’s definition as well. 
Tracy (2000) argues that the definition o f  e-Business varies; however, it is usually similar 
to IBM's definition.
A preliminary investigation o f  the study environment revealed that the majority o f  e- 
Business adopters have a partial e-Business transformation in the shape o f  e-Commerce
activities such as online order, e-payment, online customer service and e-billing. If IBM's 
definition, which implies a complete transformation o f  business processes using Internet 
technology, is adopted, few companies from the study context will fall under this condition. 
Business to customer interaction is viewed as a partial transformation o f  business processes 
and the complete transformation involves company to company interaction (Tracy, 2000). 
Therefore, the study will consider both the partial and complete transformation o f  business 
process using Internet technologies as the basic definition for e-Business in this study. 
Many e-Business startups do not use e-Business to its full potential. We could find some of 
them using ICTs to improve their internal business operations. Others may use the web 
service for marketing purpose or for price comparison. Those who have just started simple 
e-Business initiatives or just use ICTs to improve their business, will after few years be 
forced to upgrade their simple models of e-Business to include ordering, payment, 
contracting, invoicing and delivery. For this purpose we may define e-Business in a broad 
way to include any utilisation o f  ICTs in these organisations to help them improve business 
and interaction with government, customers or suppliers.
2.1.2 e-Business components and transaction modes
E-Business transactions include two or more parties such as customers, sellers, suppliers, 
intermediaries or business partners: see Figure 2.1, which views e-Business as a process 
that spans the entire spectrum of human activity (Cunningham and Froschl, 1999). 
Although this framework abstracts the complexity o f  the e-Business environment, it 
identifies three main e-Business components; enabling technologies (Internet or Intranet), 
stakeholders (customers, suppliers, regulators and financial institutions) and business 
processes (internal, intra-organisational and with customers). This implies that e-Business 
can be viewed as a socio-technical system with a set o f  interacting elements. Some o f  these 
interactions may involve direct intervention from a particular stakeholder; for example, a 
customer placing an online order through the seller website. Other interactions may be 
performed without intervention and on behalf o f  the interested stakeholders; for example, 
credit card information is checked automatically on behalf o f  the merchant. Based on the 
nature o f  the transaction and the relationship between the transacting parties, e-Business 
can be classified into different modes (Turban et al. 2008). Accordingly several e-Business 
modes can be found:
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Figure 2.1: The Electronic Business framework (Cunningham and Froschl, 1999).
• Business-To-Customer (B2C): Electronic commercial transactions directly between 
business (mainly private organisations or companies) and individual customers. 
Many examples o f  companies using B2C mode can be found worldwide. A good 
example is the well-known online bookshop Amazon.com. Amazon.com started 
with selling books online: a customer can go to its website, select the book s/he 
wants, pay online and then the book will be delivered to customer’s address. 
Nowadays, Amazon.com is not only an online bookshop; it sells many other items. 
Another example o f  a well-known B2C company is Dell Computers. This is one o f  
the first companies which realised how the B2C mode could improve its business 
and increase its customer satisfaction. Through the Dell portal, the customer can 
place an order, check the status o f  his order, get technical support and access many 
other services.
• Business-To-Business (B2B): This mode includes different business processes and
activities between business partners (usually private organisations). This mode can
be further classified into inter-organisational and Intra-organisational e-Business.
The first type represents the internal business process automation ip which many
internal business activities such as production, invoicing, inventory and accounting
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have been integrated and automated through the use o f  Enterprise Resources 
Planning systems (ERP). The second type includes Intra-organisational activities 
with suppliers and distributors which have been automated using e-Business 
technologies. An example o f  an application using this mode is the Supply Chain 
Management systems (SCM).
• Custom er-To-Custom er (C2C'): In this mode, customers can directly sell and buy 
from each other over the internet. A good example o f  the C2C e-business mode is 
ebay.com which is an online marketplace where sellers and buyers can meet and 
communicate in order to sell or buy new or used items. It is an online platform for 
direct trading between customers.
• Business-To-G ovem m ent (B2G '): Provides information regarding contracts and 
business investment that the private organisations want to do with the government. 
This mode can be considered as a bidirectional mode, either G->B or B->G. Some 
governments provide a central online portal for private business owners and 
suppliers who want to sell services or goods to governments. Such government 
websites may contain all the relevant information about government tenders, 
announcements, or requests for proposal. In the other direction, some private 
organisations provide information about services that the government can get from 
them through websites containing product description, promotions, offers and other 
information customised to suit the government’s needs.
• Government-To-Citizen (G2C)\ Provides citizens with access to a government 
information service or/and electronic transactions such as e-Voting, e-Tax. For 
example the Jordan e-Government portal (http:/Avww. iordan.uov.io) provides a 
central government portal where citizens can search for and find information and 
services provided by the Jordanian government.
B2B represents the largest percentage o f  e-Business transactions worldwide (Mockler et al., 
2006). On the other hand, B2C is the second largest and earliest form o f  e-Business. 
Following the argument for selecting a broad definition for e-Business, this study will focus 
on B2C in addition to B2B for the following reasons:
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• B2C mode is the predominant e-Business mode in the study environment.
• It is a feasible option for small private companies in developing countries, bearing 
in mind that these companies count for more than 70% of all employment in 
developing countries (Payne, 2002).
• B2C affects a wider range o f  stakeholders; individual consumers, businesses from 
small to large, technology vendors, and governments which are responsible for 
protecting their citizens. Thus, many implications need to be considered.
2.1.3 Potential benefits of e-Business
Numerous e-Business benefits are reported in the literature (Kalakota and Robinson, 2001; 
Rodgers et ah, 2002; Amor, 2000; Smith, et al. 2001; Sanders, 2007; Turban et al., 2008). 
As many o f  these reported benefits are a result o f  real world case studies and surveys, they 
reflect the positive impact o f  the adoption of  e-Business on different levels of  society. E- 
Business creates new relationships between businesses and customers which can be 
personalised to suit different customers’ needs, and hence increase customers’ satisfaction. 
Also, it enables more efficient co-operation between business partners. Smith, et al. (2001) 
argue that e-Business could lead to higher customer satisfaction for numerous reasons, 
examples of which are that customers have personalised 24x7 access to online business and 
that information is better, faster, and easier to access. Another benefit to companies is 
increasing company visibility (Amor, 2000) which is very important for newly established 
ones. Because of the availability o f  the internet, this can be achieved at a lower cost and can 
lead to increase in company revenue. Moreover, internal business process automation and 
intra-organisational interaction facilitated by e-Business technologies is likely to improve 
company performance and enhance communication (Sanders, 2007). Following the 
classification o f  Turban et al. (2008), these benefits can be summarised as shown in fable 
2 . 1 .
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Table 2.1: Summary of e-Business benefits.
Classification Potential Benefits
Benefits to Organisations
-  Reducing cost.
-  Improving Performance
-  Expanding to new markets
-  Improving communication with partners and customers
-  Improving availability and accessibility
-  Increasing visibility
Benefits to Customers
-  Lower Prices
-  More choices
-  Less physical effort
-  Personalised products and services
-  Information availability
Benefits to society
-  Increasing Business opportunity
-  Reducing traffic and pollution (people work or shop 
from home)
-  Greener world and less paperwork
-  Better standard o f  living
In contrast to the above very optimistic view about the potential o f  e-Business, other 
researchers seem more realistic. For instance, Siddiqi et al. (2002) argue that many of  these 
claimed benefits cannot be guaranteed because o f  several cultural, technological and 
economical barriers to the growth o f  e-Business. They discuss a number o f  B2C scenarios 
in which potential benefits such as convenience, cost-effectiveness and capability 
requirements cannot be realised for many reasons such as the nature o f  products, usability 
issues, hidden costs and user socio-technical requirements. Despite the fact the e-Business 
seems promising and has many potential benefits, the adoption process is not 
straightforward and there are diverse issues hindering the proliferation o f  e-Business. The 
next section will discuss these impediments that need to be considered if the adoption o f  e- 
Business is to be fruitful.
2.1.4 e-Business adoption issues
The adoption o f  e-Business has an impact on organisations; it improves efficiency and 
productivity, opens new market channels and increases the competitive position o f  the 
organisation. On the other hand, it has several impediments and raises many issues. The 
rapid development o f  e-Business introduces serious issues regarding privacy, information
16
security and other legal, ethical, and social issues (Li, 2007). Many researchers have 
discussed e-Business issues in terms o f  inhibitors, impediments and barriers (Papazoglou 
and Ribbers, 2006; Barsauskas and Sarapovas, 2004; Jennex and Amoroso, 2002). In 
general we may categorise these issues as:
• Technological Issues: implementing and deploying e-Business initiatives requires 
knowledge and skills related to various Internet technologies and infrastructure 
which are the building blocks for e-Business. Several studies suggest that the lack 
o f  in-house technical skills prevents companies from implementing and running e- 
Business systems (Chapman et al. 2000; Windrum and Berranger 2004). Other 
technical issues are related to interoperability and compatibility o f  legacy systems 
with new ones. Deploying e-Business applications such as CRM, ERP, and SCM 
involves consolidating data from different sources which usually reside in legacy 
systems; this requires integration and business process reengineering to enable these 
systems to work together. Most o f  the time, this integration is not an easy task 
because the legacy systems were built based on standards which do not support 
Web services supporting e-Business applications (Chen, 2003).
• Financial Issues: in many countries the cost o f  setting up online business is still 
high. The cost includes Internet connection, web hosting, delivery costs, staff 
training and the cost o f  hiring skilful employees. Such financial issues are more 
notable in small companies (Al-Qirim, 2004). However, costs have started to 
decrease and more companies and customers have begun to benefits from the new 
technology.
• Trust, Privacy and Security Issues: according to many studies the lack o f  adequate 
mechanisms to protect sensitive information about customers, such as credit card 
information, makes people reluctant to engage in e-Business transactions (Udo, 
2001; Kim et al., 2009). Moreover, the use o f  data mining tools to collect 
customers’ information increases concerns about privacy in customers who do not 
want to lose control over their personal information (Scott, 2004). These concerns 
contribute to the issue o f  trust on the Internet which represents a challenge for many 
companies, since people used to trust merchants whom they knew face-to-face and
this is not the case on the internet (McCole et al., 2009).
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• Legal and Regulation Issues: in many countries there is still no clear legal
framework for e-Business (ESCWA, 2007). Issues related to intellectual property,
liability and taxation need to be considered (Frynas, 2002). Other issues are related 
to the legal recognition o f  electronic records and some security mechanisms, such as 
digital signatures, as legal evidence in case o f  dispute resolution.
• Management and Cultural Issues', the lack o f  clear vision and strategy for how a
company may benefit from e-Business initiatives and in some cases the lack of 
management support make a barrier for successful e-Business adoption (Dezalak, et 
al., 2006). Other issues are related to changing business processes and how people 
react to such changes. Employees might resist using new technology in their work, 
and here good management is necessary to help staff accept and use new 
technologies (Somers and Nelson, 2004).
In addition to the above issues, developing countries have other issues that are worth 
mentioning. The use of e-Business in the developing world which represents a large part of 
the marketplace is still insufficient. The use and development o f  e-Businesses in this part of 
the world is faced with many challenges and issues. Without serious effort to remove these 
challenges, developing countries might not benefit from the great technological revolution. 
Deployment o f  ICT, which is the backbone o f  e-Business in developing countries, is facing 
many obstacles and constraints. These include lack o f  or poor infrastructure, social 
problems and the lack o f  an appropriate legal, political and economic framework (Bakari, 
2007; Jennex and Amoroso, 2002). Some e-Business barriers which particularly face 
developing countries are (Gregorio D. at al, 2005; Kshetri, 2007):
• Low levels o f  Internet and personal computer penetration.
• Poor e-Business infrastructure including ICT, logistics and fulfilment.
• Low level o f  credit or debt card penetration.
• Lack of  e-payment gateways.
• Computer illiteracy in general, lack o f  knowledge about e-Business and lack of
basic English language skills.
• Preference of  traditional face-to-face communication over other means such as e-
mail and instant messages.
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Dada (2006) argues that effective e-Business depends on a critical threshold of  online use. 
This suggests that, as more people use the Internet, the network value and the opportunity 
for e-Business will increase. Unfortunately, the online population in developing countries is 
far from the critical threshold. According to Pahladsingh (2006) there are a number of 
barriers to increasing the online population in these countries; they are: low level of 
computer penetration, because o f  the high cost o f  having a personal computer; the cost of 
Internet connection (using technologies such as Dialup or Broadband); unreliable 
communication infrastructures; cultural issues such as the language barrier; and other 
economic, political and business issues.
In the context of  Arab countries, including Jordan, similar adoption barriers have been 
reported by recent studies (Pons et al., 2003; Yasin and Yavas, 2007; Al-Qirim, 2007; 
ESCWA, 2007). Remarkably, security o f  e-Business is frequently citied as one o f  the major 
issues that impede both consumers and business organisations from utilising e-Business in 
these countries. Yet no previous study has attempted to explore this issue in detail and in 
relation to other adoption barriers and stakeholders. E-Business security issues will be the 
primary focus o f  this study, but in contrast to the previous studies, which considered 
security from a very narrow perspective and in isolation from its wider context, this study 
will consider the multifaceted nature o f  e-Business security in relation to its context and 
stakeholders. As a starting point for developing a framework o f  inquiry to guide this study, 
the next section discusses the concept o f  the “e-Business stakeholder” as a meta-theory to 
facilitate deeper understanding o f  security in the e-Business environment.
2.2 S ta k eh o ld er  analysis and its p oten tia l for exp lorin g  e-B u sin ess
Doing business online makes organisations potentially more vulnerable than in any 
previous time. In the e-Business era, such organisations have more channels for exchanging 
information and services with several interested parties within the electronic environment, 
including customers, suppliers and business partners. They are able to reach more 
customers in different geographical areas, subject to several national and international 
legislations governing various e-Business activities and constrained by social, ethical as 
well as technical factors. Consequently, the business environment has become wider than 
any time before and more factors from outside the organisation’s influence may determine 
the way an organisation works. In such a situation the level o f  uncertainty about this
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environment increases, leaving the organisation subject to additional risks especially with 
different and conflicting stakeholders' interests. This suggests that e-Business cannot be 
studied in isolation from its environment and wider implications need to be considered. As 
a starting point for exploring this complex and dynamic environment it is important to 
identify all the interested parties and investigate their interrelationships, interactions and 
impact on the e-Business environment. This can be achieved by the use o f  stakeholder 
analysis which facilitates holistic understanding o f  the problem situation.
It has been argued that stakeholder analysis is not so much a unique research approach but 
is an organising principle for research which can be used within various research methods 
(Burgoyne, 1994). It captures the diversity o f  perspectives and interests in the problem 
domain, allowing the research to develop a richer picture which facilitates better 
understanding o f  the problem in hand. The foundation o f  stakeholder analysis is the concept 
o f  the ‘"Stakeholder” . According to the stakeholder theory (Freeman, 1984; Donaldson and 
Preston, 1995) an organisation is surrounded by a set o f  stakeholders. A Stakeholder is any 
individual (such as a customer), or organisation (such as business partners) influenced by 
the attainment o f  the organisation’s goals, and who is likely to hinder this organisation’s 
achievement if its own requirements are not fulfilled. Stakeholder can be defined by two 
functions (Philips et al., 2003); a utility function that measures the level o f  the stakeholder's 
satisfaction, and an influence function that measures the damage or benefit the stakeholder 
can cause an organisation given a level o f  utility. According to Philips et al., the 
organisation should work towards minimizing the damage and maximizing the benefit. 
Freeman (1984) provided a general definition for the term “stakeholder
“ A s ta k eh o ld e r  in an o rg an iza tio n  is (by d e fin itio n ) any  g ro u p  o r in d iv idua l w h o  can  a ffec t o r is 
a ffec ted  by th e  ach iev e m en t o f  the  o rg a n iz a tio n ’s o b jec tiv e s” (F reem an , 1984, p. 46).
The definition highlights different aspects that need to be considered when using the 
stakeholder concept:
1. A stakeholder can be either a group or an individual.
2. The relationship between the stakeholder and the organisation is bidirectional.
3. The impact/influence is either negative or positive.
4. The stakeholder’s interest versus the organisation’s objectives.
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Although the notion of  the stakeholder has its roots in management literature, it has been 
used extensively in Information System (IS) studies (Flak and Rose, 2005; 
Papazafeiropoulou et al., 2001; Avison and Wood-Harper, 1990; Pouloudi and Whitley 
1997). Pouloudi (1999) has reviewed extensively the use o f  the stakeholder concept in IS 
literature. Based on that, she argued that stakeholder analysis is implicitly embedded in IS 
development approaches such as Soft System Methodology (SSM) and Effective Technical 
and Human Implementation o f  Computer-based Systems (ETHICS) method which both 
emphasise the involvement o f  all interested parties in the IS development process. She 
concluded that:
T h e  n o tio n  o f  s ta k eh o ld e r is not n ew  in in fo rm a tio n  sy s tem s resea rch . A lth o u g h  th e  actual u se  o f  the 
te rm  is re la tiv e ly  recen t it does not s ig n ify  a re v o lu tio n  or ‘p a rad ig m  sh if t’ in o u r th in k in g  o f  
in fo rm a tio n  sy s tem s d e v e lo p m en t and  im p lem en ta tio n . It rep re se n ts  a p ro g ress io n  from  d e v e lo p e r-  
and  u se r- cen te red  p ro b lem s to  o rg a n iz a tio n -w id e  and  in te ro rg an iza tio n a l in fo rm a tio n  sy s tem s 
p ro b lem s. It is a lso  a sign  o f  m a tu rity  o f  In fo rm atio n  sy s tem s research  as it re flec ts  a sh ift to w a rd s  
ap p ro ac h es  th a t can  a ffo rd  a m o re  h o lis tic  rep re sen ta tio n  o f  the  p arties in v o lv ed  in th e  m o re  co m p lex  
sy s te m s c u rren tly  d e v e lo p ed . (P o u lo d i, 1999, p. 14).
In the realm of  information security a number o f  authors use the stakeholder notion in order 
to get more insight into the socio-technical aspects of  security problems, but without 
explicitly acknowledging the use o f  stakeholder analysis. For instance, Flechais and Sasse 
(2007) used “participant” analysis to investigate usability issues o f  security mechanisms by 
exploring how participants perceive and interact with security. They did not use the terms 
stakeholder analysis, however the concept o f  stakeholder was the primary component o f  
their final model. Other researchers use the same approach to investigate how the 
commitment o f  different stakeholders affects security awareness training in organisations 
(Abawajy, et al. 2008). On the other hand, explicit references can be found in quite similar 
fields; for instance, Shankar et al. (2002) used the stakeholder theory to propose a theory 
which incorporates a multi-stakeholder perspective for trust in the online environment.
Arguably, this theory is much needed in order for today’s e-Business organisations to 
survive in the complex environment o f  e-Business. Donaldson & Preston (1995) identify 
three aspects for stakeholder theory; descriptive, instrumental and normative aspects. The 
researcher suggests that these aspects are helpful and can be applied in this domain. The 
descriptive aspect o f  the stakeholder theory can be used describe the e-Business
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environment and identify its stakeholders, however, its instrumental aspect can be used to 
explore the linkages or lack o f  linkages between the e-Business stakeholders. This 
implicitly implies looking for the implications o f  their interrelationship and interaction with 
the e-Business environment, hence the use o f  impact analysis. The normative aspect of the 
theory can be used to explain the security role of  each stakeholder from an ethical point of 
view. Both descriptive and instrumental aspects o f  the stakeholder theory will be used in 
the study to facilitate a deeper understanding o f  problem situation.
2.3 Toward a Stakeholder Model for e-Business
Different type o f  stakeholders may be involved in e-Business transactions. Using the e- 
Business concept model (see figure 2.2) proposed by Jones et al. (2000), e-Business 
transaction can be viewed as a set o f  interacting components including stakeholders, 
information and infrastructure:
1. Stakeholder: a person or organisation who is, or is likely to be, significantly affected 
by e-Business. The three categories o f  stakeholder are: participating (those who 
are doing business by means o f  using e-business services and technologies), 
enabling (those who provide services or technologies to enable e-business to take 
p la ce ) , and supervisory (those who regulate or provide advice on e-business in 
some way).
2. Information: such as customer details, company strategy and payment information.
3. Infrastructure: such as public communication networks, intranet, extranet, database 
servers and payment systems.
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Figure 2.2: e-Business Concept model (Jones et al., 2000)
This concept model tries to conceptualise and identify the important elements o f  e-Business 
systems and their relationships in order to abstract the complexity o f  the problem o f  e- 
Business requirements. It is a powerful thinking tool that allows us to view the whole 
picture instead o f  having one perspective that may lead to poor specification o f  
requirements. The model clearly acknowledges that the concept o f  e-Business cannot be 
viewed without the concept o f  the stakeholder, which represents an entity owning 
information and infrastructure and having a particular purpose and interrelationship with 
other entities in the e-Business environment
A recent evaluation o f  e-Business research (Chua et al., 2005) revealed that, unfortunately, 
researchers are likely to focus on only a few stakeholders, predominantly, customers and 
internal organisation. The study also points out that other stakeholders such as regulators, 
suppliers, investors and indirect stakeholders require more attention for the following 
reasons:
• E-Business cannot be fully understood if important constituents are ignored.
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• The interdisciplinary nature o f  this field forces the researcher to understand how 
the stakeholders interact.
• The need for revealing emerging issues related to this field.
In this study stakeholder analysis will be used as an overall organising principle to create a 
richer picture for the e-Business environment as an attempt to consider the role o f  other 
important stakeholders along with customers and e-Business organisation. Government, 
citizens/customers, private sector e-Business organisations, business partners and 
technology providers are key players in the e-Business game. They have different roles and 
goals; however, together they play an important role for successful e-Business in a 
particular country. In exploring e-Business security from a holistic perspective, this study 
will focus on four stakeholders who represent the primary interested parties who may 
benefit from, be influenced by, or affect, e-Business security in the context o f  the study; a 
conceptual stakeholder model showing those different parties is shown in Figure 2.3.
Customers
e-Business Organisation
Management
Technology
providers
Government
Technical staff Non-technical staff
Figure 2.3: Study e-Business Stakeholder M odel
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Each o f  the stakeholders has its own perspectives, requirements, and interactions with the 
others; if these are studied in isolation, many security aspects will be overlooked. Some of  
the stakeholders may control the environment; for example, the government regulates e- 
Business activities and enforces the various laws controlling e-Business in the country. 
However, the others may have a great influence on e-Business environments, such as the 
technology providers who provide the required infrastructure for deploying e-Business. 
Therefore, a bidirectional relationship should be considered between the stakeholders. 
Arguably, exploring the roles o f  those stakeholders, their perspectives and interactions, will 
generate a better insight into how security can be incorporated in the e-Business 
environment.
To explore the security role o f  each o f  those stakeholders, they will be incorporated in a 
conceptual framework guiding this study in the different dimensions influencing security in 
e-Business environments. Before building this framework o f  enquiry an overview of  e- 
Business security will be given.
2.4 e-Business Security Overview
Security in its broad meaning plays a major role in successful e-Business adoption. Without 
having security in place, e-Business transactions cannot be realised, as security is the only 
way to verify the identities o f  the transacting parties and prevent any potential risks which 
could harm them or their information. Research findings show that many customers and 
business owners are reluctant to engage in any online business transaction because of 
security concerns (Udo, 2001; Kim et al., 2009). There is a gap between the predicted 
volume of  online retails and the actual development; one o f  the major reasons for this gap, 
backed by many studies, is the lack o f  trust, privacy and security in digital business 
(Katsikas et al., 2005; Scott, 2004).
As this study is concerned with the security o f  the e-Business environment it is important 
that the concept o f  security and issues related to this topic be clarified. In the following sub­
sections, definitions of  security and information security services required by e-Business 
systems are discussed.
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2.4.1 Security is hard to define
Security is hard to define, since the meaning changes from context to context. One may 
define security in term of  Confidentiality, Integrity and Availability. A secure system is one 
which ensures these three objectives by providing the necessary mechanisms and 
procedures to prevent any unauthorised access, modification or interruption of  the services 
or information provided by that system. However, interpretations o f  these objectives are 
influenced by different factors and stakeholders which lead to different security 
perspectives. As Bishop (2003) points out:
...S ecu rity  rests  on co n fid en tia lity , in teg rity , and  av a ilab ility . T h e  in te rp re ta tio n s  o f  th e se  th ree  a sp ec ts  
vary , as do  th e  c o n te x ts  in w h ich  th ey  a rise . T h e  in te rp re ta tio n  o f  an asp ect in a g iv en  e n v iro n m en t is 
d ic ta ted  by th e  n eed s o f  th e  in d iv id u a ls , cu sto m s, and law s o f  th e  p a rticu la r  o rg a n isa tio n  (B ish o p , 2 003).
Still there is a lot o f  misunderstanding about the concept o f  security. Many people, 
especially non-security experts, associate security only with confidentiality o f  data. This 
can lead to a fatal misinterpretation which increases the chance that other security 
requirements will be overlooked (Knorr and Rohring, 2001). Moreover, there is trade-off 
between these objectives. For instance, military fields usually focus on providing 
confidentiality more than other services, because the secrecy o f  information is very 
important, so needs to be protected during transmission over communication networks. In 
contrast, e-commerce services focus more on providing integrity and availability services, 
where the information relating to transactions should be authentic and not tampered with in 
any way, and the service should be available whenever it is needed (Bishop, 2003, 
Schneier, 2008).
Pfleeger and Pfleeger (2003) use a similar definition for security, the “attempts to ensure 
the confidentiality, integrity, and availability o f  computing systems’ components” . In 
criticizing such definitions, Anderson (2003) argues that these commonly used definitions 
only describe what security does, without providing an intrinsic concept o f  completeness or 
precision in these definitions. He believes that these definitions are very broad and do not 
help us to identify what information security is not as well as what it is. Therefore, he 
proposes that security is defined as “a well-informed sense o f  assurance that information 
risks and controls are in balance” (Anderson, 2003, p. 310). This definition attempts to 
provide a more precise view for security and highlights the concept o f  security assurance
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which can be achieved through information security risk management. However, it does not 
view security beyond the technical perspective which limits security to a list o f  technical 
controls which need to be deployed to solve a set o f  predefined risks.
What also creates a sort o f  contradiction when dealing with the concept of security is that it 
is both a feeling and a reality (Schneier, 2008); this implies that existence o f  the feeling or 
the reality does not assure the other. For instance, an online company could provide the 
required technical measures to ensure confidentiality, integrity, and availability o f  its 
services; nevertheless, it may fail to make its customers feel secure because it does not 
appropriately communicate its security to the customers. On the other hand, a customer 
could be subject to a security risk simply because s/he transacts with a malicious website 
which makes him/her falsely feel secure. As recognition o f  both sides of  security is 
important for better security decisions, it is also o f  equal importance that the definition of 
security emphasises both feeling and reality. Such a definition is provided by Kiountouzis 
(2004), who defines security as “an organized framework consisting o f  concepts, beliefs, 
principles, policies, procedures, techniques, and measures that are required in order to 
protect the individual system assets as well as the system as a whole against any deliberate 
or accidental threat” . This definition brings out an important aspect that is missing from the 
previous ones: it highlights the social elements in the security chain. It views security 
beliefs and perceptions o f  people as equally important as the technical controls they interact 
with. Indeed, this is much needed for today’s socio-technical business environments. In 
another study, Tsujii (2004) presented a comprehensive and interdisciplinary definition for 
information security and emphasised that technology alone, without strong coordination 
with social systems, is not enough. He defined information security as:
th e  d y n am ic  p ro cess  fo r e s tab lish in g  an in teg ra ted  and  co m p le te  sy s tem  o f  soc ia l fu n d a m e n ta ls  
d e s ig n ed  to  fo rm , w ith o u t in frin g in g  freedom  b ro a d en e d  by IT  (in fo rm a tio n  tec h n o lo g y ), and  w ith  
c lo se r lin k ag e  and  c o o rd in a tio n  a m o n g  tech n o lo g ie s , ad m in is tra tio n  and  m an a g em e n t tec h n iq u es , 
legal and  so c ia l sy s tem s and in fo rm a tio n  m o ra ls  in o rd e r to  m ak e  c o m p a tib le  im p ro v ed  u sab ility  and  
e ffic ien cy  and  e n h an ced  secu rity , p ro tec ted  p riv acy  and  m in im ised  su rv e illa n ce , o r  m o n ito rin g , o v e r 
peo p le  (T su jii, 2 0 04 , p . l ) .
The previous definition may represent the ultimate goal o f  information security and gives a 
picture for the ideal e-society that humans are seeking through utilising technologies. 
However, this might be impossible since we still trade off between security and usability,
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and between privacy and protection. Nevertheless, the definition clearly identifies the 
different dimensions that influence security and it emphasises that these dimensions should 
be addressed in an interdisciplinary and holistic way.
2.4.2 Information Security Services for e-Business Systems
Instead o f  defining security itself, information security literature usually starts by defining 
the basic security services that should be provided by any system in order to fulfill the 
various security requirements. Different terms used to refer to these are security related 
concepts; security basic components (Bishop, 2004); security services (Stallings, 1998) or 
security objectives (Outeye, 2003). In this study these terms will be used interchangeably to 
refer to the same thing. A discussion o f  these security services with more emphasis on the 
e-Business environment is given here:
1. Confidentiality: During e-Business transactions sensitive and private information is 
being transmitted over insecure channels. Such transmitted data may contain credit 
card information or business information. Therefore, there is the need for a security 
service which prevents unauthorised access to this sensitive information. 
Confidentiality is concealment o f  information or resources (Bishop, 2004), to prevent 
unauthorised entities from being able to read messages sent between authorised 
parties. Confidentiality is achieved by encrypting the contents o f  the message with 
various sophisticated encryption techniques. Cryptography can be considered as an 
access control mechanism which supports confidentiality. It scrambles the content of 
the message to make it incomprehensible.
2. Integrity. Integrity is related to the accuracy o f  data in either the transmission or 
storage devices. It refers to the trustworthiness o f  the data or resources. Integrity falls 
into preventing any unauthorised modification of  data or resources, and detecting any 
modification or simply reporting that the data is no longer trustworthy (Bishop,
2004). Data integrity is very important for e-Business transactions because they are 
conducted over a distance, therefore, there is no way to guarantee that the data is not 
tampered with without having an integrity service to check the originality o f  the data. 
Imagine what could happen if a user were able to change his online order information 
after payment, or an intruder able to change delivery information. Therefore,
including integrity services is an essential requirement for e-Business transactions.
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3. Availability: this refers to the accessibility o f  information and resources when they 
are needed by any authorised party. A key advantage for a company doing e-Business 
is being available to its customers and partners all the time. This makes the existence 
o f  a service to ensure availability essential for successful e-Business (Outeye, 2003). 
A common interruption attack against availability is a Denial o f  Service (DoS) attack 
which can cause big financial losses. It can target the company communication 
infrastructure or application servers and render them permanently or temporary 
inaccessible, which can negatively impact on business, customers and partners.
4. A uthentication : Authentication is how to verify and ensure that the user is who he 
claims to be. The purpose o f  the Authentication service is to verify the identity o f  a 
user requesting access, for example by the mean of  user ID and password, which 
although the simplest way is unfortunately the weakest and easiest to break. 
Authentication can be achieved by something you know, for example password or 
key, something you have, such as a smart card, your physical qualities, like 
biometrics ID (such as fingerprint or retina), or by location (you are authorised to 
receive mail from the postman if you simply open the front door o f  the mail’s 
address!).
5. Authorisation : Once a user has been authenticated to the system, the system needs to 
authorise the user, i.e. to determine which system resources the user is allowed to 
access and what set or actions he is allowed to perform on those resources. 
Authorisation is all about Access control, where all the system resources that the 
legitimate user is allowed to access are specified, along with a set o f  actions that he 
can perform on these resources. The Access control service assumes that the user has 
been successfully authenticated by the proper Authentication service.
6. Non-repudiation: Requires that neither sender nor receiver of the message be able to 
deny the transmission (Stallings, 1998). It is important in e-Business transactions to 
be able to confirm any action and by whom this action has been taken. Such a 
security service is very important in case o f  dispute or liability when there is a need 
for proof o f  transactions.
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7. A uditing : Security services need to be integrated to maximise the level of protection. 
Based on that, Access control can be coupled with Auditing mechanism. A good 
Auditing mechanism allows the system to log all the relevant activities and access 
requests to its resources, and keep these logs for later verification. In a more complex 
situation, it enables a real-time analysis o f  all access requests and generates an 
automatic response based on that. Auditing also helps as deterrent mechanism: if the 
user knows that all his actions on the system resource are being logged and can be 
verified against any violation or malicious act, this will definitely stop him thinking 
about misusing the granted privileges.
We can also think about security in term of  prevention , detection and recovery. For 
example, providing a clear security policy combined with a policy enforcement mechanism 
ensures the existence o f  a proactive way to prevent any accidental or deliberate misuse of 
the system. Detection mechanisms detect any potential security breaches. An example o f  a 
detection mechanism is Intrusion Detection Systems (IDS) which detects any abnormal 
activities in the network, logs these activities and sends an alert to the responsible authority 
in the system. Recovery ensures continuity and availability characteristics o f  the system. If 
a web service goes down because the server hosting the web contents crashes, a redundant 
web server which has the same content should be in place to recover this service. The 
recovery mechanism guarantees that the system will not deviate from its standard 
behaviour.
2.5 The Nature of e-Business Security
It is obvious that the Internet is the backbone o f  e-Business. However, Internet security 
always comes as an afterthought. This might be because o f  the nature o f  the Internet. 
Historically, the Internet was not for commercial use. The main purpose o f  it was 
information sharing and remote computer access. Therefore, simplicity and ease o f  use lay 
behind the open non-secure design o f  the Internet (Longstaff, et al., 1997). After the 
Internet evolved and became commercialised, many new Web application techniques (over 
the Internet, intranet, extranet) were developed. Users and even software developers were 
unaware o f  the security problems inherited from the open non-secure design o f  the Internet. 
This led to the creation o f  a vulnerable Web environment which can be maliciously 
exploited (Otuteye, 2003). As in most information and communication systems
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technologies which have been developed, security comes as afterthought. This leads to an 
increase in the cost and complexity o f  achieving secure e-Business (Jiwnani and Zelkowitz, 
2002) as well as increasing the chance o f  contradiction between security and system 
functionality (Baskerville, 1992). This may explain why security tries to catch up and why 
security practices need to be integrated with the e-Business systems lifecycle from the early 
stages in order to increase the level o f  security.
Moreover, e-Business systems have interconnecting and interacting components (people, 
software, hardware, procedures and data) and should be viewed from an Information 
System (IS) perspective, with a technological infrastructure and organisational framework, 
rather than as a pure technological infrastructure (Katsikas et al., 2005). Unfortunately, this 
complex socio-technical view is rarely captured by traditional security approaches 
(Siponen, 2005a). Results from many information security surveys show the diversity of 
information security issues facing e-Business adopters. For example, a survey which was 
conducted to identify the top information security issues gives a list o f  25 issues that were 
considered by security experts as the most important information security issues facing 
organisations (Knapp, et al., 2006). These issues show us how much diversity and 
complexity is inherited in e-Business security:
• Top Management support.
• Malware (e.g., viruses, Trojans, worms).
• User awareness, training and education.
• Policy related issues (e.g., enforcement).
• Organisational culture.
• Standards issues.
• Vulnerability and risk management.
• Access Control and identity management.
• Governance.
• Legal and regulatory issues.
• Network security architecture.
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Security is no longer an add-on feature, and since there is a huge demand for deploying 
Internet technologies for conducting e-Business, security needs to be integrated from the 
early stages o f  any e-Business project. The complexity o f  the e-Business environment 
makes understanding the security problem a difficult task. It is not enough to address only 
technical requirements to ensure confidentiality, integrity and availability, in order to raise 
the security bar. Organisations focus heavily on technical measures in order to protect their 
online business. However, many security statistics show us that these isolated technical 
measures fail to secure e-Business and the number of  information security incidents 
continues to rise. According to UK national statistics, in 2005 more than 50% o f  UK 
businesses had e-breaches (UK national statistics, 2005). In 2007, the US companies' 
average annual loss due to security breaches was $350,424, from $168,000 the previous 
year (CSI, 2007). Although there is a notable technological evolution o f  security systems 
and mechanisms, every day the media publish news about information security breaches, 
and cybercrime, fraud, identity theft and credit card misuse are increasing dramatically. 
This gives us a reason to believe that traditional security approaches and ad-hoc security 
solutions are insufficient to thwart the increasing number o f  security breaches. These 
approaches, which perceive security from one dimension, are unable to provide adequate 
security levels for today’s business environment and the large number o f  security breaches 
that we see every year provides evidence that encourages us to change and investigate other 
approaches that perceive security as an integrated part o f  business in the first place, and 
then follow a new way of  understanding and solving the e-Business security problem.
2.6 T he need for a soc io -tech n ica l ap proach  to e-B u sin ess secu rity
The term “Socio-technical” is frequently used in the information security literature without 
a clear foundation; it mainly refers to approaches and methods which try to go beyond the 
technical dimension when dealing with the issue o f  securing information and 
communication technologies (Dhillon and Backhouse, 2001; Siponen 2005b). On the other 
hand, this term has stronger foundation within the management literature where it originally 
emerged. The term can be traced back to the 1950s when a number o f  field studies 
conducted by Tavistock institute in London and led to the development o f  socio-technical 
theory. These studies looked at the reasons behind the miners’ stress, low moral and other 
psychological issues created when the British coal industry introduced new technology
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(Trist and Bamforth, 1951). According to Mumford(1994) these studies were seminal and 
one of  the important socio-technical principle formulated by them “ is that if a technical 
system is created at the expense of  a social system the results obtained will be sub- 
optimal... when work is being designed the goal must always be the joint optimization of 
the social and technical systems”(p.304). This research led to the development o f  work 
design principles which became very popular in the management field to increase 
employees’ participation, to improve performance and to improve job satisfaction.
Later, similar ideas, which seemed to be influenced by the original socio-technical 
perspective, have started to emerge within the Information System (IS) research studies. 
These studies emphasized participatory approaches to increase the chance o f  developing 
and implementing successful IS projects. Several IS development methodologies can be 
described as socio-technical methods; this include ETHICS (Mumford, 1979), Soft Systems 
methodology (Checkland, 1981) and Multiview (Avison & Wood-Harper, 1990). However, 
the concept is usually used as an umbrella term to refer to methods, approaches and studies 
which gives an equal importance for both technical system and its social context. It 
emerged as a strong reaction to the predominant technical perspective which gives less 
attention to the human and organisational aspects surrounding the technical system.
As discussed in the previous section, this study views e-Business from an IS perspective. 
Iivari and Hirschheim (1996) distinguish between two IS views; the technical versus the 
socio-technical. A technical view “regards an information system predominantly as a 
technical artifact, and assumes that its connections with its organizational environment can 
be reduced to well-defined inputs and outputs and ergonomic interface questions” (p. 153). 
On the other hand, a Socio-technical view “ is based on the assumption o f  interdependent 
subsystems, the technical subsystem and the social subsystem which are designed jointly” 
(p. 153). From the IS technical view users have no active role in developing secure 
information systems; in contrast, in the socio-technical view users may have a moderate 
influence on many information systems security activities, for instance, the information 
security requirements can be modified to meet the users’ preferences (Siponen, 2005b).
Although the technical view of  security is predominant in the literature o f  information 
systems security, several security researchers have recently started to call for more socio- 
technical approaches which are needed to overcome the limitations o f  the traditional ones
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(Baskerville, 1992; Dhillon and Backhouse, 2001; Siponen 2005b). After analysing the 
major information security development methods, Baskerville (1992) concluded that these 
conventional methods fail to involve unqualified user participation in the security design 
process. Also, he noted that security methodology is still lagging behind the IS 
methodologies which started to consider the social context o f  technical artifacts developed 
using these methodologies. Dhillon and Backhouse (2001) conducted a major review to 
identify the current research directions in the information security domain and noticed a 
shift from a narrow technical view to a socio-organisational perspective. In their review, the 
majority o f  security models and approaches were classified under the functionalist 
paradigm which views the social world as a combination o f  concrete artefacts. Dhillon and 
Backhouse (2001) believed that this leads to security being treated as a something concrete 
which only fits military contexts, where this model was originally generated; however, in 
modern business organisations it is difficult to create such objective reality and consider 
information system and organisation as completely concrete entities. Consequently, they 
emphasised that security needs to move forward by adopting interpretive approaches:
A n in te rp re tiv is t u n d e rs tan d in g  o f  in fo rm a tio n  sy s tem s secu rity  co n ce rn s  certa in ly  o ffe rs  
ad v an tag e s , fu rn ish in g  a h o lis tic  v iew  o f  th e  p ro b lem  d o m ain , e sp ec ia lly  w ith in  th e  sco p e  o f  
n e tw o rk ed  o rg an iza tio n a l fo rm s, in stead  o f  th e  s im p lis tic , o n e -d im en s io n a l, e x p la n a tio n , m ore  
su itab le  fo r h ie ra rch ic a lly  s tru c tu red  o rg a n iza tio n s . A t the  sam e tim e  in te rp re tiv e  a p p ro ac h es  
lack  an y  p re sc rip tiv e  co m p o n en t and  th e re fo re  o ffe r v a lu e  to  a secu rity  m an a g e r (D h illo n  and  
B ack h o u se , 2 0 0 1 , p. 141).
Recently, a review of  modern information security approaches (Siponen, 2005b) showed a 
similar trend towards socio-technical information security thinking and highlighted the 
need for more empirically grounded security research. Few researchers have recognised the 
usefulness o f  such approaches in the field o f  information security or have made a real 
contribution in this direction (Kowalski, 1994; Yngstron, 1996; James, 1996). Recent 
literature supports the idea o f  managing security from a socio-technical perspective 
(Wimmer and von Bredow, 2002; Zipkin, 2005; Tarimo, 2006; Bakari, 2007; Zuccato, A. 
2007). This rest o f  this section will provide a critical review of  these studies in an attempt 
to identify the various dimensions affecting security, and will then formulate a conceptual 
framework which will guide the inquiry o f  this study. Table 2.2 summarises the studies
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which have been reviewed. It shows in which context the study has been conducted, the 
different perspectives which were considered, its levels, and application o f  the study.
Table 2.2: Sum m ary of reviewed studies.
Perspective Study
- Technical Kowalski, 1994; Yngsrtrom, 1996; James, 1996; Wimmer & von Bredow, 2002; Zipkin, 2005; Zuccato, 2007; Tarimo, 2006; Bakari. 2007.
- Managerial Kowalski, 1994; Yngsrtrom, 1996; James, 1996; Zipkin, 2005; Zuccato, 2007; Tarimo, 2006; Bakari, 2007.
- Political Kowalski, 1994; Wimmer & von Bredow, 2002.
- Legal Kowalski, 1994; Yngsrtrom, 1996; W immer & von Bredow, 2002; Zipkin, 2005; Zuccato, 2007; Tarimo, 2006; Bakari, 2007.
- Ethical Kowalski, 1994; Yngsrtrom, 1996; W immer & von Bredow. 2002; Zipkin, 2005; Zuccato, 2007; Tarimo, 2006; Bakari, 2007.
- Cultural Kowalski, 1994; Yngsrtrom, 1996; W immer & von Bredow. 2002; Zipkin, 2005; Tarimo, 2006; Bakari, 2007.
- Operational Kowalski. 1994; Yngsrtrom, 1996; Tarimo, 2006; Bakari. 2007.
Level
- Individual Kowalski, 1994; Yngsrtrom, 1996; James, 1996; Zipkin, 2005.
- Organisational Kowalski, 1994; Yngsrtrom, 1996; James, 1996; Zipkin. 2005; Zuccato, 2007; Tarimo, 2006; Bakari, 2007.
- National Kowalski, 1994; Wimmer & Bredow, 2002; Zipkin, 2005.
- International Kowalski, 1994.
A pplication
- IT systems Kowalski, 1994.
- IT security education Yngsrtrom, 1996.
- Healthcare system James, 1996.
- e-Government Wimmer & von Bredow, 2002.
- Computer viruses Zipkin, 2005.
- e-Commerce Zuccato, 2007.
- Security Readiness Tarimo, 2006.
- ICT in Public Sectors Bakari, 2007.
Context
- Developed countries
Kowalski, 1994; Yngsrtrom, 1996; James, 1996; Wimmer & von Bredow, 
2002; Zipkin, 2005; Zuccato, 2007.
- Developing countries Tarimo, 2006; Bakari, 2007.
Kowalski (1994) proposed a Security by Consensus (SBC) model. The SBC model was 
intended to be a thinking aid to help in solving the problem o f  insecurity in information and 
communication systems. Kowalski introduced his socio-technical approach based on an 
interdisciplinary approach including general systems theory, sociology, criminology, 
computer science and information systems theory. He argued that a socio-technical system 
has four components: two technical (methods and machines); and two social (culture and 
structures). The overall socio-technical systems are striving for equilibrium between these 
components at all living system levels: individual, organisational, national and
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international. The SBC model has been synthesised from studying four areas: ethics; 
politics and law; operations and management; and technology.
Based on general systems theory and Cybernetics - the science of communication, control 
and feedback - Yngstrom (1996) proposed a conceptual model called the Systemic-Holistic 
Model. It aimed to develop a better understanding o f  information security problems as they 
related to the original existing physical entities, on specific abstract levels and in specific 
contexts. Yngstrom used her model as a systemic-holistic approach for academic programs 
in the field o f  information security. She has demonstrated that the development o f  a holistic 
approach was most suited for academic IT security education.
The inefficiency based on rigid scientific methods that do not consider human factors, such 
as user participation, management responsibility, and support in traditional security 
planning and management methods, led James (1996) to suggest a more holistic and 
proactive approach for managing and selecting security measure within an organisation. 
This approach emphasised integrating information security with organisational objectives 
and mission, thereby building a holistic view for information security that has a proactive 
stance and increases the security culture within an organisation. To test her approach she 
implemented it within a private healthcare organisation.
Comparing these three previous approaches (Kowalski, 1994; Yngstrom, 1996; James, 
1996), we may feel they are similar. This is true in one way because all o f  them support the 
idea o f  holism for dealing with information security issues. However, James attempts to 
build security management strategy which focuses more on user and management 
participation, security awareness and culture. The strategy was for the one organisation 
where the study was conducted. This may raise the question about its applicability in other 
environments and whether it can be generalised or not. On the other hand, Kowalski and 
Yngstrom built conceptual models for understanding and dealing with information and 
communication systems security in general. They provide us with powerful thinking tools 
to view information security as a whole. This encouraged other researchers to adopt these 
two models as approaches for understanding the nature of the security issues in different 
environments which have their own technological and social characteristics, For example, 
Tarimo (2006) adopted the SBC model to develop a security readiness check list and Bakari 
(2007) employed both the SBC model and the Systemic-Holistic approach to propose a
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holistic security management approach for public organisations. Both examples were in a 
developing country context and based on socio-technical approaches.
Another contribution in the field o f  e-Commerce security worth considering is the research 
done by Zuccato (2007) who followed a systemic thinking approach to build a holistic 
management framework which should be applicable in electronic commerce. Zuccato 
argued that most security management approaches that have been developed fail to consider 
the different dimensions affecting the e-commerce environment. Additionally, these 
approaches are not applied because they are considered complex and expensive. He also 
believed that many o f  these approaches do not take the changed environmental 
circumstances o f  electronic commerce fully into account. Based on that, he proposed a 
holistic framework for security management which aimed to allow organisations to conduct 
security management in an easy and cost-effective way that suits e-commerce systems. 
Zuccato suggested three sources o f  security requirements: Business, Technology and 
Society. These three sources form the basic dimensions o f  his framework. The framework 
has been implemented in a banking environment. A similar contribution has been made by 
Wimmer & von Bredow in the field o f  e-Government solutions. They argued that despite 
the similarities between e-Commerce solutions and e-Government solutions at the technical 
level, security requirements differ and hence e-Government security solutions need a socio- 
technical approach that considers political, cultural, and legal as well as technical impacts. 
One may agree that the security requirements vary between e-Commerce and e- 
Government; however, a socio-technical approach is necessary for both o f  them, and 
applying a pure technical approach in e-Commerce security is not enough for considering 
all the factors that affect e-Commerce environments. Even in e-Commerce, legal, cultural, 
ethical and political factors may affect information security. For example, e-Business/e- 
Commerce organisations will not survive if they break laws or do not consider the ethical, 
cultural and social requirements of their consumers (Chu et al., 2005).
In the e-Business domain, recent reviews o f  the body o f  research have identified the 
predominance o f  the technical view when dealing with e-Business security. Researchers 
have focused on the security problem from either the technical point o f  view, which is the 
common trend in this field, or from the managerial (Ngai and Wat, 2001; Wareham et al.,
2005). Few studies follow multi-disciplinary or socio-technical approaches for handling the
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security problem. Many studies related to e-Business security focused on the technical part 
o f  the problem (Williams, 2003; Nabi, 2005). Most o f  these studies discussed issues such as 
system level security, secure coding and configuration, communication links security, the 
use o f  cryptography and digital certificate. Other studies focused only on the managerial 
and the legal aspects o f  information security (Sundt, 2006; McConnell, 2006). Others 
discussed e-Business requirements without taking care o f  security at all (Dezelak et al., 
2006). This scarceness of  socio-technical studies limited our understanding of  the diverse 
issues affecting e-Business security. According to Kajava et al., (2007) attention was on 
technology and information networks when people talked about security; however, other 
issues such as individuals, organisation and management become increasingly important. 
Kajava stressed that information security is a strongly cultural issue -  especially when e- 
Business is to be expanded into different geographical areas where cultural norms, habits 
and values differ.
2.7 Conceptual framework of enquiry of this study
Based on the stakeholder model suggested in section 2.3 and the IS socio-technical 
perspective adopted in section 2.6, e-Business is viewed in this thesis as a complex socio- 
technical system with three interacting elements; stakeholder, enabling technology and 
business process. Based on this foundation, this study will use a conceptual framework to 
guide its enquiry for exploring the different dimensions influencing security in e-Business 
environments. As shown in Figure 2.4, this framework is a multidimensional one; each
dimension has its own characteristics and components which may affect the other
dimensions or be influenced by them. These dimensions have continuing interactions with 
each other, therefore, they need to be explored in relation to each other and in relation to 
the relevant stakeholders in the e-Business environment. The framework has a social 
dimension, with human, organisational and legal components which interact with the
information, processes, and infrastructure components embedded in the technical
dimension. Each one o f  the previous dimensions could have a significant effect on e- 
Business security. For instance, security issues could emerge from the vulnerabilities in the 
components o f  the technical dimension, or they could result from interaction between the 
components o f  the social dimension and the components o f  the technical dimension.
Giving the inductive nature o f  the study these dimensions are defined at an abstract level to 
allow a more flexible way to explore the problem in relation to its context. At a later stage, 
grounding this framework within the study findings will help us to identify and understand 
the actual factors affecting the e-Business security environment.
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Figure 2.4: A socio-technical fram ework of enquiry for e-Business security
The Technical Dimension is concerned with providing technical security mechanisms in 
order to protect three primary components - information, processes, and infrastructure - 
owned/needed by a particular stakeholder to utilise e-Business. From a technical viewpoint, 
requirements such as encrypted communication channels, protected databases, physical and 
logical access control, and user identification, are essential for a secure e-Business 
environment. This dimension is concerned with the technical mechanisms which are 
required to implement the basic security services discussed in section 2.4.2.
The Organisational Dimension  is concerned with developing secure environments that
support and enforce the technical solutions in place. Within e-Business organisation, this
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dimension focuses on how issues such as culture, structure, responsibility, stakeholders' 
interactions and perceptions can affect security. It also emphasises requirements such as 
organisational security policies, procedures, guidance and engagement from people at all 
levels o f  the organisation, from top management down to the employees.
The H um an Dimension  is concerned with the effect o f  human factors on the effectiveness 
o f  existing security mechanisms and procedures. The interaction between this dimension 
and the technical dimension implies that the security mechanism should be usable and 
psychologically acceptable in a way that reduces the risk o f  security breaches which are a 
result o f  human errors or omissions. Moreover, because o f  human factors such as habits, 
culture, norms, knowledge and perception, this dimension views people as a weak link in 
the security chain and strives to strengthen this link by providing the necessary 
requirements to help people to take better security decisions and to prevent accidental or 
intentional abuse o f  e-Business information, processes and/or infrastructure.
The Legal Dimension is concerned with developing an effective legal framework that 
regulates e-Business activities and recognises their associated security aspects. It focuses on 
the legal conditions which are necessary to protect e-Business stakeholders and encourage 
them to participate in an e-Business environment with greater confidence. It views 
government as an important stakeholder whose effect could span a wide range of 
stakeholders and security aspects. It also speculates that government involvement in e- 
Business security could affect several security dimensions, including technical and 
organisational as well as legal dimensions. It may cover issues such as online contracting, 
the legal power and authenticity o f  electronic documents, recognition o f  electronic 
signatures and digital certificates, prevention of  cybercrime, and privacy protection.
2.8 Summary
This chapter has served several points. First, it set out the study’s terminology by defining 
and discussing the basic terms, concepts and issues associated with e-Business and 
information security. Accordingly, e-Business is viewed as a complex socio-technical 
system with three interacting elements; stakeholder, enabling technology and business 
process. With respect to this complex view, the literature review showed that few 
stakeholders apart from customers and internal organisation are likely to be considered, and
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this significantly limits our understanding of  the role and the effect o f  other important 
stakeholders such as governments and technology providers. To fill this gap, stakeholder 
analysis is proposed for use as an organising principle in this research. Therefore, the 
stakeholder concept was discussed and placed within the problem domain to form a 
foundation for the study’s conceptual framework.
Additionally, this chapter presented the current trends in information security research 
including e-Business security research. It found that a great deal of  research work in 
security has focused on producing theoretical models or technical solutions without 
addressing the real world where research outcomes are supposed to be used. In response to 
the limitations o f  these technical approaches towards security, the literature review 
identified a paradigm shift toward a socio-technical perspective which is much needed in 
today’s complex e-Business environment. It called for more socio-technical information 
security thinking and highlighted the need for more empirically grounded security research. 
As a contribution to this emerging body of  research this study adopts this perspective as an 
underlying assumption for its inquiry which will help in identifying and better 
understanding the various dimensions affecting e-Business security environments.
In the light o f  the proposed stakeholder model and the adopted security perspective, the 
problem situation in the context o f  the study was justified. Various aspects o f  the problem 
o f  e-Business security were identified and limitations o f  the previous studies in the same 
context were discussed. While these previous studies raise our intentions towards e- 
Business security in the context o f  the study, they do not capture the complexity o f  the 
problem domain nor develop knowledge and/or understanding o f  the various associated 
issues and stakeholders. This encouraged the researcher to develop a better research design 
to fill the existing research gap.
Based on the above, a conceptual framework guiding the study inquiry was proposed. By 
combining the previously discussed socio-technical perspective and stakeholder analysis 
with a well-designed knowledge-generating approach, a holistic understanding o f  e- 
Business security in the context of  the study is likely to be developed. Such an 
understanding can be extended to generate better ideas to deal with the multifaceted nature 
o f  the e-Business security problem.
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C hap ter 3 : M ethodolog ica l C onsiderations
Considering the multifaceted nature o f  e-Business security discussed in the previous 
chapter and the characteristics o f  e-Business as a complex emerging Information System 
(IS) field, this study follows an interpretive research approach to develop a better 
understanding o f  the e-Business security environment. Within the context o f  IS, interpretive 
methods o f  research are “aimed at producing an understanding o f  the context o f  the 
information system, and the process whereby the information system influences and is 
influenced by the context” (Walsham, 1993, pp. 4-5). Although interpretive research has 
become a well-established part o f  the IS field (Klein & Myers, 1999; Walsham, 1995, 
2006), it has just recently started to gain ground in the field o f  information security (Bolan 
& Mende, 2004; Siponen & Oinas-Kukkonen, 2007). Being characterised by considering 
phenomena in their natural settings, the interpretive approach to e-Business security gives 
the possibility o f  understanding the influence o f  the social and organisational aspects o f  the 
context in which technical systems operate (Kaplan & Maxwell, 1994).
Thus, in this chapter the researcher argues for the suitability o f  and the need for a more 
inductive interpretive approach and qualitative research method to investigate e-Business 
security. The methodological considerations in the process o f  selecting a suitable research 
method for this study are discussed. After identifying the research assumptions underlying 
each available research method and assessing their potential for this study, a justification of 
the selected research method is given; this is followed by a complete research design 
including research strategy, data collection techniques, and analysis procedure.
Selecting an appropriate methodology for e-Business security depends on several factors 
(Trauth, 2001). Among the important ones are the nature o f  the problem under 
investigation, the complexity o f  its environment, and the researcher’s theoretical lens. 
Before discussing these factors in relation to our problem area, the next section discusses 
the underlying philosophies or paradigms of  research methodologies that researchers should 
consider when selecting a methodology for conducing research study.
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3.1 U n d erly in g  P arad igm s
A paradigm means a set o f  common shared assumptions or way of  thinking about reality 
(Oates, 2006). Research paradigms identified by researchers are based on two main 
philosophical assumptions (Myers, 1997): ontological assumption, concerned with how we 
view the world; and epistemological assumption, concerned with knowledge and how it can 
be acquired. Accordingly, three paradigms have been identified in studies related to 
information systems (Orlikowski & Baroudi, 1991): positivist, interpretive, and critical 
paradigms.
Positivist research can be generally characterised as a theory- or hypothesis-testing 
research (Myers, 1997). In terms of  direction between realty and theory, it is a deductive 
research which starts from the conceptual world with theory and then tests it empirically in 
the real world. Ontologically, it perceives the world as a series o f  fixed and measurable 
phenomena that can be objectively and repeatedly observed and investigated with 
structured instrumentation independently from the researcher (Chua, 1986). Positivism has 
it origin as the underlying philosophical assumption for natural sciences such as physics, 
chemistry and mathematics; however, positivist methods o f  research have been adopted and 
used extensively in many other fields.
Interpretive research emphasises the role o f  people and how they interact with the 
phenomenon under investigation. According to (Chua, 1986), ‘interpretive studies assume 
that people create and associate their own subjective and intersubjective meanings as they 
interact with the world around them...the intent is to understand the deeper structure o f  a 
phenomenon...to increase understanding o f  the phenomenon with cultural and contextual 
situation” . It does not seek to test a hypothesis: instead, it aims to create a holistic 
understanding o f  a phenomenon by identifying, exploring and explaining how all the 
factors in the social context o f  the phenomenon are related and interdependent (Oates, 
2006). The intent is not to generalise from the setting to a population; rather, the intent is to 
develop a deeper understanding of  the structure o f  a phenomenon, which it is believed can 
then be used to inform other settings (Orlikowski & Baroudi, 1991).
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Critical research aims to critique the existing state o f  affairs (Chua, 1986). It is based on 
the assumption that social reality is historically established and that it is produced and 
reproduced by people (Myers, 1997). It tries to uncover conflicts, oppositions and 
contradictions within the social systems. In relation to information systems study, critical 
research has been defined as concerned with power relations, conflicts and contradictions, 
and empowering people to eliminate them as sources o f  alienation and domination (Oates,
2006).
However, the predominance o f  the positivist paradigm in IS studies is notable. It has been 
argued that the domination o f  positivist studies has limited the aspects o f  information 
systems phenomena we have studied, and how we have studied them. Consequently, “this 
has implications not only for the development o f  theory and our understanding of  
information systems phenomena, but also for the practice o f  information systems work" 
(Orlikowski & Baroudi, 1991).
A similar situation can be observed in information security studies. Research in the realm 
of  information security has its roots in computer and engineering sciences (Yngstrom & 
Bjorck, 1999; James, 1996). Therefore, approaches to information systems security have 
been based solely on a positivist paradigm o f  the natural sciences with the assumption that 
since the world is ordered, regular, and not random, we can investigate it objectively 
(Oates, 2006). However, it has been argued that this is no longer valid to be applicable in 
the field o f  information security:
T he tim es w h en  th e  w h o le  body  o f  IT  k n o w led g e  co u ld  fit in to  th e  fin ite  d o m ain  o f  c o m p u te r  
sc ien c e  a re  g o n e  fo rever. T o d ay , e th ica l, soc ia l, legal and  eco n o m ic  im p lica tio n s  o f  IT  use  
m u st be co n sid e red  - so  a lso  w ith in  th e  realm  o f  in fo rm a tio n  secu rity  (Y n g s tro m  and B jorck ,
19 99 , p. 2 ).
When security has evolved to include diverse issues with strong social foundations, 
positivist-based approaches alone cannot offer the flexibility and the possibility to explore 
the influences o f  interacting social elements on the security environment. Applying the 
reductionism concept of  the positivist paradigm in such a situation means missing the 
bigger picture (Oates, 2006), and thus, the lack o f  holism, which could be one o f  the 
reasons why security is usually overlooked, comes as an afterthought, or is perceived from 
a purely technical dimension.
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This critique o f  the positivist paradigm makes the interpretive paradigm a potential 
candidate for this study. This can be justified by comparing the socio-technical nature o f  
the study’s inquiry with the underlying assumptions o f  interpretive philosophy. The study 
purpose is to understand a complex phenomenon, namely, e-Business security in the 
context o f  Jordan. According to Newman et al. (2003), in a typology o f  research purposes, 
understanding complex phenomena (understanding phenomena, understanding culture, 
understanding change and understanding people) can be taken further to generate new ideas 
(exploring phenomena, generating hypotheses, generating theories, uncovering 
relationships, uncovering culture, revealing culture). In the previous chapter we have 
identified the problem situation2 by constructing a framework of enquiry that views the 
problem in relation to several interrelated dimensions (see figure 2.4). Here we have a 
complex and dynamic situation in which we seek to develop a holistic understanding o f  e- 
Business security in relation to its context as well as considering all the stakeholders in the 
problem situation. Understanding the interaction o f  the components o f  the social dimension 
with the technical dimension would create more opportunity for securing the e-Business 
environment. This inductive nature for the study purpose makes the interpretive paradigm 
more appropriate to such an inquiry as it is a knowledge-generating approach,
As for the critical paradigm which aims to reveal and critique contradictions and seek 
emancipation, this does not match with the aim of  our study, therefore it is considered 
inappropriate for our study.
3.2 R esearch  A p p roach es: Q u alita tive  vs. Q u an tita tive
The answer to the question whether to use qualitative or quantitative research methods is 
not straightforward. In this section these two common research classifications and the 
assumptions that separate and influence the choice o f  a particular research approach will be 
discussed.
Quantitative research methods are based on positivist philosophy and have their roots in the 
natural sciences such as physics and mathematics. However, quantitative research methods 
such as surveys and mathematical modeling are now well accepted in social sciences
2 In a complex situation such as e-Business security the term "problem " is inappropriate. "There w ill be 
m any problems, hence the term  "problem  s itua tion "- a s itua tion  in which there are perceived to  be 
problem s"  (Wilson, 1990).
45
(Myers, 1997). Quantitative research methods are deductive in nature and better suited for 
theory testing (Lee, 1998). On the other hand, qualitative research methods have their roots 
in social science; however, the general shift in information systems from focusing on 
technical issues to managerial and organisational issues increases the interest in application 
o f  qualitative research (Myers, 1997). Although many researchers argue that qualitative 
research methods are inductive and are usually used for hypothesis generation (Lee, 1998), 
other researchers believe that, while quantitative research can be only positivist, a 
qualitative approach can be based on any research paradigm discussed previously (Straub et 
al., 2004). See figure 3.1.
Interpretive
Qualitative
CriticalPositivist
Quantitative
Figure 3.1: Epistem ological Assum ptions for Qualitative and Quantitative Research
(Straub et al., 2004).
The difference between quantitative and qualitative approaches is too often regarded as 
“numbers versus no numbers” (Lee, 1998). Unfortunately this is oversimplified, and many 
researchers point out several fundamental differences (Creswell, 1994; Kavel, 1996). Lee 
(1998) summarises these differences as following:
• Qualitative research: is inductive, theory-generating, subjective and non­
positivist inquiry.
• Quantitative research: is deductive, theory-testing, objective and positivist 
inquiry.
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Selecting interpretive philosophy as a theoretical lens for this study implies that qualitative 
research methods are the appropriate methods to choose to fulfil the purpose o f  our study. 
In the next section the suitability o f  a qualitative approach for the purpose o f  this study is 
justified.
3.3 S u itab ility  o f  Q u alita tive  M eth od s in the field  o f  e-B u sin ess Secu rity
Our discussion o f  the suitability o f  qualitative approach is based on the factors discussed by 
Trauth (2001) that influence the choice o f  qualitative methods in information systems 
research. The researcher believes that among these factors, three are relevant for this study: 
the nature o f  the research problem; the researcher’s theoretical lens; and the degree of 
uncertainty surrounding the phenomenon.
3.3.1 The nature o f research problem
Trauth (2001) argues that “the nature o f  the research problem should be the most significant 
influence on the choice o f  research methodology” . In our case the research problem is 
concentrated around e-Business security in the context o f  Jordan. The study seeks to answer 
the question o f  how security can be incorporated in the problem situation to provide a 
trustworthy e-Business environment which considers the needs and requirements o f  e- 
Business security stakeholders. Based on the nature o f  the research question, the 
interpretive qualitative approach was chosen as an epistemological and underlying 
assumption for this study. Arguably, two reasons make this approach appropriate in our 
research. First, the exploratory nature o f  the study requires the use o f  an approach which 
provides a deeper understanding o f  the research situation and which could lead to the 
generation o f  new ideas that can help to overcome the problem associated with e-Business 
security. This is best achieved through a knowledge-generating approach such as an 
interpretive qualitative one. Second, by adopting the stakeholder notion in this research, it 
allows us to explore all the interested parties in the study environments and investigate their 
interrelationships and interactions in the e-Business environment. Such stakeholder analysis 
necessitates a holistic approach which perceives the problem in relation to its context; 
hence, reinforcing the choice o f  qualitative approach.
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3.3.2 The researcher’s theoretical lens
By theoretical lenses Trauth (2001) means the underlying epistemologies used to frame the 
study. These are the positivist, interpretive and critical paradigms discussed previously. The 
traditional security approach has been criticised for being purely technical and based upon 
positivist methods of  research that are not suitable for human related systems environments 
(James, 1996). Accordingly a socio-technical perspective based on interpretive assumption 
is adopted in this study and forms a foundation for its enquiry. A socio-technical approach 
to e-Business security is better achieved through an interpretive understanding o f  security 
within its natural setting (Dhillon & Backhouse, 2001). An interpretive approach is more 
suitable for understanding the challenges in information security culture since its research 
methods can comprehend the behaviour o f  individuals in relation to information security 
practices (Zakaria, 2004). Interpretive based methods offer an integrated view of  the 
context under investigation and capture the perceptions of the local actors (Miles & 
Huberman, 1994) which are fundamental from a socio-technical perspective.
3.3.3 The degree o f uncertainty surrounding the phenomenon
Trauth (2001) also points out that the amount o f  uncertainty surrounding the phenomenon 
under investigation is considered an important factor in the choice o f  qualitative research 
methods. While the previous studies presented in Chapter 2 highlighted e-Business security 
problems in the context o f  the study, yet, aspects o f  these problems are not explored nor 
explained in detail, leaving a considerable level o f  uncertainly. For instance, questions such 
as how the different stakeholders perceive and interact with e-Business security and why 
security is addressed in a particular way within the context o f  the study need to be 
answered. Given this complex and uncertain situation with a wide range o f  interacting 
stakeholders and dimensions impacting on e-Business security, a qualitative approach 
provides an appropriate way for capturing this complexity and uncovering the uncertainty.
3.4 Q u a lita tive  R esearch  S trategies
A research strategy means a particular research method to be applied in a specific research 
study. A research method is a strategy o f  inquiry based on a particular philosophical 
assumption which guides the process o f  research design and data collection (Meyers & 
Avison, 2002). Several research strategies found in the literature are classified as qualitative
research methods. For example ethnography, case study, action research, and grounded 
theory are all qualitative methods used in information systems and organisational related 
studies (Cassell & Symon, 2004; Myers, 1997).
In this study, the case study research method has been adopted as a strategy for guiding its 
inquiry and data collection procedures. In IS research, interpretive case study is considered 
a well-established qualitative research method which enables the researcher to “examine 
phenomena in its natural setting, employing multiple methods of data collection to gather 
information from one or a few entities (people, groups, or organizations)” (Benbasat et al. 
1987, p. 370). Its powerful characteristics and ability to fit different research settings 
encouraged many researchers to use it in their studies. For instance, Zakaria (2007) has 
employed in-depth case study to investigate information security culture challenges in a 
Malaysian public sector organisation. In another study, interpretive case study was used by 
Dhillon (1995) to analyse information security management in two large British 
organisations. Other researchers have combined case study with other qualitative strategies. 
For instance, Trauth (2000) has used a country-based case study and ethnography to study 
the socio-cultural influences on the information economy of  Ireland. Another researcher has 
applied case study and grounded theory research methods to develop a framework for 
conceptualising the organisational issues around the adoption and use o f  CASE tool 
(Orlikowski, 1993).
The lack o f  a clear procedure for analysing qualitative data within the case study method 
seems the reason behind combining it with other qualitative strategies which provide 
systematic analysis procedures. In contrast to case study, both General Inductive Approach 
(Thomas, 2006) and Grounded Theory (Strauss & Corbin, 1990) guide the researcher in the 
process o f  analysing and interpreting the data collected during the field study, In the current 
research, case study method is combined with a general inductive approach realised 
through thematic framework analysis. This analysis approach will be discussed in more 
detail in section 3.6.3 as part o f  the study research design.
The next section will discuss the principles o f  applying case study research method and its 
suitability for investigating e-Business security in the context o f  this study.
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3.5  S u itab ility  o f  C ase S tu d y  S tra tegy  in th is R esearch
Case study is one o f  the common research strategies in information systems studies 
(Orlikowski & Baroudi, 1991). It is argued that the case study research method is suitable 
for studies which require deep understanding of  social or organisational processes because 
o f  the rich data collected in context (Hartley, 2004). Case study research is also defined as 
“an empirical inquiry that investigates a contemporary phenomenon within its real-life 
context, especially when the boundaries between phenomenon and context are not clearly 
evident” (Yin, 2003, p. 13). Thus, the need for a case study research strategy emerged from 
the fact that the phenomenon under investigation is too complex to be understood in 
isolation from its environment. Benbasat et al. (1987) discussed three reasons which render 
the case study method a valuable research strategy in information systems research:
1. Theory generation based on studying information systems in their natural setting 
and learning about the state o f  the art in the practical field.
2. Answering "how" and "why" questions that seek to understand the nature and 
complexity o f  the processes taking place.
3. Researching new areas and emerging topics where few previous studies have 
been carried out.
Accordingly, the aim o f  study and the research question(s) that it tries to answer are 
significant factors for considering the case study method (Benbasat et al., 1987; Stake, 
1995; Yin, 2003). This study inductively tries to develop a holistic understanding o f  e- 
Business security in Jordan, the issue which has been regarded by many previous studies as 
a major barrier to adoption o f  e-Business, but unfortunately never explored in detail. It aims 
to answer the question o f  "why" it is usually overlooked, comes as an afterthought or is 
perceived from purely technical point o f  view, through understanding the question o f  "how" 
the different stakeholders perceive, interact with, affect and are affected by the e-Business 
security environment. In order to construct such a rich holistic picture the researcher 
believes that case study is an appropriate strategy that fits the nature o f  this research which 
tries to generate knowledge about a contemporary issue in its natural setting.
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3.6 Research Design and Units of Analysis
This section presents the overall plan for conducting this research study. The plan 
represented in Figure 3.2 shows the research design, which is “the logical sequence that 
connects the empirical data to a study’s initial research questions and, ultimately, to its 
conclusions” (Yin, 2003; p. 20). The research design is provided to ensure a systematic way 
o f  achieving the objectives o f  the study and to avoid the situation in which the gathered 
evidence does not address the research questions.
The research aims to develop a conceptual framework for understanding the e-Business 
security problem in the context of  Jordan based on an interdisciplinary inquiry which 
considers technical and non-technical aspects o f  e-Business security. For this purpose, and 
based on the literature review, a conceptual framework to guide the study inquiry has been 
identified. The framework o f  inquiry defines a set o f  abstract dimensions and stakeholders 
o f  e-Business security to ensure that the problem area will be addressed holistically. Based 
on the research aim and the literature review and with the guidance of  a framework of 
inquiry, four research questions (Q l, Q2, Q3 and Q4) were defined. Answering these 
research questions will lead to answering the general research question o f  the study (Q5). 
See figure 3.2.
Based on the nature o f  the research questions, an interpretive qualitative approach has been 
chosen as an epistemological and underling assumption (theoretical lens) for the study. The 
selection o f  Jordan as a problem situation has led to the application o f  a single case study 
with multiple embedded units o f  analysis as discussed by Yin (2003). At the macro level, 
Jordan was chosen as a country-based case study. This choice (country level case study) 
was guided by the framework o f  inquiry presented in Chapter 2 in order to focus on the 
social aspects in relation to the technical aspects and their relationships with e-Business 
security in the country. This would provide a sufficiently rich and focused study. At the 
micro level, and based on the stakeholders model discussed in Chapter 2, four units of 
analysis have been chosen. These are: technology providers; e-Business organisations; 
customers; and government. This embedded design o f  the case study allows focusing the 
enquiry and avoiding the disadvantage o f  the holistic design of a single case study which 
may lead to investigating the case at an abstract level, lacking any clear measure or data 
(Yin, 2003).
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Methodological considerations o f  the selected units o f  analysis are discussed below, 
including sampling, data collection techniques, and analysis approach. Each subsection 
presents a theoretical background o f  the available techniques, followed by discussion o f  the 
particular procedures o f  each unit o f  analysis.
3.6.1 Sam pling considerations
Sampling in qualitative research is totally different from quantitative sampling. While the 
later is characterised as a random process to select a representative sample from the study 
population, qualitative sampling tends to be purposive and aims to select a sample of  
participants that will help the research to achieve the study objectives (Miles & Huberman, 
1994). The aim o f  qualitative research is to provide illumination and understanding o f  a 
complex phenomenon within a particular context. Hence, its findings cannot be generalised, 
but they are transferable, which means they can be applied to other contexts (Ryan et al., 
2007). The fact that qualitative research does not seek generalisation renders random 
sampling an inappropriate technique for selecting participants in a qualitative study 
(Marshall, 1996).
Qualitative sampling is also characterised as an emerging process in which exact sample 
size and sampling techniques cannot be defined in advance; rather, they emerge during the 
process o f  conducting the research. This is due to the fact that the nature o f  units o f  analysis 
in qualitative research cannot be pre-identified, but is to be discovered (Luborsky & 
Rubinstein, 1995). This also implies an iterative process o f  data collection and analysis 
until reaching the "Theoretical Saturation" stage, which occurs when all o f  the main aspects 
o f  the phenomenon have been identified and incorporated into the emerging theory, model 
or framework (Guest et al., 2006).
To ensure richness in the collected data, qualitative study usually starts with a purposive
sample o f  a small group of  key participants who can provide information about the
phenomenon in question (Ryan et al., 2007). This can then be followed by either snowball
sampling or theoretical sampling. In snowball sampling, the initial participants recommend
other potential participants who can provide additional insights into the research problem in
hand (Marshall, 1996). After analysing the data collected from the initial participants,
sample selection tends to be theory-driven in order to further develop and explain the
concepts and themes emerging from the initial analysis; this type o f  sampling is known as
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theoretical sampling which “continues until themes emerging from the research are fully 
developed, in the sense that diverse instances have been explored, and further sampling is 
redundant. In other words, patterns are recurring or no new information emerges; a 
situation sometimes referred to as saturation” (Fossey et al., 2002, p. 726).
In the context o f  this study, the researcher employed several qualitative sampling 
techniques in order to ensure an appropriate selection o f  participants, who can inform the 
study, and adequate sampling o f  information resources, thereby ensuring information 
richness which is required for addressing the study research questions and developing a full 
description o f  the e-Business security environment in the context o f  the study. In total, 58 
participants representing different stakeholder groups took part in this study. Sampling 
within each unit o f  analysis is discussed below.
The study started with a purposive sample o f  three key informants representing major 
technology providers who were involved in several e-Business projects in the country. The 
choice o f  these three providers was based on the reasons that they are leading e-Business 
providers in the country and they provide most of the hardware and software required by 
local organisations to adopt e-Business. Background details o f  these providers and analysis 
o f  their security role in business environment are presented in Chapter 4. As a result o f  the 
themes which emerged from this unit analysis, further parties were identified as important 
stakeholders who may have great influence on e-Business security. Therefore, theoretical 
sampling was employed to further develop and explain these emerging findings. This led to 
the identification o f  an additional three units of  analysis representing different stakeholder 
groups; e-Business organisations, customers/citizens, and government.
For the second unit o f  analysis, which aimed to explore the security role o f  e-Business 
organisation, a local airline company which undertook major transformations to adopt e- 
Business was chosen. Within this unit o f  analysis, which is presented in Chapter 5, several 
sampling techniques were employed, including purposive, snowball and theoretical. To 
achieve a holistic understanding o f  security in e-Business organisation, participants from 
different organisational levels were chosen to participate in this study (see Table 3.1). As 
the table shows, participants have various roles and responsibilities and are from different 
sections, which allowed the research to explore the problem from different angles and cover 
all its aspects.
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The field study was conducted over a period o f  6 months (April-September, 2008) and 28 
participants were interviewed. Two or three site visits per week were arranged in 
collaboration with two IT members after getting agreement with the company’s CIO. On 
the first visit, the researcher reviewed the structure o f  the organisation and tried to 
determine the key persons and the possibility o f  scheduling a time for interviewing them in 
a way that would not interrupt their work. After conducting a few interviews with key 
informants the researcher was able to identify further participants and arrange to interview 
them. The researcher was given a temporary desk at the IT department which allowed him 
to write his notes and observations or to review some related documents. He had access to 
the company for the full working day, allowing him to make visits to different departments 
and arrange to interview different people within the company.
Table 3.1: Sample within the second unit o f analysis.
P a r t i c i p a n t s  p o s i t i o n s __________________________________________ C o u n t
I T  M a n a g e m e n t  9
Chief Information officer
Chief Security Officer
Technical Support Manager
IT Development Manager
IT director
IP Network Manager
Help Desk Manager
Help Desk Directors
Departure Control System Manager
B u s i n e s s  M a n a g e m e n t  4
E-Business Director 
Credit Card Manager 
Human Resources Manager 
Legal Advisor
I T  S t a f f  8
Programmers (2)
Systems Administrators (4)
Networking Engineers (2)
N o n - I T  s t a f f  7
e-Marketing Staff (2) 
e-Business Staff (3)
Finance Staff (2)
T o t a l  =  2 8
In the third unit o f  analysis, presented in Chapter 6, a purposive sample o f  Jordanian 
citizens was recruited to explore customers' security perceptions in the study context. 
Participants were chosen because they had previous experience with the Internet, whether 
they bought or sold online or just used the internet for online banking, communication and
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searching for information. The researcher started with a convenient sample followed by a 
snowball sample in which the initial participants were asked to suggest other people who 
might participate in this study. Then the study followed a theoretical sampling technique to 
use as many samples as possible from the study environment until the researcher gained a 
deep understanding (theoretical saturation) o f  the customers’ side o f  the problem. In total, 
27 participants took part in this unit o f  analysis, including university students, personal 
contacts and users from internet cafes, which are very popular all over the country.
Finally the fourth unit o f  analysis focused on the security role o f  the government in the e- 
Business environment. For several reasons which will be discussed in the next section, 
document analysis was the primary source o f  data in this unit of analysis. Yet, purposive 
sampling was employed to select the appropriate information resources (government 
documents and legal sources) to inform the study. This unit of analysis is presented in 
Chapter 7.
3.6.2 Data collection techniques within case study method
Several qualitative data collection techniques and sources of  evidence can be used in case 
study research. The most common techniques are interviews, observation/field study, 
documents and archives review and physical artifacts (Myers, 1997; Yin, 2003; Eisenhardt, 
1989). Yin (2003) identified seven information resources that can be used in case study 
research. He also discussed the strengths and weaknesses o f  each source o f  evidence. These 
are presented in Table 3.2.
It is unlikely that the researcher will only depend on one data collection technique in 
conducting a case study (Eisenhardt, 1989). The use of  multiple data collection techniques, 
commonly known as “data collection triangulation”, is one o f  the important factors for 
establishing correct operational measures for the concepts being studied (Yin, 2003), 
therefore providing strong constructs and/or hypothesis (Eisenhardt, 1989). While each data 
collection technique has its own particular strengths and weaknesses, triangulating more 
than one technique is likely to increase the strength and reduce the weaknesses o f  the 
overall data collection procedure.
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Table 3.2: Case study sources o f evidence: strengths and weaknesses (Yin, 2003).
D o c u m en ta tio n S tab le : can  be rev iew ed  rep ea ted ly . 
U n o b tru s iv e : no t c rea ted  as a re su lt 
o f  th e  case  study.
E xact: co n ta in s  ex ac t n am es, 
re fe ren ces, and  d e ta ils  o f  an even. 
B ro ad  co n v erg e : long  span  o f  tim e , 
m an y  ev en ts , and  m any  se tting .
- Irre triev ab ility : can  be low
B iased  se lec tiv ity  i f  c o lle c tio n  is 
in co m p lete .
- R e p o rtin g  bias: re flec ts  th e  (u n k n o w n )
b ias o f  au thor.
- A ccess: m ay be d e lib e ra te ly  b lo ck ed .
A rch iv a l R eco rd s sam e  as above  
P rec ise  and  q u an tita tiv e .
- S am e as above.
- A c cess ib ility  d ue  to  p riv acy  reaso n s .
In te rv iew s T arg e ted : fo cu ses d irec tly  on  case  
stu d y  to p ic .
In sig h tfu l: p ro v id es  p e rce iv ed  
causal in ferences.
- B ias  d ue  to  p o o rly  c o n stru c ted
q u estio n s .
- R esp o n se  bias.
- In accu ra te  due to  p o o r reca ll.
- R eflex iv ity : in te rv iew ee  g iv es w hat
th e  in te rv iew e r w an t to  hear.
D irec t
O b se rv a tio n s
R eality : co v ers  ev en ts  in real tim e. 
C o n tex tu a l: co v ers  c o n tex t o f  even t.
- T im e -co n su m in g .
- S e lec tiv e : u n less b road  co v erag e .
- R eflex iv ity : ev en t m ay  p ro ceed
d iffe ren tly  b e ca u se  it is b e in g  
o b se rv ed .
- C ost: h ours n eed ed  by h u m an
o b serv ers .
P a rtic ip an t
O b serv a tio n s
S am e as ab ove.
In sig h tfu l in to  in te rp erso n al 
b e h av io r and  m o tiv es.
- S am e as above.
- B ias due to  in v e s tig a to r ’s
m an ip u la tio n  o f  even ts.
P h y sica l A rtifac ts In sig h tfu l in to  cu ltu ra l featu res . 
In sig h tfu l in to  tech n ica l o p e ra tio n s
- S e lec tiv ity .
- A v a ilab ility .
A discussion and evaluation for each data collection technique is provided below, followed 
by a discussion o f  the particular data collection procedure used in each unit o f  analysis in 
the study.
Sem i-Structured interviews: interview is considered the most common technique o f  data
collection in qualitative research. The goal o f  any qualitative interview is to investigate the
research topic from the perspective o f  the informants and to understand “how” and “why”
they have this particular view (King, 2004). A common distinction is usually made between
structured and unstructured interviews. Structured interviews have very specific objectives
and a predefined set of questions which the interviewee should answer and at the extreme
tends to be quantitative. On the other hand, unstructured interviews are open-ended in
nature with no specific predefined questions; themes, issues and questions related to the
topic emerge during the interview (Lee, 1999). The unstructured form seems to be more
flexible; however, it is more costly and time consuming, therefore, many researchers
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employ semi-structured interview (Seaman, 1999). Semi-structured interviews combine 
features from the two previous forms to get the advantages o f  both forms. Semi-structured 
interviews are usually designed to include overarching topic, general themes, targeted 
issues and specific questions with a predetermined sequence o f  their occurrence (Lee, 
1999). Moreover, the interviewer is free to probe the interviewee for more information and 
unforeseen issues.
Direct observation: Direct observation is important for providing additional information 
about people in their natural setting and how they interact with technology and business 
activities which can increase the researcher’s understanding of the problem being studied 
(Yin, 2003). As we can see from Table 3.2, there are two types o f  observation that the 
researcher can employ in his study. Direct observation seems more convenient than 
participant-observation because the latter requires the researcher to be an active participant 
in the problem situation: this means that the researcher must either be an employee in the 
unit o f  analysis or have permission to be an active participant in it. Because o f  the difficulty 
o f  fulfilling these requirements, especially with activities related to information security 
which are likely to be confidential, in additional to the time constrain, observation 
techniques were not used in this study.
Docum ents review: many types o f  documents can be potential sources o f  data in case 
study research. For example, personal documents, official documents and media documents 
can be a good source for data (Bryman, 2001). In a research study related to e-Business 
security many documents such as an e-Business organisation's documents (e.g. security 
policy, employee handbook and company e-Business strategy) as well as government 
documents (such as e-Business strategy at the country level, ICT policy and e-Commerce 
act) could provide useful information related to the topic under investigation. Yin (2003) 
argued that documents must be used carefully and should not be accepted as completely 
accurate evidence. Instead, they should be used to support and enhance evidence from other 
sources.
Physical artifacts: many physical artifacts such as technological tools or instruments can 
be collected or observed as evidence in the study (Yin, 2003). For the purpose o f  this case 
study many physical artifacts can be considered as potential sources o f  evidence that 
increase our understanding of  e-Business security. For example, observing e-Commerce
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websites in the study environment and investigating their technical security mechanisms 
can provide the researcher with additional information about how security is addressed in 
these companies.
For the purpose o f  this study, semi-structured interview was the primary data collection 
technique. However, it was triangulated with multiple sources o f  evidence including 
document review and physical artifact review which were used as corroboratory techniques 
along with primary data collection techniques. Details o f  the data collection procedure in 
each unit o f  analysis are provided below:
• First Unit o f Analysis: Different data sources were consulted in this unit. For 
instance, providers’ websites provided the researcher with valuable information 
especially about their provenance, products, services and clients. Other data sources 
included annual reports and regional online business news that provided 
information about their projects, new products and initiatives. Flowever, semi­
structured interviews were the primary source o f  data. First, the providers were 
contacted and given an overview o f  the study; this was followed by an appointment 
with a key person from each site. To ensure a systematic way of  collecting the data, 
a topic guide was created and followed during the interview (Arthur & Nazroo, 
2003) and to get the most from these semi-structured interviews, the researcher 
followed the interview protocol suggested by Legard et al. (2003). Semi-structured 
interviews based on the topic guide were conducted involving open-ended questions 
covering all the overarching topics related to the study research question. Interviews 
were digitally recorded and transferred onto computer in order to be transcribed and 
prepared for the qualitative analysis stage.
• Second Unit o f Analysis: Multiple data sources were used in the second unit o f  
analysis in order to explore security with e-Business organisation. The primary data 
source was semi-structured interviews, however, other data sources, as shown in 
Table 3.3, were triangulated with the primary one; these included documents review 
and artefacts review. These secondary data sources helped to enrich the researcher’s 
insight into the problem situation and validated some o f  the primary data source 
evidences. Semi-structured interviews allowed exploring perceptions regarding 
information security as part o f  organisational culture. In order to explore the e-
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Business security in the chosen unit o f  analysis, individuals from different levels o f  
the organisation (top management, middle management and employees) were 
interviewed. To ensure a systematic way o f  conducting the interview, a semi­
structured interview was designed to have general themes, targeted issues and 
specific questions that aimed to reveal the participants’ perceptions towards e- 
Business security. The questions were open-ended, providing the interviewees with 
a fair amount o f  freedom to answer. To ensure that the questions were not 
threatening, and to assist the interviewees in warming up, the themes/questions were 
arranged to start from some general and simple questions and then proceed to 
deeper ones. The interviewer was free to probe for more information and to pursue 
unforeseen issues. Table 3.3 shows the various data sources that were used in the 
second unit o f  analysis. The first three sources where simply used to orientate the 
researcher about the organisation and therefore provide better understanding for the 
primary data collection method namely the semi-structured interviews. The 
researcher conducted these interviews on-site, thus providing the opportunity for 
several meetings and collecting any document that provide him with information 
about e-Business security in the context o f  the study.
Table 3.3: Data sources in the second unit o f analysis.
Source of
D ocum entat ion The company annual reports over the period 2003-2007. 
Regional and local online news papers.
Physical Artifacts The company Internet booking Engine.
The company website.
The fraud monitoring system and other internal systems.
M eetings Initial formal meeting with key participants followed by informal meeting 
(conversations) with group leaders, systems administrators provide overall 
understanding o f the com pany’s operational environment.
The above sources also provided invaluable inputs to the primary data collection method and 
allowed a deeper investigation.
Sem i-structured The primary data collection method.
Interviews A total o f  28 participants were interviewed.
• Third Unit of Analysis: The primary method o f  data collection was semi­
structured interviews. The purpose o f  the interviews was to explore customers'
attitudes, education, awareness and expectations regarding information security in
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an e-Business environment. In order to explore customer security culture and how it 
affects e-Business security, a sample o f  Jordanian citizens was interviewed. 
Interviews were face-to-face and took 20-30 minutes. These were digitally recorded 
and transferred onto personal computer in order to be transcribed and prepared for 
analysis.
Fourth Unit of Analysis: In contrast to the previous units o f  analysis, document 
review was the primary data collection method and source o f  evidence that was used 
to analyse the government role toward e-Business security. Documents used in this 
o f  unit o f  analysis are shown in Table 3.4. This source o f  data was chosen for the 
following reasons:
1. Availability: These documents are available for the public and can easily be 
retrieved from several government portals. Also, this make them stable and they 
can be reviewed repeatedly.
2. Unobtrusive: These documents were not produced as a result o f  this case study 
and do not reflect individual officials’ perspectives, but the government 
perception as a whole.
3. Broad coverage: These documents cover a long span o f  time and many events 
which could provide a deeper insight into the government role in the study 
context.
Table 3.4: Official document reviewed in the fourth unit o f analysis.
Document title Brief description
Electronic Transact ion  L aw  No.  
85 o f  2001
A temporary law introduced to facilitate e-transactions without affecting 
the existent laws and regulations
E conom ic  & Social Com m ission  
for W estern  A sia  ( E S C W A )’s 
reports 2007-2009
A set o f  United Nations reports outlining the progress o f  western Asian 
countries, including Jordan, toward an information society.
National E -C om m crcc  Strategy  
2008-2012
The governm ent’s plan for developing and increasing e-Commerce 
adoption in the country. Approved by the Prime M inister in September 
2008.
S tatem ent o f  G overnm ent  Policy  
2007 on Information and 
C om m unica t ion  T echnology  and 
Postal sectors
Replaced the governm ent’s 2003 policy to meet the rapid technological 
changes the country is undergoing.
In addition to the above reasons, this choice was due to the fact that the planned semi­
structured interviews with a number of  government representatives did not take place as
expected. Although the researcher has visited a number o f  governmental sites, including the 
Ministry o f  Information and Communication Technology (MoICT), the 
Telecommunication Regulatory Commission (TRC), the Jordan Information Technology 
Association (Int@j) and the special cybercrime section at the criminal investigation 
department to conduct the scheduled interviews, participants were not cooperative. They 
tended to give very brief responses and refused to have their interviews digitally recorded. 
However, these visits gave the researcher the chance to make some useful field notes and 
aided his understanding o f  the whole situation.
Following Yin’s (2003) recommendation, each unit o f  analysis has its own case study 
protocol. According to Yin (2003), a case study protocol is a major way o f  increasing the 
reliability o f  case study research. This protocol defines the procedures and general rules 
that are intended to guide the research in carrying out data collection from each o f  the units 
o f  analysis. The protocol covers the following: the research question that the particular case 
study tries to answer; the theoretical background and framework that will help in answering 
the case study research question; data collection procedures; and the set of 
questions/themes that the case study will explore in order to answer the case study research 
question. Different parts of  the protocol used have already been explained in the previous 
research design and the topic guide used in each unit o f  analysis is presented in Appendix 
A. Finally, the particular approach for analysing data collected during fieldwork is 
explained in the next section.
3.6.3 Inductive coding Process and thematic fram ework analysis
This study follows the guidelines o f  the general inductive approach for analysing 
qualitative data. This approach allows research findings to emerge from the recurrent, 
dominant or significant themes inherent in raw data (Thomas, 2006). It is based on 
inductive analysis, which has been defined as “approaches that primarily use detailed 
readings o f  raw data to derive concepts, themes, or a model through interpretations made 
from the raw data by an evaluator or researcher” (Thomas, 2006, p. 238). Basically, it is a 
five step inductive coding process (see Figure 3.3).
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Figure 3.3: Inductive coding process adopted from Creswell (2002, p. 266, Figure 9.4).
These steps seem to be fundamental in most qualitative analysis approaches. However, 
some variations might be found. The process starts with an initial reading o f  the raw data. 
The first step involves several readings until the researcher feels that he has become 
familiar with the text. At the second step, the researcher identifies specific segments from 
the text; these typically depict actions, events, concepts, attitudes or behaviours that are 
potentially relevant to the study. At this level the coding process tends to be open and at a 
high level, which is why a large number o f  categories (usually from 30 to 40) are expected 
to be obtained. In the third step, each text segment identified in the previous step is labelled 
by giving it a category name. In the fourth step, categories are reorganised to main 
categories and subcategories and any repetition is removed, thereby reducing the number o f  
categories. After this step coding tends to be more focused and selective. The researcher 
will start to look for the most relevant and significant categories or themes that could help 
him to answer the study research question. Using these categories, the researcher can create 
a model which shows the links between these categories and the research problem. It is 
worth noting that this process is not linear as shown, but in practice, involves a number of 
iterations and continued revision and refinement o f  the categories.
Unfortunately, the general inductive approach does not provide a detailed technical 
procedure for carrying out qualitative analysis. Therefore, the researcher has employed 
framework analysis technique which fulfils the general inductive approach and at the same 
time provides a rigorous procedure for carrying the analysis.
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Thematic Framework Analysis or simply thematic analysis is one o f  the methods which 
falls under the general inductive approach for analysing qualitative data (Braun & Clarke, 
V. 2006; Ritchie, et al., 2003). This particular mode o f  analysis has been chosen for use in 
this study because it provides systematic and clear procedures for managing and 
interpreting qualitative data. As shown in the table below, this method is based on the same 
fundamental steps described previously in the inductive coding process. Moreover, 
researchers such as Ritchie at al. (2003) provide extensive technical details on how to carry 
out thematic analysis which is very helpful especially for researchers who are new to 
qualitative research.
Table 3.5: Five stages o f data analysis in the fram ework approach, adopted from Pop 
e ta l. (2002, p. 115).
Familiarisation Immersion in the raw data (or typically a pragmatic selection from the data) by listening to tapes, reading transcripts, studying notes and so on, in order to 
list key ideas and recurrent themes.
Identifying a thematic 
fram ew ork
Identifying all the key issues, concepts, and themes by which the data can be 
examined and referenced. This is carried out by drawing on a priori issues 
and questions derived from the aims and objectives o f  the study as well as 
issues raised by the respondents themselves and views or experiences that 
recur in the data. The end product o f  this stage is a detailed index o f  the data, 
which labels the data into manageable chunks for subsequent retrieval and 
exploration.
Indexing Applying the thematic framework or index system atically to all the data in textual form by annotating the transcripts with numerical codes from the 
index, usually supported by short text descriptors to elaborate the index 
heading. Single passages o f text can often encom pass a large number o f 
different themes, each o f which has to be recorded, usually in the margin of 
the transcript.
Charting Rearranging the data according to the appropriate part o f  the thematic framework to which they relate, and forming charts. For example, there is 
likely to be a chart for each key subject area or theme with entries for several 
respondents. Unlike simple cut and paste methods that group verbatim text, 
the charts contain distilled summaries o f views and experiences. Thus the 
charting process involves a considerable amount o f abstraction and synthesis.
M apping and  
interpretation
Using the charts to define concepts, map the range and nature o f  phenomena, 
create typologies and find associations between themes with a view to 
providing explanations for the findings. The process o f  m apping and 
interpretation is influenced by the original research objectives as well as by 
the themes that have emerged from the data themselves.
This particular analysis method was developed in the UK during the 1980s for applied 
policy research. However, it is now widely used by qualitative researchers as it facilitates a 
rigorous, transparent and systemic way for concocting qualitative study (Pop et al., 2002;
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Ritchie & Spencer, 1994). According to Ritchie at al. (2003) “the name ‘Framework’ 
comes from 'thematic framework' which is the central component o f  the method. The 
thematic framework is used to classify and organise data according to themes, concepts and 
emerging category. As such, each study has a distinct thematic framework comprising a 
series o f  main themes, subdivided by a succession o f  related subtopics” (p. 220). The 
thematic framework processes are described in detail along the first unit o f  analysis 
presented in the next chapter to give a clear description o f  the qualitative analysis 
conducted throughout the study.
3 .7  Su m m ary
A great deal o f  research work in the field o f  information systems security has been based on 
the positivist paradigm. Applying the reductionism concept o f  the positivist paradigm for 
information security means missing the bigger picture and thus a lack o f  holism, which 
could be one o f  the reasons why security is still overlooked, comes as an afterthought, or is 
perceived from a purely technical dimension. As a response to this, there is an increasing 
interest in applying interpretive-based approaches to better understand the complex and 
dynamic information security environment.
In this research an interpretive approach has been adopted as a means o f  inquiry aiming at 
developing a holistic understanding o f  e-Business security in relation to its context as well 
as considering all the stakeholders in the problem area. This chapter presented and justified 
the suitability and the need for more inductive interpretive approaches and qualitative 
research methods to investigate e-Business security. This methodological choice was 
influenced by three factors; the nature o f  the research problem, the researcher’s theoretical 
lens, and the degree o f  uncertainty in the study environment. Toward the end, a complete 
research strategy for conducting the study has been presented and justified. This includes 
sampling, data collection and analysis procedures employed in the four units o f  analysis 
explored in this investigation. Chapters 4, 5, 6, and 7 present the findings from these four 
units o f  analysis.
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Chapter 4 : Analysing the Security Role of Technology Providers
As the literature review shows, few e-Business stakeholders, apart from customers and 
internal organisations, are likely to be considered, and this significantly limits our 
understanding o f  the role and effect o f  other important stakeholders such as technology 
providers and governments. To fill this gap, stakeholder analysis was proposed to be used 
as an organising principle in this research to create a richer picture for the e-Business 
security environment and to consider the role o f  different stakeholders who may benefit 
from, be influenced by, or affect e-Business security in the context o f  the study. Therefore, 
the stakeholder concept has been discussed and placed within the problem domain to form a 
foundation for the study’s conceptual framework.
This chapter presents the findings o f  the first unit o f  analysis in this research which was 
conducted in Jordan to explore how the security o f  e-Business is addressed by technology 
providers and what the implications o f  their interaction with other security stakeholders are 
in the problem domain. By “service providers” is meant companies that provide e-Business 
organisations with the required technological infrastructure which enables them to embrace 
e-Business. These include organisations such as software providers, hardware providers, 
and application developers. The terms “services providers”, “technology providers” or 
simply “providers” will be used interchangeably in this study. Such providers have a very 
important role in increasing the security o f  the e-Business environment and will be the 
starting point in this investigation.
Particular procedures for conducting the study have been discussed in the previous chapter, 
including sampling issues, data collection procedures, and the concepts behind the analysis. 
In addition to this, the thematic framework and how it was used to analyse qualitative data 
collected in this unit o f  analysis will be discussed here in detail. The next section will 
provide background information about the providers who participated in this study.
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4.1 Technology Providers’ Backgrounds
Three major e-Business technology providers in Jordan - Estarta, Optimiza and STS - were 
investigated for the purpose o f  this study. The choice o f  these three providers was based on 
the reason that they are leading e-Business providers in the country; they provide most of 
the hardware and software required by local organisations to adopt e-Business. This section 
provides background information about these three providers. Their services and products 
can be classified as follow:
1. Third-party IT infrastructures: these include IT infrastructures such as computing 
and networking equipment, operating systems, and database management systems 
made available to the local market through partnership with international
technology vendors such as HP, CISCO and IBM.
2. Third-party Off-the-shelf e-Business solutions: ready-made e-Business products 
which have also been bought from international third parties. These may include 
general e-Business solutions such as ERP and CRM applications.
3. In-house e-Business products and solutions: these include applications and solutions 
that the local providers have built from scratch. For instance, many financial and 
banking solutions have been developed by these local providers.
4. Enabling services: In addition to selling the previous products to local clients,
providers provide them with a number o f  services that enable them to utilise e- 
Business. For instance, STS provide an e-payment service that can be integrated 
with a client’s e-Business portal. Some providers make it possible for clients to host 
their e-Business portal completely at the provider’s servers.
The following table provides a summary o f  the providers’ provenance, core business, 
products, and primary clients.
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Table 4.1: Technology Providers included in this study.
PI: Estarta P2: O ptim iza P3: STS
P rovenance • A result o f  a merger 
between two companies 
which have been in the 
market since 1991.
• It is partially owned by 
Microsoft and Cisco 
Systems.
• It has around 330 
employees.
• In the market since 19 8 1.
• Result o f a merger between 
numbers o f local companies.
• In 2006 there were about 10 
companies having shares in 
Optimize.
• The company has 400 
employees.
• In the market since 
1981.
• In 2001, 
BusinessONE, the e- 
Business division o f 
STS, has been 
established.
•  It has 420 
employees.
Core Business Software Development and 
specialised IT solutions that 
mainly touch on most aspects 
o f business automation.
Technology solutions and 
business consulting services
Enterprise and Business 
solutions
Products & 
Services
• Mobile banking solutions.
• ERP and CRM.
• Document management 
and workflow solutions.
• Business process 
management and 
integration service.
• Intranet portal and content 
management application.
•  Range o f services and 
products for transforming 
public sector.
• Cisco based Infrastructure 
Solutions.
• Microsoft based 
Infrastructure Solutions.
• E-hospital solutions.
• Oracle e-Business Suite.
• Enterprise Document 
M anagement Solution.
• Insurance and insurance 
brokerage management 
system.
• Financial accounting and 
analysis solution.
• Call Centre solution.
• Kiosk Interactive Self 
Service.
• W orkflow solutions.
• Enterprise Intranet Solutions.
• Enterprise Content 
Management (ECM).
• authentication solutions 
through voice verification
• Phone m onitoring and 
security system.
• IT infrastructures.
• Platforms &
Infrastructure.
• Software & Services
Enterprise Portals 
e-Banking 
Solutions
e-Governm ent
Solutions
e-Security
Solutions
Third Party 
Products
• Business Process
Outsourcing.
• Project M anagement.
• Consulting.
• ePayment Solutions
Arcot 
Pay ONE 
SecureONE 
PAYNET.
• Professional
Training.
Prim ary  Clients • Financial Sector (Banks 
and other financial 
services).
• Telecom Sector (mobile 
landlines operators).
• Government (Public 
sector departments)
• Commercial Sector 
(M erchants and private 
companies)
• Healthcare market.
• Financial Sectors (Banking 
and insurance services).
• Government.
• Telecom munication Sector.
• Enterprises.
• Government.
• Financial Sector.
• Educational 
institutes.
• Telecom m unication 
Sector.
• Commercial Sector.
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Estarta has been in the market since 1991, initially as two companies. As a result o f  a 
merger between these two companies, Estarta was established in 2002 with its new name. 
The company is partially owned by Microsoft and Cisco Systems. Currently it has around 
330 employees with headquarters in Jordan and other regional offices in Saudi Arabia, 
UAE, Qatar and Kuwait. Estarta provides general IT solutions for its clients and one o f  its 
main focuses is e-Business applications. Prior to 2001, the company focused on off-shore 
projects for the US and European markets. After 2001 the company started to focus on the 
regional market rather than the international market. The primary target customer for 
Estarta is the public sector. However, other target customers include financial and 
telecommunication sectors.
Optimiza also is a result o f  a merger between a number o f  local companies. One o f  these 
companies is CBE which has been in the market since 1981. In 2006 there were about 10 
companies having shares in Optimiza. The company has 400 employees, is based in Jordan 
and operates in many regional countries such as Iraq, Libya, Saudi Arabia and the Gulf 
region. The business focus o f  Optimiza can be divided into five sections; hardware, 
software, consultancy, training and outsourcing. It provides many banking and financial 
solutions and is currently engaged in many projects for automated banking, online 
vocational license renewal and anti-money laundering.
Specialised Technical Services (STS) has been in the market since 1981. In 2001 STS 
established new a unit called BusinessONE to take on the responsibility for developing e- 
Business applications. STS provides a range o f  products and services covering most aspects 
o f  information technology. It has 420 employees o f  whom 35 are in BusinessONE. One of 
the important products that STS provides for e-Business market in Jordan is PayONE 
which is an e-payment solution that allows organisations to integrate e-payment services 
with their online business. E-vouchers and prepaid cards are other payment solutions 
provided by STS. As a joint venture between STS and Visa Jordan Cards Services, PayNet 
has been implemented to be the first national e-payment gateway in Jordan. STS provides 
its products and services for both public and private sectors and has many projects in the 
region.
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4.2 T h e U se o f  F ra m ew o rk  A n alysis
Data in this study has been analysed using thematic framework analysis introduced in the 
previous chapter. Similar procedures have been followed to interpret the study’s four units 
o f  analysis. To avoid explaining this method in every unit o f  analysis, it will be described 
here in detail and in relation to the technology providers’ unit o f  analysis. Thematic 
framework analysis consists o f  three phases: Data management, Descriptive account and 
Explanatory account (Ritchie at al, 2003). These phases in relation to this unit o f  analysis 
are discussed below.
Data m anagem ent phase: After a thorough reading o f  qualitative data collected from the 
providers’ interviews, the researcher created a list o f  themes and concepts. These initial 
themes were filtered according to the focus o f  the study and then grouped into main themes 
and sub-topics under each theme. After that, an index was constructed and applied to the 
whole data. The Data management phase provided a flexible way for grouping and 
managing the qualitative data. This phase has the following steps (Ritchie at al, 2003):
1. Identifying initial themes or concepts. This has been achieved by:
a. Familiarisation with the data: the purpose o f  this step is to get the researcher 
close to the data. This was accomplished through multiple thorough readings 
o f  the data.
b. Identifying recurring themes and ideas (perceptions, behaviours, 
motivations, difficulties, etc.). These were labelled as initial themes. From 
the providers’ interviews around 40 initial themes from each interview have 
emerged (in total, there were 134 initial themes). Large numbers of  initial 
themes are typical in qualitative studies. This can be explained by two 
reasons. First, there were recurring themes which repeated themselves in 
different bulks o f  the raw data. Second, the analysis was more open at this 
stage in which the researcher tried to look for all the possible ideas and 
themes. However, this large number o f  themes was reduced during the 
reduction and grouping process which produced sets of main themes and 
sub-topics.
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c. Indexing: the idea o f  indexing is to create a numeric index for the main 
themes and their associated sub-topics. For instance, the main theme “ 1. 
Provider background” was assigned (1.) as index. This main theme has four 
sub-topics (or sub-themes) “ 1.1 Provenance, 1.2 Core Business, 1.3 Product 
& Services, and 1.4 Provider’s clients”. Thus, the four sub-topics have 1.1, 
1.2, 1.3, and 1.4 as index numbers.
d. Grouping (reduction): all the similar and related themes were grouped 
together to form main themes and sub-themes.
2. Labelling or tagging the data: Applying the previous index to the data.
3. Sorting data by theme and its subtopics: creating a thematic chart for each main 
theme.
4. Summarising or synthesising the data: filling each thematic chart with the data 
related to it.
At the end o f  the data management phase there were 6 main themes and 32 sub-themes. 
These are shown in Table 4.2.
Each sub-topic has three entries: index; name/label; and initial themes in the text. For 
instance, the main theme 5. E-Business Security has a sub-topic 5.3. Factors affecting 
security Pl(36,45,46) P2(6,14) P3(ll,19,22,24,28). Thus, this sub-theme is related to the 
general factors affecting security and it has been indexed as the 3rd sub-theme in theme 
number 5. Also, it has been found to be present in data from provider 1 (PI), provider 2 
(P2) and provider 3 (P3) where the entries between the brackets indicate the initial themes 
related to this sub-topic.
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Table 4.2: M ain themes emerging from the Providers’ unit o f analysis with their 
index, sub-topics and locations.
1. P r o v i d e r s ' B a c k g r o u n d
1.1. Provenance P I(1,14,, 12,13) P2(7,8,5) P3(6)
1.2. Core Business PI (2,7,8,9,10,11) P2(l,2) P3(7)
1.3. Providers’ Clients P 1 (15) P2(5) P3(8)
1.4. Product and services
2. A v a i l a b i l i t y  o f  e - B u s i n e s s  i n f r a s t r u c t u r e
2.1. Availability o f  e-payment service P 3(l)
2.2. Availability o f  e-Business applications/services PI (11)
2.3. Availability o f  security solutions P2(6) P3(19)
2.4. Other
3 . e - B u s i n e s s c u r r e n t  s t a t e  a n d  f u t u r e  e x p e c t a t io n s
3.1. Providers' perspectives PI (20,21) P2(3) P3(4)
3.2. E-Business and public sector PI (21) P3(2,3)
3.3. E-Business and private sector PI (21) PS(2,3)
3.4. Reasons o f  adoption P2(4) P3(5)
4. F a c t o r s  a f f e c t i n g  e - B u s i n e s s  in th e  s t u d y  e n v i r o n m e n t
4.1. Culture, knowledge and people related factors PI (16) 
P 2(l 1,12,13,15,17,20,36) P3(12,34,3 7)
4.2. Trust related factors PI (18,31,51) P 2(l 7,20,30,35) P3(35)
4.3. Technical factors PI (19) P2(14,18)
4.4. Security factors PI (33,45) P2(16,30) P3(18,24)
4.5. Other P2(19) P 3 (ll)
5. E - B u s i n e s s s e c u r i t y
5.1. Security and e-Business Projects P 1 (30,31,40) P2(23,33) P3(15,23,30,29)
5.2. Providers'feeling about security PI (33) P2(25,26,27) P3( 10,25,31)
5.3. Factors affecting security P I (36,45,46) P2(6,14) P3(l 1,19,22,24,28)
5.4. Responsibility P I (41,42,43,44) P2(31,32) P3(26,2731,39)
5.5. Liability P I(47,48,49) P3(32)
5.6. Security and people P2(28,30) P 3(18,21)
5.7. Security and Business P2(14,29) P3(16)
6. P la n s ,  r e q u i r e d  a c t i o n s  a n d  o t h e r
6.1. Required actions P I(17,22,23,25,28,34,35,37,38,54) P2(21,24.37) P3(20,38)
6.2. Motivations P I(24,26,27,52) P3(13,36,40)
6.3. Service Level Agreement SLA PI (50) P2(34) P3(33)
6.4. Public-private sector partnership PI (55) P2(38) P3(41)
Then for each main theme and its associated sub-topics a thematic chart has been created. 
As shown in the first two columns in Table 4.3, each thematic chart has been filled with the 
data related to it as well as the line number in the original interview to provide ease o f  
location between these chart and the original data.
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Table 4.3: An exam ple o f thematic chart generated during the analysis.
M ain  T h em e S u b -T o p ic D escr ip tiv e  p hase
A v a ila b ility  o f  
\ s e - B u s i n e s s
% jvfrastructure
P r o v id er  N am e
2.3  A v a ila b ility  o f  secu r ity  so lu tio n s E le m en t/D im en sio n C a teg o ry /C la ss
PI
A s a p riv a te  sec to r w e a re  very  
ad v a n ced  in th in g s  th a t w e o ffer. W e 
a lw ay s co m p ly  w ith  th e  industry  norm  
o f  th e  secu rity  in m o s t o f  o u r  tenders. 
M ost o f  the  so lu tio n s  in the m ark e t a re  
very  secu re  and  up  to the s tan d a rd s  and 
best p rac tice s. (1 5 7 )
c o m p lia n c e  w ith  secu rity  
in d u s try  n o rm s  and  
s tan d a rd s
A n ti-m o n ey  la u n d erin g  
sy stem s
d ifficu lty  o f  g e ttin g  som e 
secu rity  so lu tio n s
U n k n o w n  m arket
d e v e lo p m en t o f  secu rity  
so lu tio n  fo r w eb  
ap p lica tio n s
P r o v id er  a w a ren ess  
reg a rd in g  secu r ity  
sta n d a rd s  and  best 
p ractices
R eactin g  to the  
in creased  d em a n d  for  
secu r in g  o n lin e  
tra n sa c tio n s
secu r ity  so lu tio n s  
a cc ess ib ility  re la ted  
issu es
R ea c tin g  to the  
in crea sed  d em a n d  for  
s ecu r in g  on lin e  
tra n sa c tio n s
P2
W e are  w o rk in g  w ith  the  C en tra l B ank 
o f  Jo rd an  fo r A n ti-M o n ey  L a u n d erin g  
sy stem  w h ich  has  been  dev e lo p ed  by 
O p tim iza . T h is  sy stem  w ill h e lp  the 
ce n tra l b an k  to  q u ic k ly  d e tec t and  
resp o n se  fo r an y  su sp ic io u s  tra n sa c tio n  
th a t m ay c o n ta in  m oney  laun d erin g . (3 2 )
M an y  local c o m p an ie s  a re  su ffe rin g  
from  the d ifficu lty  o f  ge ttin g  a  d ig ita l 
c e rtif ic a te  to  sec u re  th e ir  w ebsite s. Still 
th e  m ark e t in th is  reg ion  is n o t w ell 
k n o w n  fo r the  in te rn a tio n a l p ro v id e rs  
such  as V eriS ig n  to  g ive  them  d ig ita l 
ce rtif ic a te s. (6 6 )
P3
R ec o g n iz in g  th a t w e  cam e up w ith  a 
secu rity  so lu tio n  fo r secu re  PIN  e n te rin g  
o v e r the  w eb. T h is  is ca lled  S ecu reO N E  
and  p ro v id e s  any  o n lin e  so lu tio n  w ith  a 
s ecu re  w ay  fo r e n te r in g  PIN  co d e s  and 
p rev en ts  k ey b o a rd  and  m ouse  sn iffing . 
(8 6 -8 9 )
Descriptive account phase: The aim of  the descriptive account phase is to understand what
is happening within a single subtopic. “The main task is to display data in a way that is
conceptually pure, make distinctions that are meaningful and provide content that is
illuminating” (Ritchie et al., 2003, p. 237). As shown in the previous table, in this phase the
researcher looked for conceptual elements and dimensions; these elements were then
classified into meaningful categories. Through an eclectic blend o f  focusing on repeatedly
recurring themes that emerged from the data as well as themes that are related to the
research question, the researcher was able to refine and classify the previous themes into
key elements and categories which identify the role o f  technology providers in an e-
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Business environment. The resulting elements and categories are shown in Table 4.4. Two 
main categories have been defined in this phase:
1. E-Business Stakeholders: These represent the set o f  elements surrounding the 
service provider; these elements are located outside the provider’s internal 
environment and they are not under his direct control and they may interact, 
affect or be affected by the providers. E-Business stakeholders and their 
interrelationships with the services providers will be discussed section 4.3.
2. Providers' operating context: This represents all the elements that the service 
provider is able to influence or control. This clearly includes the provider’s 
provenance, products and services, and core business. Moreover, it also 
includes their assumptions and beliefs regarding e-Business and e-Business 
security. This operating context in relation to the stakeholders identified is 
discussed in section 4.4.
After indentifying these categories and their associated elements, boundaries o f  the 
providers’ problem situation have been constructed. This point marked the start o f  the 
explanatory account phase in which the researcher explored the relationships between these 
categories and how they affect each other. Explaining these emerged conceptual elements 
in relation to the providers’ role in e-Business security environment is the main task o f  the 
explanatory account phase.
Explanatory account phase: In this phase the researcher started to look for linkages 
between sets o f  phenomena and developed explanations. This was achieved by looking for 
patterns o f  association within the data and then explaining why these patterns occur. 
According to Ritchie et al. (2003), building explanations is usually based on two types of  
reasons; explicit reasons that emerge directly from the data and implicit reasons inferred by 
the researcher. The explanatory phase is for telling the main story that provides a clear and 
coherent picture for the phenomena under investigation. At the end a model showing the 
generated categories including all the conceptual elements and their interaction can be 
produced.
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Table 4.4: Key elements and categories identifying providers’ security role in e-Business environm ent.
<N
OX)
c .
OX)
C l.
T 3
Q. crb£
a.
The rest o f  this chapter presents the findings o f  this unit o f  analysis including explanatory 
accounts for the role o f  technology providers in the study environment and how they affect 
the trustworthiness o f  the e-Business environment through their approaches to security and 
interactions with other stakeholders. Section 4.3 discusses the emerged stakeholders, their 
interactions with and impact on technology providers. Section 4.4 discusses the providers’ 
operating environments and their perceptions o f  security o f  e-Business environments. 
These findings are synthesised in the summary section and set the stage for the analysis 
carried out in the next chapters (5, 6 and 7).
4.3 Stakeholder Identification and Analysis
A holistic understanding of  the role o f  technology providers in the dynamic e-Business 
security environment cannot be achieved without understanding their interrelationships 
with the diverse parties involved in an e-Business environment. Therefore, stakeholder 
analysis was a natural choice which fits the exploratory nature o f  this research. As shown in 
Table 4.4, several stakeholders who directly or indirectly interact with technology providers 
have been identified:
• Clients: These represent the provider’s current and potential clients and may 
include any organisation embracing or willing to embrace e-Business activities. 
From the analysis, it seems that financial institutions such as banks and insurance 
companies, telecommunication operators, and the government represented by its 
public departments, are the primary clients in the study environment. Whilst 
some clients come from healthcare and educational sectors others come from the 
commercial sector, such as merchants and private companies.
• Customers/Citizens: These represent the body of  citizens including the clients’ 
current customers and the potential ones; they interact indirectly with the 
providers through their previously mentioned clients.
• Government: This represents the role o f  the state and includes all the 
governmental departments and regulatory bodies which may have direct o f  
indirect impact on e-Business in the country. The Ministry o f  ICT and the 
Telecommunication Regulatory Commission (TRC) are examples o f  such 
government departments in this study.
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• International bodies: These represent external bodies which impose provisions 
on the local technology providers or their clients in order to utilise some aspects 
of  e-Business. For instance, the major credit card companies such as Visa and 
MasterCard have implemented a Payment Card Industry (PCI) standard and 
require any application developer, bank or business organisation to comply with 
PCI standard in order to be able to use their cards in any electronic transactions. 
Other examples o f  such external organisations are the certificates authorities or 
trusted third parties who provide digital certificates which are an important 
component for implementing secure e-Business portals.
Table 4.5: Providers’ and stakeholders’ interactions and their impact.
S ta k e h o ld er T h em a tic  O b serv a tio n s Im p a c t on T ec h n o lo g y  P r o v id er
C lien ts In crea sin g  d em an d s  fo r e -p ay m en t se rv ices. 
In c rea sin g  d em an d s  fo r au to m a tin g  financia l 
serv ices.
E m erg en ce  o f  in te rn e t b an k in g  no tion .
In crea sin g  d em an d s  fo r au to m a tin g  p u b lic  se rv ices.
R eq u e stin g  fea tu re s  o th e r than  security .
In c rea sin g  d em an d s  fo r u p -to -d a te  e -B u s in e ss  
ap p lica tio n s  and  in fra struc tu re .
In c rea sin g  d em an d s  fo r secu rin g  e -B u s in e ss  
tran sac tio n s .
A b se n ce  o f  sp ec ia lised  secu rity  vendors.
A b se n ce  o f  rea l e ffo rts  to  m a rk e t e -B u s in e ss  and 
secu rity  o f  e -B usiness .
M o tiv a tin g  p ro v id e rs  to  focus  on  d ev e lo p in g  
e -B u s in e ss  a p p lica tio n s  w ith  m o re  em p h as is  
on financ ia l and  pub lic  sec to rs.
P ro v id in g  basic  secu rity  fea tu re s  b ased  on 
ad -h o c  ap p ro ac h es
P artn e rsh ip s  w ith  in te rn a tio n a l v en d o rs  such  
as D E L L , IBM  and  C isco  to  fu lfil th e  m ark e t 
needs.
D ev e lo p in g  som e so rt o f  a d -h o c  secu rity  
so lu tio n s  in ad d itio n  to  p ro v id in g  o ff-th e - 
s h e lf  p ro d u c ts  to  fu lfil s ecu rity  n eeds.
N o c le a r  s tra teg ie s  fo r e -B u s in e ss  secu rity .
G o v e rn m en ts L a u n ch in g  n u m b e r o f  in itia tive s  to  in c rease  ICT 
d iffu s ion .
L ack  o f  c lea r and  co m p reh en s iv e  e -B u s in e ss  
regu la tions.
A b se n ce  o f  real p a rtn e rsh ip  w ith  p riv a te  sec to r.
C rea te s  m ore  b u s in ess  o p p o rtu n itie s  fo r the 
p ro v id e rs  and m o tiv a te s  th e m  to in v e st in e- 
B u sin ess  and  IC T  fie lds.
L ack  o f  g u id a n ce  and  re fe re n ce .
N o  ch a n n e l fo r c o m m u n ic a tin g  su g g e s tio n s  
o r k n o w led g e  e x c h an g e
C u sto m er s/
C itizen s
L ack  o f  e -B u s in e ss  c u ltu re  in p eo p le  daily  ac tiv ities . 
L ow  level o f  c re d it c a rd s  pene tra tion .
In te rn e t re la ted  tech n o lo g y  d is tru s t.
Ind ica tion  o f  in c rea s in g  a w aren e ss , h o w ev e r, 
a w aren e ss  level is still low .
F orce  p ro v id e rs  to  look  fo r a lte rn a tiv e  w ays 
and  op tio n s  to  e n c o u ra g in g  p eo p le  to  u se  e- 
B u sin ess  se rv ices. F or ex a m p le , in tro d u c in g  
rep a id  ca rd s , e -v o u c h e rs , c a sh  on 
d e liv e ry ... etc.
F o rce  p ro v id e rs  to  pay  m o re  a tten tio n  to 
security .
In tern a tio n a l
b odies
C o m p lian c e  req u irem en ts  for s tan d a rd s  su ch  as PCI 
standard .
D ifficu ltie s  in g e ttin g  secu rity  c o m p o n en ts  from  
in tern a tio n a l p ro v id e rs  such  as V eriS ign .
In crea sin g  p ro v id e rs ’ s ecu rity  a w a re n e ss  
M o tiv a tin g  them  to  fo llow  g o o d  p rac tice s  as 
p re fac e  fo r the co m p lia n ce .
H in d e r e -B u s in e ss  d ep lo y m e n t
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A bidirectional interaction exists between the providers and these stakeholders. This 
interaction can be explicit in the form o f  exchanging products, services, information and 
knowledge. However, the interaction can be implicit and influence a particular provider’s 
perception or behaviour. For example, the government may introduce a new rule to protect 
citizens’ privacy. Such a rule would influence the clients who may request additional 
privacy controls from their providers.
From the providers’ analysis it has been possible to investigate the impact o f  providers' 
interactions with the stakeholders in their security role in an e-Business context. This is 
presented in the following subsections. The interpretations are based on thematic 
observations (see Table 4.5) that have been generated from the thematic framework 
analysis presented above.
4.3.1 Impact o f clients’ requirements
From the analysis it was clear that many clients - mainly, governmental public 
departments, financial institutes and telecommunication companies -  have become 
interested in embracing e-Business and enjoying its claimed benefits. These increased 
demands have had an impact on technology providers. They motivated them to focus on 
developing e-Business applications and services as well as providing the necessary 
technical infrastructure that allows clients to utilise e-Business. There was a clear focus on 
developing e-Business solutions with more emphasis on financial and public sectors 
because the majority o f  the demands were from these two sectors.
Features such as performance, functionality and ease o f  use have been recognised by the
clients at the expense of  security. Consequently, providers focused on these features rather
than security and as a result they provided only basic security with their products, which in
most cases involved ad-hoc approaches. In addition to the previous observations, there was
a notable increase in the number o f  organisations adopting e-Business in the country
(AMEinfor, 2007; Stensgaard, 2006). Many clients and their customers have become more
familiar with e-Business applications. Applications such as internet banking, e-billing and
e-ticketing have become popular in many sectors. Thus, the demands for new and up-to-
date e-Business products and services have increased. Moreover, when e-Business started
to involve complete financial transactions, security started to get more much attention.
These new demands created a competition between technology providers in order to meet
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the market needs. Most o f  the local providers depend on partnerships with international 
vendors such as DELL, Cisco and IBM to fulfil these increasing demands. In addition to 
partnerships with international security vendors to supply the market with off-the-shelf 
security solutions, providers try to develop some sort o f  security products to meet their 
clients' needs.
When asked how they ensure security in their projects and products, there was no common 
answer. Some providers responded by saying that the product goes through a number of 
tests to make sure it is secure, others said that they ensure security by following some 
security standards, while some did not give a clear answer. Although some providers 
believe security should be a built-in and integrated part o f  e-Business solutions, other 
providers mentioned some cases in which security was added later, after a solution had 
been experienced by many customers. Thus, the after deployment breaches were one of 
their techniques for improving security. Moreover, the role o f  the security expert/engineer 
was not defined under their organisational structures. There were no security engineers 
participating in e-Business projects. No evidence was found to indicate that providers 
follow systematic methodologies or procedures for ensuring security in e-Business projects 
they undertake. The problem in such e-Business security implementations is that the 
components o f  e-Business infrastructure are looked at individually and separately from 
security purposes, which makes security solutions ad-hoc and component driven (Otuteye, 
2003). The existence o f  such security solutions may give the client a false feeling o f  
security, especially if they are not built and erected based on a systematic approach to 
information security (Siponen, 2005).
4.3.2 Impact o f absence of clear guidance and regulations from the governm ent
Providers mentioned a number o f  initiatives that the government has launched to promote 
ICT and encourage different private and public sectors to adopt electronic means for doing 
business . These initiatives are considered by them as a positive step towards an e-Business 
culture. In fact, these government initiatives have an impact on local technology providers 
because they have created more business opportunities for the providers and encourage 
them to increase their focus on the e-Business field to provide all the necessary 
infrastructures required by both public and private sectors. This is evident in the large
3 see MolCT website for list of ICT initiatives: http://www.m oict.gov.io/M olCT/M olCT Initiative.aspx
number o f  e-Business products and services which target such government initiatives. Yet 
the government is not meeting the expectations o f  providers, who have argued that the 
government should participate in setting standards and regulations for e-Business in the 
country. They have stressed that the government should take an active role in protecting 
online customers. Additionally, they believe that the government can help in making 
important e-Business security components such as PKI and smartcards available in the 
market.
It is clear that these government initiatives were not combined with clear guidance and 
regulations which would cultivate security and force the providers to follow a rigorous 
approach in developing and deploying their products and services. Despite the debate about 
whether such regulations could help in increasing security or not (Schneier, 2006), the 
researcher believes the existence o f  these regulations would help in creating a common 
framework to provide adequate levels o f  security assurance in e-Business projects in the 
country instead o f  leaving the whole matter to the judgment of  individual providers.
4.3.3 Impact of absence o f real collaboration with the government
Lack o f  communication is another aspect which was uncovered during the exploration of 
interaction between the government and the technology providers. Despite the fact that the 
government keeps promoting the concept o f  public and private sector partnership 
(MENAFN, 2008) e-Business seems to have benefited less from this. Providers argued that 
there was no mechanism for suggesting things to the government. Arguably, the absence of 
real partnership between the government and the private sector in general and e-Business 
providers in particular closes the door for communicating suggestions and knowledge 
exchange. The government seems remote from the providers who have more skills and 
deeper knowledge in the e-Business field. Therefore, the existence o f  such channels could 
benefit both sides. The government could play a major role in establishing communication 
channels between all the parties interested in e-Business security. In fact this is the case in 
many developed countries. For instance, a number o f  the US government agencies organise 
software workshops where vendors, academics and customers discuss better software 
security practices (Davidson, 2008).
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4.3.4 Im pact o f citizens’ lack o f e-Business culture and distrust of technology
Clients’ customers indirectly interact and influence technology providers because clients 
fulfil many o f  their customers’ demands and expectations through requesting new services 
and products from the technology providers. From the providers’ perspectives, Jordanian 
citizens still do not have an e-Business culture and the majority have never engaged in real 
e-Business transactions. This lack o f  e-Business culture was attributed to different reasons, 
such as lack o f  computer literacy, low levels o f  internet penetration, and complete absence 
o f  e-Business awareness. Providers argued that the lack o f  an e-Business culture creates 
distrust about internet-related technology especially for financial transactions, as in e- 
Business applications. To overcome this issue, they started to look for alternative ways of 
getting more customers into the digital environment. For instance, prepaid cards, e- 
vouchers and cash on delivery have been introduced for use by customers who do not have 
credit cards or who are not comfortable using their credit cards over the internet. While 
these solutions might help in increasing the adoption o f  e-Business in the country, they do 
not overcome the issues o f  customers’ knowledge and awareness of e-Business security 
which underlie customers’ distrust o f  technology. On the other hand, service providers 
believe that if customers start to have more security-related knowledge, this will provide a 
better understanding o f  security and perhaps greater assurance, and thereby secure their 
products and services. They feel that customers’ security awareness can positively affect 
the security o f  e-Business products and services because this will force them to pay more 
attention to security in their products and services so that customers can use them with 
greater confidence.
4.3.5 Pressure o f standards compliance
Another factor which influenced the providers’ role toward security came from external 
stakeholders, represented by international organisations and accreditation bodies. These 
organisations have developed standards and best practices to provide security assurance in 
e-Business applications. Compliance with such standards is either compulsory or strongly 
recommended as these organisations have developed strong reputations and commitment to 
their customers. Thus, this directly influences the trustworthiness o f  e-Business 
applications. Providers pointed out that the existence of  such standards could compensate 
for the customers’ lack o f  awareness since they ensure some levels o f  security. However,
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these standards still do not have a significant effect because there are no regulations to 
enforce compliance with such standards and local customers are not yet familiar with them. 
Only one o f  the providers stated that the company is in the process o f  complying with the 
Payment Cards Industry (PCI) standard developed by Visa and MasterCard because the 
standard mandates clients and service providers to meet particular security requirements 
when they process cardholders' information. Another external impact came from 
international certificate authorities such as VeriSign. Providers claimed that applications to 
get Digital Certificates (DCs) from such international Trusted Third Parties (TTPs) are 
often declined and this hinders the deployment o f  e-Business in the country. They argued 
that these TTPs are very concerned about their reputation and are not willing to take the 
risk o f  providing DCs to clients in an “unknown” market.
The previous defined stakeholders - clients, customers, government, and international 
bodies - have significant impact on how the local technology providers handle e-Business 
security in the study environment. In the light o f  this stakeholder analysis, and to get more 
insight into the providers’ security role, the next section will identify their perceptions o f  e- 
Business security in their operating environment.
4.4 Providers' operating environment and their perceptions of e-Business 
Security
Similar to the process followed in section 4.3, the researcher looked at a number of 
thematic observations in order to understand how providers perceive security and what 
really affects their perceptions. He started by exploring their perceptions regarding key 
issues (e-Business growth, enablers and barriers) in the environment in which they operate 
and then moved on to their perceptions o f  e-Business security. Four key perceptions 
emerged regarding e-Business security which will be discussed in section 4,4.2. Table 4.6 
provides a summary o f  providers' perceptions o f  e-Business and security as well as the 
impact o f  these perceptions.
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Table 4.6: Providers’ perceptions and their impact on e-Business and security.
O p er a tin g  E n v iro n m en t T h em a tic  O b serv a tio n s Im p act on tech n o lo g y  P rov id ers
P e rcep tio n s  T o w a rd  e -B u sin ess
G r o w th  o f  e -B u sin ess
(N atu ra l p ro g re ss )
e -B u sin ess  en a b ler s
(G o v e rn m en t, B anks an d  Sk illed  
P eop le  h av e  s tro n g  im pac t on  e- 
B u sin ess)
e-B u sin ess  B a rr iers
(L a ck  o f  e -B u s in e ss  C u ltu re  and  
T e ch n o lo g y  d is tru s t a re  the  m ain  
o b s tac le s )
G e n e ra l P ercep tio n  T o w a rd  
S ecu r ity
A p p re c ia t in g  S ecu r ity
S h a red  R esp o n s ib ility  tow ard  
S ecu r ity
R eco g n is in g  the Im p a ct o f  S ecu r ity  
on B u sin ess  & P eop le
S ecu r ity  is a F u n ctio n  o f  C o st and  
C lien t's  R eq u est
T h is  p e rce p tio n  is a  re su lt o f  th e  in c reas in g  n u m b e r o f  
clien ts  e m b rac in g  e -B u s in e ss  in the co u n try  in ad d ition  to 
th e  g o v e rn m en t in itia tiv e s  to  c rea te  e-socie ty .
T h is  pe rcep tio n  is a resu lt o f  the fo llow ing : reco g n is in g  
th e  trad itio n a l ro le  o f  th e  g o v ern m en t, e -g o v e rn m en t 
p ro jec t, n o ta b le  in c rease  in au to m atio n  o f  financial 
se rv ic e s  and  e -b an k in g  an d  th e  h igh  p e rce n tag e  o f  w ell- 
ed u ca ted  people.
T h is  p e rce p tio n  is a re su lt o f  the  fo llow ing : p e rce n tag e  o f  
c itiz en s  w h o  p e rfo rm  real e -b u s in e ss  tra n sa c tio n , low  
level o f  c re d it c a rd s  pene tra tio n  and  c i t iz e n s ’ lack o f  e- 
B u sin ess  know ledge .
D esp ite  th is  a p p rec ia tio n  th e re  is no  ev id en ce  p ro o f  th a t e- 
B u sin ess  secu rity  is p e rce iv ed  from  any  po in t o f  v iew  
o th e r th a t the  te ch n ica l one.
N o c lea r d e fin ition  fo r th e se  resp o n s ib ilitie s . N o 
o b lig a tio n  o r en fo rcem en t.
N o sy stem a tic  a p p ro ac h  fo r ad d re ss in g  th is  im pact
C lien t is u sua lly  d ep e n d s  on the v e n d o r  to p ro v id e  
security .
O p tim is tic  fee lin g  a b o u t the 
p ro g re ss  on  e -b u s in e ss  in Jo rdan . 
M o tiv a tes  p ro v id e rs  to  invest in e- 
B usiness.
F ocus  on d e v e lo p in g  e -B u s in e ss  
a p p lica tio n s  p a rticu la rly  fo r the 
g o v e rn m en t and  fin an c ia l sec to rs.
P ro v id in g  a lte rn a tiv e  so lu tio n s  
and  op tio n s  to  o v e rc o m e  so m e o f  
the cu ltu ra l an d  tru s t  issues.
In c rea sin g  the in te res t in
d ev e lo p in g  and  p ro v id in g  secu rity  
te ch n ica l m easu res.
S e lf-ju d g em en t and  th e  risk  o f  
w a itin g  for o th e rs  to  fu lfil th e ir 
re sp o n s ib il itie s  first.
A d o p tin g  ad -h o c  and  tech n ica l 
a p p ro ach  fo r ad d re ss in g  e- 
B u s in ess  secu rity .
P ro v id e r is o n ly  co m m itted  to 
p ro v id e  b as ic  secu rity .
4.4.1 Perceptions of e-Business in the study environment
Providers’ perceptions which emerged in this study were related to fundamental issues in e- 
Business diffusion. These e-Business issues have been discussed in the literature in terms 
o f  stage o f  growth, enablers o f  and barriers to e-Business (Daniel et al., 2002; Zhu et al., 
2003 and Kshetri, 2007). The revealed perceptions were influenced by the stakeholders 
identified previously and have several impacts as shown in table 4.5. These perceptions and 
their implications are discussed below.
Growth o f  e-Business
Technology providers described the current diffusion o f  e-Business in the country as a
natural progression and as a matter o f  time. According to them, there are big steps in this
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direction, which they considered promising and as having potential. Compared to other 
countries in the region, they considered Jordan ahead o f  many countries and that e-Business 
has a good competitive position in the region. In addition to that, they felt awareness about 
the benefits o f  e-Business is increasing and this will positively affect e-Business diffusion. 
This optimistic feeling seems to be a result o f  the increasing number o f  clients embracing e- 
Business in the country and the government initiatives to promote ICT. This has created 
more business opportunities for them and encouraged them to invest more in the e-Business 
field, which is evident in the wide range o f  e-Business products and services that they 
supply the market with. The maturity o f  e-Business can be described using e-Business 
stages of  growth models suggested by number o f  researchers (see for example Earl, 2000). 
These models suggest a number o f  stages that an organisation is likely to experience during 
the adoption process. Prananto et al. (2001) argued that most o f  these stages o f  growth 
models define three to four stages: “with organisations moving from no presence on the 
Web, through a static, informational presence ultimately to full-blown electronic business- 
to-business and business-to-consumer trading over the Internet” (p. 1255). This study’s 
findings and those o f  other studies (Al-Qirim, N. 2007) indicate that e-Business in Jordan is 
still in its early stages and is not widespread in the country; the majority o f  the online 
population (from private and public organisations) has informational presence with few 
organisations which have introduced the B2C mode in their businesses. According to Earl 
(2000), such a situation can be explained by the classical theory o f  diffusion o f  innovation 
proposed by Rogers (1962) and this confirms the providers' point o f  view that e-Business 
diffusion in the country is a matter o f  time.
E-Business enablers
Three entities were considered by the providers to have a significant impact on e-Business 
diffusion in the country: government, banks, and skilled people. Providers appreciated the 
government’s initiatives for reducing internet prices and increasing technology penetration. 
This perception o f  the government could be attributed to recognising the traditional role o f  
the government and to the growing number of  government ICT initiatives which have 
created more business opportunities for them. The impact o f  these initiatives is clear in the 
increasing number o f  providers’ products and services which targeted government public 
departments. In addition to the government, banks were considered by the providers to be 
the leaders o f  e-Business initiatives because they like to have their business automated,
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accurate, and without the manual intervention that can slow down or tamper with their 
business. This explains why providers have a wide range o f  banking and financial 
solutions. The last e-Business enabler mentioned by the providers was skilled people and, 
as they put it, young educated people are the keystone for the success o f  e-Business projects 
in the country: this seems a result o f  the high percentage o f  well-educated people in the 
country. These findings conform with many studies which investigated e-Business 
enablers. Many entities have been considered to have significant influence on e-Business 
adoption. Papazafeiropoulou et al. (2001) argued that governments and policy makers have 
an important role in improving e-Business adoption. Wenninger (2000) discussed the role 
o f  banks in the e-commerce age and how they can act as e-commerce facilitators. Other 
researchers emphasised other factors enabling e-Business, such as technological 
infrastructure, skills and knowledge (Weill & Vitale, 2002).
E-Business barriers
Providers highlighted that the lack o f  an e-Business culture is a major obstacle for e- 
Business diffusion in the country. They gave many examples to demonstrate the effect of 
the absence o f  an e-Business culture. For instance, the majority o f  people do not have credit 
cards and only a small percentage o f  the credit card holders use their cards over the 
internet. Moreover, providers stressed that engagement in e-Business activities such as e- 
commerce and internet banking is only notable among the younger generation in the 
country. In addition to the lack o f  e-Business culture in peoples’ daily activities, they 
argued that people do not have enough trust in internet-related technologies. Consequently, 
providers look for alternative solutions to overcome the culture and trust issues. For 
example they have introduced cash-on-delivery, prepaid cards and e-vouchers. As 
discussed in section 4.3, these solutions did not address the real issues which relate to 
people’s knowledge and awareness of e-Business. Arguably, this distrust does not foster e- 
Business and therefore negatively impacts on its diffusion in such a country (Aljifri, 2003). 
Such cultural issues were discussed by Yasin & Yavas (2007) who suggested that both the 
government and the private sector should contribute in creating e-Business culture.
4.4.2 Perceptions of e-Business security
Investigating the providers’ perceptions o f  security aided better understanding o f  their 
particular approaches to address security and what really affected these approaches. Four
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security related themes emerged from the data; appreciation of  security, shared 
responsibility, impact on business and people, and cost. These themes depict the providers’ 
perceptions towards e-Business security and influence their approaches to addressing it in 
the study environment. However, the study revealed that these perceptions are highly 
affected by the interaction with the stakeholders identified previously. These perceptions 
and the various factors affecting them are discussed below.
General appreciation o f  security 
Security in general seemed to be appreciated by the providers. Most o f  them felt that 
security is very important, especially in the web environment which is utilised by e- 
Business applications. They believed that utilising the internet rendered business more 
vulnerable to attacks than any time before. Therefore, they argued that extra attention needs 
to be paid to security. Despite this perception o f  security, there is no strong evidence that 
they perceive e-Business security from any viewpoint other than a technical one. This 
technical orientation is regarded by many researchers as contributing to an increase in the 
security problem that we are facing today (Flechais & Sasse, 2009; Zurko & Simon, 1996). 
The providers’ appreciation o f  security combined with the technical orientation may 
explain why the providers focused on providing the market with security solutions with 
extremely technical measures such as firewalls, anti-viruses and encryption mechanisms. 
Such technical solutions are not a silver bullet and have their own inherited shortcomings 
and design flaws (Geer, 2004) which make the situation worse.
Shared responsibility toward security 
There was consensus between the providers that responsibility toward e-Business security 
is a shared responsibility. They believed that one body cannot be responsible for the 
security o f  e-Business. Instead, they believed that many entities should share this 
responsibility. They argued that e-Business organisations (clients), technology providers, 
business partners, government and customers share this responsibility. From the 
researcher’s perspective, it is important that technology providers recognise shared 
responsibility in e-Business security, an issue which has been raised recently by industrial 
leaders and international commissions (Ballmer, 2004; Reding, 2007). Flowever, the lack of 
clear definition for each stakeholder’s responsibility and the absence of  regulations which 
enforce it leave the responsibility to the providers’ own judgement. Moreover, and in such a
situation, this perception could raise the risk o f  waiting for the other parties to fulfil their 
responsibilities first.
Recognising the Im pact o f  Security on Business & People 
The impact o f  security on business as well as people was clearly recognised by the 
providers. Security was regarded as an important factor for creating trust and reputation. 
They claimed that security increases their customers’ confidence in e-Business products 
and services. Providers argued that e-Business transactions need to be secure and people 
should be convinced that their transactions are secure, or else they will not use e-Business. 
While some providers believed that products should be very secure and there should not be 
any breaches, others believed that nothing is 100% secure. Yet providers did not show any 
systematic approach for addressing this impact. For instance, marketing in general seems to 
be the last thing they thought about. When it comes to marketing security, nothing seems to 
be offered. They mentioned that the whole budget goes to the development stage and at the 
end of  the project they do not find money for marketing the products, which is considered 
costly. Arguably, marketing security could play an important role in the e-Business security 
environment. It could contribute to raise customers’ security awareness, create a sort of 
competitive advantage and encouragement to utilise e-Business. Marketing security has 
been highlighted by Suh & Han (2003), who argue that customers can only recognise the 
strength o f  security o f  a site indirectly through advertisements and publicised information.
Security is a Function o f  Cost and C lien t’s Request
Security was considered by the providers as an extra cost which they tried to minimise or 
avoid. Therefore, they were willing to provide only basic security measures such as simple 
authentication and authorisation mechanisms with their e-Business products and services. 
They argued that any additional security measures should be based on the client’s request. 
In this way they can avoid any extra cost since the client will be charged for these extra 
requirements. Unfortunately, it is not always the case that the clients are fully aware o f  the 
security requirements o f  e-Business applications. For instance, many small companies who 
wish to benefit from the online environment lack knowledge o f  security and the budgets 
necessary to cover its requirements (Wymer & Regan 2005). Therefore, clients are likely to 
depend on the providers who are supposed to know the detail o f  their products.
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4.5. Summary of the Provider’s Security Role and the Way Forward
All the previous findings will be synthesised in this section in order to create a richer 
picture for the current role o f  the technology providers in security in an e-Business 
environment. To achieve this, the researcher explored how they addressed security and 
what really influenced their approaches to ensure security. Using stakeholder analysis it 
was possible to identify the different stakeholders who, through their interactions with the 
providers, were found to have direct impact on how the providers perceived and dealt with 
e-Business security. The study findings have been incorporated in a conceptual framework 
(See Figure 4.1) which represents the key themes which have been found fundamental to 
understanding how providers addressed e-Business security.
Perceptions toward e-Business
CO
G overnm ent “  
C lients Sg. 
C ustom ers/C itizens 2.CLInternational b od ies £5
Providers’ 
Approaches to address 
Security
Perceptions toward Security
Figure 4.1: Factors affecting the security role o f technology providers in e-Business
environment.
Their ways to address security o f  e-Business were based on providing their clients with all 
the technical solutions that they believed would ensure it. These solutions are either off-the- 
shelf products, such as firewalls and anti-viruses from international vendors, or basic 
modules integrated with their products and services to provide authentication and/or 
authorisation security services. These give the indication that security is treated as a product
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not as a process which needs to be ensured and integrated everywhere. Security was not 
systematically managed and this is evident in the e-Business projects which did not involve 
information security risk management processes to identify threats, vulnerabilities and 
mitigations. Moreover, the role o f  the security engineer was missing in these projects, 
increasing the chance that security would be overlooked and come as an afterthought.
From investigating interactions with diverse stakeholders, it is clear how much they affect 
the providers’ perceptions about e-Business. On one hand, some stakeholders had a 
significant role in motivating providers to develop and invest more in e-Business. For 
instance, government initiatives to increase e-Business adoption and the increasing number 
of  clients adopting e-Business made them feel optimistic about the future o f  e-business in 
the country and motivated them to supply the market with many e-Business products and 
services. On the other hand, stakeholders had a negative impact on the providers’ security 
perceptions. For instance, the absence o f  government regulations, clients’ lack o f  security 
knowledge, and customers’ lack o f  security awareness fostered non-systematic technical 
orientation o f  the technology providers to deal with security of e-Business.
Despite the recognition o f  the importance o f  security and its effect on business and people, 
these perceptions did not encourage technology providers to look at security from any 
perspective other than a technical one. This could be explained by two reasons. First, the 
stakeholders’ current interests are not driving toward a comprehensive way o f  addressing e- 
Business security. For instance, e-Business diffusion and providing its necessary 
infrastructures seem to have higher priority on the government ICT agenda and as a result 
there are no regulations to force providers to focus more on security. Moreover, clients 
want to get the most from adopting e-Business as soon as possible, therefore, features such 
as functionality and ease o f  use are recognised at the expense o f  security. Second, the 
providers try to keep the cost associated with providing their clients with security to the 
minimum. To achieve this, they provide some basic security features and off-the-shelf 
security products that clients can buy separately. Any additional advance security 
requirements are left to the client who will be charged for them. For the same reason 
marketing and promoting security are completely ignored as they are considered costly.
Based on the above discussion, technology providers’ approaches for addressing e-Business 
security can be described using one or more o f  the following:
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■ Ad-hoc: Not based on a well defined methodology for addressing the real risks 
involved in e-Business environment.
■ Purely Technical: Based solely on providing technical solutions without 
considering the social environments where these solutions are going to be used.
■ Afterthought: In some cases security is added later, after the solution is 
experienced by end users and vulnerabilities are discovered.
These approaches, which do not recognise security as a multidimensional and continuous 
process, can negatively affect the security o f  e-Business environments and therefore, 
impact on their trustworthiness, which can only be achieved through addressing the long­
term security needs of  e-Business stakeholders. They only focus on short-term concerns of 
the stakeholders and do not contribute to raising the security awareness and knowledge 
which could have a positive impact on security.
While this analysis explored and explained how the security role o f  the technology 
providers affects and is affected by the e-Business environment in the context o f  this study, 
its findings highlighted some aspects o f  other stakeholders which need further investigation 
in order to fully understand their influence on the security o f  e-Business. Security aspects 
o f  these emerged stakeholders (e-Business organisations, customers and government) are 
analysed in the following chapters (5, 6 and 7).
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Chapter 5 : Analysing Security within e-Business Organisations
This chapter presents the findings o f  a case study which was conducted in an e-Business 
organisation, representing the second unit o f  analysis in this research.
An e-Business organisation represents by itself a complex socio-technical subsystem which 
has management, employees, information, services and infrastructure; these represent the 
internal stakeholders o f  e-Business security and have dynamic interactions with each other 
as well as with the environment. Shortcomings in any one o f  them might create security 
breaches that could affect the other components leading to compromise o f  the whole e- 
Business organisation. Therefore, understanding the security perceptions o f  the social 
components (management and employees) as well as the security requirements o f  the 
technical components (information, service and infrastructure) and how they affect each 
other is a significant step in forming a holistic understanding o f  e-Business security. 
Therefore, the research question that this unit o f  analysis seeks to answer in this 
organisation-level case study is:
How is security perceived in the context o f  e-Business organisations in the study 
environm ent? A n d  what are the implications o f  this perception?
To fulfill the quest o f  this research and to follow systematic investigation, this research 
question is divided into set o f  related sub-questions, whereby the answer to each question 
leads to the following one and sets the stage for further investigation, ultimately leading to 
comprehensive understanding o f  the problem situation. These sub-questions are formalised 
as follow:
1. How do e-Business activities emerge in the context o f  the chosen unit analysis? 
(Sections 5.1 and its subsections cover this question).
2. What are the various groups o f  stakeholders involved in e-Business security? 
(Section 5.2 covers this question by providing detailed analysis o f  the operating 
environment and various stakeholders involved in it).
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3. How do internal stakeholders perceive and interact with e-Business security? 
(Section 5.3 presents the themes which emerged related to the stakeholders’ security 
perceptions. Sections 5.4 to 5.7 provide a detailed analysis of  each o f  the previously 
identified internal stakeholders in relation to e-Business security.)
Findings from the above analysis were synthesised in order to provide answers to the 
following questions:
1. How do internal stakeholders handle e-Business security? (Section 5.8 discusses 
this issue)
2. What are the socio-technical factors which affect security in the context o f  e- 
Business organisation? (Section 5.9 discusses these factors)
An airline company which undertook major transformations to adopt e-Business has been 
chosen as the second unit o f  analysis in research. Sampling issues and data collection 
procedures related to this unit o f  analysis have been discussed previously in the research 
design presented in Chapter 3. The next section provides background information about the 
selected unit o f  analysis.
5.1 Unit of analysis background
The Royal Jordanian airline (RJ) was established in 1963 as a national carrier with a vision 
to connect Jordan with the world. The company went through privatization in 2007 when 
ownership was transferred to the private sector to become the first privatised Arab airline 
(Arab Air Carriers Organisation, 2009). The company has headquarters in Amman and a 
network covering more than 50 destinations around the world. In the last six years there has 
been a notable increase in adoption o f  information and communication systems in RJ's day- 
to-day business activities. After the invitation to join the oneworld alliance in 2005 (RJ's 
annual report, 2005), RJ undertook a number o f  projects to develop its infrastructure and 
adopt e-Business applications and as a result it is ranked by the International Air Transport 
Association (IATA) as an advanced e-commerce airline (AMEinfo, 2007). In 2007 the 
company officially joined oneworld after fulfilling the technological requirements to be 
part o f  the alliance. In the same year the company won the golden award for the best 
website of  an Arab carrier (AMEinfo, 2007).
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5.1.1 Early days o f e-Business in RJ
According to company records and meetings with senior IT staff, the use o f  electronic 
business in the company can be traced back to the 1970s when the IT department started to 
automate some o f  the company’s services. The company owned two IBM mainframe 
computers; one was installed as a production machine and the other was a backup machine. 
The production mainframe hosted all company critical applications, such as the financial 
system, cargo system, asset management system, personnel application, and insurance 
application. When the the oneworld alliance came into the picture, the mainframe could not 
meet the high speed and instant transactions required by the alliance (RJ’s annual report, 
2005). Therefore, the company moved into the client-server architecture which provided an 
efficient way to communicate with other airline companies within the alliance. The 
company obtained HP servers with Linux operating system and started by replacing the old 
financial systems with a new one brought from Lufthansa as a first step to replacing all the 
other old systems and switching off the mainframe completely. During 2002-2004 RJ 
worked on developing its communication infrastructure and increasing its network speed. 
To improve internal communication, an e-mail system was implemented and intranet made 
available to the RJ’s employees to access information related to their employment, such as 
salaries, vacations schedule and access to free tickets (RJ's annual report, 2005).
5.1.2 The em ergence of B2B and B2C e-Business in RJ
Analysing data collected from local news websites as well as the company’s annual reports 
aided our understanding o f  how e-Business activities have emerged in the company. Prior 
to 2005 the focus was on internal automation in the company, and thus very simple services 
were made available to the customers through the company’s website. For instance, 
services such as viewing flight schedules, confirming reservations and tracing shipments 
through the Cargo system became available on the Internet. In 2005 the company signed a 
formal invitation to join the oneworld airlines alliance (Jordan Embassy, 2005) in which it 
committed to fulfill the alliance’s technological requirements and work towards aligning its 
internal processes and procedures with these requirements. In 2007, in order to fulfill the 
oneworld requirement and officially enter the alliance, RJ went through a number o f  stages 
to improve and upgrade its IT, financial and administrative systems to be compatible and
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linked with those operated by other companies within the alliance. Consequently, the 
following business-to-customer services were introduced:
■ The company website was improved to include more information about flight 
schedules, travel procedures, and other information useful to customers (RJ news, 
2006a).
■ Electronic Ticketing was introduced to replace the traditional paper tickets.
■ Internet Booking Engine, which provides customers with a convenient way to 
search, book and pay for tickets over the internet.
■ Self-Service Kiosk which acts as a virtual operator for customers to self-check-in 
at the airport.
■ Royal Plus which is a frequent flyers system to deal with frequent passengers and 
improve their service. It provides Frequent Flyers with information about their 
membership and the number of  points they collect through traveling with RJ and 
other alliance members.
In addition to the previous business-to-customers services, and to meet the alliance's 
technological requirements, many systems were introduced to increase internal automation 
as well as business-to-business integration:
■ Electronic Purchasing System was introduced to allow the company to 
communicate with its suppliers electronically and carry out all purchasing 
procedures over the internet. The company signed an agreement with Tejari, a B2B 
marketplace, in order to provide complete e-procurement services, which make it 
possible for RJ's various departments to send electronic purchase orders to the 
responsible section for electronic approval, and then send them to the supplier (RJ 
news, 2006b).
■ E-M anagem ent o f Revenue was introduced to help the company to optimise its 
profits. The system enables company to take future decision regarding travel 
classes, ticket pricing strategies, seat availability, ideal distribution o f  seats and 
prices in an optimum way (RJ's annual report, 2006).
■ Revenue Accounting System was introduced to meet the alliance requirement for 
the electronic exchange o f  information between the members o f  oneworld as well as 
IATA members. It provides a more efficient way for managing and controlling
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financial transactions. The system automates tickets sales and optimises the revenue
accounting process (RJ news, 2006c).
Joining oneworld was considered as a turning point and the biggest achievement in RJ’s 
history, as it was indicated doing so would have significant advantages for RJ (RJ annual 
report 2005). However, this massive technological transformation that the company 
undertook in a very short time4 was not without security implications which manifested 
themselves in different social and technical aspects associated with the company’s 
approaches to address e-Business security. From the study analysis it became apparent that 
security was not an integral part o f  the e-Business adoption process. At the strategic level it 
was not part o f  the organisation’s plan to achieve its goals. At the operational level, some 
instances o f  the study showed that e-Business security was addressed in an ad-hoc manner 
based on purely technical controls. Aspects o f  the company’s way o f  handling e-Business 
security and the factors affecting its particular approach will be explored as the discussion 
o f  the remaining emerged themes proceeds.
5.1.3 Organisational Structure and Security Function
Reviewing the organisational structure, roles and responsibilities through analysing the 
company’s organisational chart and annual reports can provide useful information to 
explore many points related to the overall approach for addressing security in e-Business 
organisation, such as having security as part o f  the business strategy, management 
commitment, and support for information security in the organisation. RJ has a hierarchal- 
functional organisational structure with Chairman, President/Chief Executive Officer 
(CEO) and a board o f  directors. The CEO has a number o f  Vice Presidents (VPs) who are 
responsible for the various company sectors such as marketing, corporate finance, and 
technical sectors. Under each VP there are Heads o f  Department responsible for specific 
departments such as Information Technology (IT), Human Resources (HR) and finance. 
Departments are organised into sections/divisions which perform specific functions. Each 
section has its own manager who reports to the head o f  the department. Figure 5.1 shows 
part o f  the company’s organisational chart (for simplicity, just a few sections and
4 According to the Oneworld managing partner John McCulloch the implementation of the necessary 
changes was "quicker and more efficiently that we had ever expected":
http://www.flightglobal.com /articles/2007/04/05/213076/m aiali-steering-roval-iordanian-into-
oneworld.htm l
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departments are shown). Reviewing the company’s organisational structure and its annual 
reports, including strategy, mission, and vision, did not provide any evidence to claim that 
security was incorporated with the company business strategy or that it was perceived as a 
top management responsibility. Based on the previous data sources and interviews which 
were conducted with individuals from different organisational levels, the following 
observations were made:
1. The Role o f the C hief information officer (CIO): Prior to 2006, the 
company’s organisational structure did not include the CIO role3. There was a 
head o f  the IT department who represented a contact point between higher 
management and the IT operational management. The CIO role appeared in the 
2006 company organisational chart as a result o f  the number o f  organisational 
and technological transformations that the company undertook to fulfill the 
requirements for joining the oneworld alliance. The CIO coordinates interaction 
between top management and information technology management. CIO 
responsibilities include interpreting the top management strategy to the IT 
operational management, aligning IT projects with business objectives and other 
general management duties such as managing resources, budgets, and people in 
the IT department. No evidence from primary or secondary data has been found 
to support the idea that the CIO shares responsibility or is accountable for the 
information security in the organisation. The IT department, which was 
traditionally responsible for anything to do with the information and 
communication infrastructure, including information security, was divided into 
a number o f  sections, as show in Figure 5.2. From the study it became apparent 
that security related tasks were performed by the technical support section. 
These include configuring firewalls, access control for databases and operating 
systems, and reviewing the specifications o f  the new applications that the 
company intended to purchase. These tasks were performed by the technical 
support team in addition to many other technical tasks they performed in 
relation to the company’s IT infrastructure. After 2006, a new division within 
the technical support section was established to be responsible for information 
security in the company. Also, the role o f  Chief Security Officer (CSO) was
5Based on reviewing the organisational charts in the company's 2002-2006 annual reports.
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introduced as a position for the person who will lead the information security 
division.
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Figure 5.1: Part o f the company organisational structure (adopted from the 
company organisational chart shown in 2006 annual report).
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Figure 5.2: The IT departm ent structure
It became clear that with the adoption o f  many e-Business applications
combined with increased complexity o f  the IT infrastructure, outsourcing
requirements, and emergence o f  new security threats, the technical support
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section started to feel that they should have a dedicated team to take on the 
responsibility for security:
“In the legacy systems we were using a mainframe. That’s why security wasn ’t a 
problem. Access was very restricted. The security threats started when we started to 
sell e-tickets. Because this means you need to give external access to the database. In 
addition to that the ticketing systems were hosted in a third party, therefore, we needed 
to agree with the third party on the security o f such systems ”.
Introducing the security division at a later stage gives an example o f  reactive 
management which in fact did not help the security team and increased the 
complexity o f  its task in the company:
“As you know security cannot come at once, we have many systems and we cannot 
control it in few weeks. It takes about one month to review the security o f a single 
system, so imagine if  you are going to review all RJ's systems. We came at the time 
when all the systems in RJ were well established”.
2. The Role o f Information Security Officers (CSO): The CSO is a newly 
established role to lead the information security division which has been 
established as part o f  the technical support section to be in charge o f  information 
security in RJ. After adopting e-Business applications and providing the 
customers with many electronic services, security issues started to surface more 
than at any time previously. One o f  the notable security issues, which caught the 
attention o f  everyone in the company, was the online fraud which appeared 
when the company started to accept online payment using credit cards:
“We were surprised when we saw> the first fraud cases and we were wondering how this 
could happen. So we started to look for solutions and we have asked the airport 
stations to check the identity o f people who paid through credit cards 
Such security issues combined with some compliance pressures from external 
stakeholders represented by the online payment provider, acquirer, and 
customer’s banks, created some kind o f  awareness o f  the need to have a 
dedicated security team to help the company to improve its security. These 
stakeholders were pushing for implementing security standards such as the 
Payment Card Industry (PCI) standard to ensure secure transmission, 
processing, and storage of  the financial information associated with online
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transactions. According to the Information Security officer (CSO), these were 
the reasons for establishing the information security division:
“At the time we started to provide e-service they had to comply with standards such as 
PCI and RJ started to think how this can he achieved? Therefore, our section has been 
established to take the responsibility o f supporting RJ in the security standards 
compliance. The connectivity between our systems which are distributed in different 
countries was an issue. All this made RJ think about security
A number o f  tasks have been assigned to the CSO and his small team; these 
include: reviewing security standards to see how they can help the company; 
reviewing the security o f  the current system; and preparing a security policy 
draft, which was not in place at the time o f  this field study.
3. The Role o f the Information Security Committee: During the field study 
there was talk about establishing an information security committee. During 
interviews with a number of  management level participants from both IT and 
business sides, it was stated that the company was on the way to establishing 
this committee, which will include members from IT, legal and human resources 
departments. However, the responsibilities o f  the committee's members and how 
they will interact in relation to information security were not clear. From the 
study analysis it became apparent that many departments in the company were 
not supportive o f  previous security initiatives. For instance, although a draft of 
the information security policy was ready six months ago, it was stated that the 
technical support section was the only section which showed interest in getting 
this policy ready. This could justify the need for such a committee; however, it 
was stated that without giving this committee the power o f  decision making and 
top management support it was unlikely to be effective.
5.2 Operating Environment and Identification of Security Stakeholders
The adoption o f  E-Business has changed they way o f  doing business in the company, and 
many organisational and technological changes have been noticed in the course o f  the last 
five years. As discussed previously, many e-Business applications have been introduced 
covering all e-Business modes including B2C, B2B, and internal automation. At an 
organisational level, new functions and sections have been introduced, such as e-Business 
and e-Marketing sections, to cover the new business areas. Additional channels became
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available for the customers to get company services, including e-mail, call centre and the 
company’s website. Moreover, the company started to deal with a large number o f  external 
third parties including suppliers, technology providers, banks, and international bodies. All 
these changes made the company’s operational environment more complex than at any time 
before. The number o f  interactions increased as well as the number o f  stakeholders 
involved in these interactions.
However, these changes had implications for security and increased the number o f  
stakeholders who could affect or be affected by the security o f  e-Business. From the field 
study notes and interviews with participants from different departments, the researcher was 
able to construct Figure 5.3, which shows the company’s e-Business environment and the 
different stakeholders and their interrelationships. Using a real scenario from the case 
study, it was possible to identify a wide range o f  internal and external stakeholders and 
their interrelationships. The scenario is presented below.
Stakeholder identification scenario: e-Comnierce and the em ergence of online fraud
In 2006 the company introduced e-Ticketing. It was stated that this would be more 
convenient for custom ers and it would speed up their travelling procedures, According to 
the company’s 2006 annual report, introducing paperless ticketing was in line with the 
International A ir  Transport Association (IATA) regulations which banned the use of  
paper tickets in 2007. This was one step in the process o f  adopting e-Business. To fulfil the 
requirements o f  joining the oneworld alliance the company had to upgrade many o f  its 
systems to conform with the systems used by members of  the alliance. In order to speed up 
the adoption process and meet the looming deadline for joining the alliance, many of  these 
systems have been purchased and hosted with th ird parties services providers. For 
instance, the Internet Booking Engine (IBE) and the company website were externally 
hosted. During the implementation o f  these new e-commerce applications, the company 
had only a short time in which to get an e-paym ent service provider to be integrated with 
the IBE. One o f  the participants stated that “there wasn’t time and they had to buy the systems 
as soon as possible... They got a payment gateway called PayPal and what was surprising is that 
PayPal has many problems” . One o f  these problems was the lack o f  a fraud screening 
mechanism, which later had security implications for the company’s e-Business. As was the 
case in most of  the new systems, the IT  departm ent was involved in the process of
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selecting the e-payment provider. As a result the company’s website was upgraded with all 
the new services and the responsibility o f  managing its contents was given to the e- 
M arketing section , which was also responsible for communications with online customers. 
E-Marketing staff used to refer to the legal departm ent to review anything they wanted to 
publish on the website, especially the privacy policy.
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Figure 5.3: Operating Environm ent and Security Stakeholders (constructed by the 
researcher based on field notes and interviews with different stakeholders).
When custom ers started to use the IBE and pay over the internet using credit cards, the 
company started to notice an increase in the chargeback claims which were the result o f  
online fraud. The chargeback claims were sent by the banks on behalf o f  the customers 
who denied purchasing online tickets using their credit cards. Because the company was 
unaware o f  this kind o f  threat, there was no protection mechanism in place and no 
information was collected to prove whether the customer who submitted the chargeback 
was a genuine customer or not. Hence, the company could not reject these chargeback
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claims and its acquirer bank refunded those customers. The lack o f  knowledge about such a 
security threat was clear in many participants’ interviews, for instance, the key participants 
from the financial department described it by saying:
"We were surprised when we saw the first fraud cases and we were wondering how this can 
happen. So we started to look for solutions and we have asked the airport stations to check 
the identity o f people who paid through credit cards ”.
Because the company was new in the field and it was the first time it experienced such a 
problem, it got back to the e-paym enl service providers and found that it could use a fraud 
screening tool, which in fact was very primitive and depended on daily retrieval of 
transaction information from the IBE and the payment gateway.
An employee (fraud monitoring agent) in the finan ce departm ent was responsible for 
monitoring this information: that is, to check if there was any suspicious transaction which 
could be fraudulent. Once such a transaction was found, the fraud agent sent an email to 
another employee  in the e-Ticketing section  who then sent an e-mail to the check-in  
stations in the airport to suspend the ticket. To increase security, employees at the check-in  
stations were required to check the customers’ credit cards and collect the cardholder 
information to make it available to the credit card section  which could use this information 
to reject the chargeback claims. At the beginning o f  adoption, the number o f  transactions 
was very small and it was easy for the fraud monitoring agent to check these few 
transactions. When the number o f  online customers started to grow it became very difficult 
to check all the transactions and the chance o f  human error, as the process was partially 
manual, increased. A responsible employee commented on that by saying:
“As you see it is very slow and there is huge number o f transactions. It is very difficult for 
me to look at all these transactions in this manual way. Previously, there were few  
transactions and it was possible to me to go through all o f them ”.
This also demonstrates how usability (or complexity) o f  the security tool can negatively 
affect the security o f  the system needing to be protected. Additionally, in many cases the 
credit card section failed to provide the bank with any evidence to reject the chargeback 
claims simply because the employee at the check-in counter did not collect the credit card 
information. Thus, staff negligence was another reason the effect o f  online fraud increased.
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The company took some time to realise that it was unable to prevent the complex problem 
which was underestimated by both IT  and Business m anagements who thought that the 
problem could be solved by a simple technical solution. When the management felt how 
much more serious the problem was, and the company encountered significant financial 
losses because o f  the online fraud, the IT  departm ent as well as the e-Business section  
were requested to look for an alternative solution. The implications o f  online fraud were 
clear in many participants’ responses. One of  the participants stated that, “ 77// now the 
company is suffering from security problem. It is suffering from the credit card fraud. There are 
many chargeback cases. We lose money because o f such chargeback and fraud cases”. During the 
field study, it became apparent that company is looking for a new e-payment provider who 
will be liable and responsible for monitoring online fraud. This was considered as new 
management style to deal with security. As one o f  the technical managers commented:
“In this way I think we can eliminate the risk by moving it from our side to the third party 
side. We were more reactive in fighting the fraud cases but now we are trying to be more 
proactive ” ,
However, it was noticed that this affected managers’ perceived responsibility toward e- 
Business security. Dumping security responsibility on the provider’s side appeared in many 
managers’ interviews. For instance one o f  the business managers stated that the “IT
department have nothing to do with the credit cards fraud... as e-services is hosted externally'. This 
also was clear in another comment made by one of  the IT managers:
“ /  told you I don't care about the security o f my e-Business because it is ensured by 
somebody else. I  have services providers who take the responsibility o f ensuring security so 
that's it” ,
Other stakeholders identified during the field study were internal auditors and 
government. According to participants from the IT department, there was no password 
creation procedure or mechanism to force the staff to change their passwords until the 
internal auditors requested IT to force employees to change their passwords periodically. 
Additionally, it was clear from the study that governm ent and national regulatory bodies 
are not meeting the expectations o f  the private sector in respect o f  e-Business. Many 
participants stated that the government is still far away and not fulfilling it responsibility to 
protect both business and customers:
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“I  think government is far away in respect to security. And this is the reason why there is a 
delay in regulation... It is vague no regulation or guideline to clarify that. I don't see any 
thing from the government side in relation to security. Nobody checks i f  the business 
capable from the security point o f view to do business over the internet
From the previous scenario, multiple stakeholders have been identified. These stakeholders 
have been classified into Internal stakeholders and External stakeholders (see Table 
5.1). As this case study focus on exploring security perceptions in e-Business organisations, 
the identification o f  internal stakeholders was a very important step and a prerequisite for 
analysing these perceptions. The external stakeholders represent other units o f  analysis in 
this research which are covered in other chapters. However, considering all the stakeholders 
and searching for any evidence to understand their security roles and interactions is 
important in every unit o f  analysis to allow the researcher to construct a bigger picture o f  e- 
Business security.
Table 5.1: Internal and external security stakeholders.
Internal stakeholders Exam ples
Top Management CEO and board o f  directors
Information Technology (IT) Management CIO, CSO, development and technical support managers and other IT managers
Business Units Management Different units mangers: e-Business, HR, Credit C ards...etc.
IT staff Admins, technicians, program m ers, network engineers...etc.
Non-IT staff S taff from sections such as m arketing, finance, customer services and check-in counters.
Other internal stakeholders
Legal advisors who review the privacy policy and 
Internal Auditors who some time request increasing the 
security o f the financial systems.
External stakeholders
Customers Online customers who use the company online services.
Services providers Providers who provide services such as e-paym ent, hosting and e-Business applications.
International bodies IATA and oneworld alliance.
Government
several governmental and regulatory departm ents that 
need to be involved and fulfil their responsibilities toward 
e-Business
To get more insight into the different security stakeholders and to fu lfil  the quest o f  this 
study to explore security in e-Business organisations, the internal stakeholders’ perceptions 
have been explored and presented in the following section.
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5.3 Analysis of the Internal Stakeholders’ Security Perceptions
After identifying the company stakeholders, it was necessary to analyse the internal 
stakeholders’ perceptions o f  e-Business security, as this study seeks to explore how e- 
Business security is perceived by these stakeholders, what affects these perceptions, and 
what the implications are for e-Business security. To explore security perceptions, many 
overarching topics covering e-Business and information security aspects were discussed 
with the study participants who were from different stakeholder groups. From the analysis 
o f  these interviews, a large number o f  themes emerged covering the different stakeholders’ 
views regarding e-Business security in the study context. These have been compared, 
refined, grouped and classified into eleven themes and two general categories. See Figure 
5.4.
Stakeholder
IT Management
Business Units 
Management
IT staff
Non-IT staff
4
Perception category Emergenttheme
Adoption Incentives
E-Business perceptions Adoption Barriers
Critical Success Factors
Understanding e-B usiness security
Security Threats
Security Responsibility
Security perceptions Security Requirem entsSecurity Techniques & Design issues
Security Training & Aw areness
Top M anagem ent Contribution to Security  
Promoting Security to Custom ers
Figure 5.4: Themes which emerged from analysing the internal stakeholders’
perceptions.
The discussion that now follows has been subdivided into four sections reflecting the four
stakeholders: section 5.4 presents technology management’s perceptions; section 5.5
presents business management’s perceptions; section 5.6 presents IT s ta f fs  perceptions and
section 5.7 presents non-IT s ta f fs  perceptions.
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5.4 Views of Technology Management
To explore security perceptions and interests o f  this group of stakeholders, individuals 
holding management positions related to managing the company ICT infrastructure were 
interviewed. Details o f  their positions are shown in Table 1, Section 2.1. The researcher 
followed the case study protocol which was designed to cover the different dimensions of 
the problem area. Accordingly, technology managers were asked many questions to reveal 
how they perceive and deal with e-Business security. To ensure that participants were not 
influenced by the researcher's perspective or by the way of  constructing the questions 
(which could lead them to provide a specific answer which might not reflect their real 
perceptions), the researcher started with questions not explicitly asking about security. For 
instance, participants were asked about what motivated them to adopt e-Business, what 
issues faced them during the adoption process, or the issues that they believe surround e- 
Business, and what they think are the critical factors necessary for successful e-Business. 
During the discussion o f  these topics, participants were probed to clarify some o f  the points 
which could lead to exploring some security perceptions. After that, the researcher started 
to ask more specific security questions which touched on the different aspects o f  e-Business 
security. As shown in Figure 5.4, many themes emerged depicting technology management 
perceptions about e-Business and security. These are presented below.
5.4.1 Adoption of e-Business: perceptions
Three themes emerged covering important e-Business aspects: adoption incentives, 
adoption barriers and critical success factors. These formed the category o f  perceptions of 
e-Business adoption.
Adoption incentives
From analyzing the technology management responses it became apparent that there were a 
number o f  driving forces that motivated the company to adopt e-Business in many o f  its 
business aspects as discussed previously. During the discussion many reasons were 
identified as adoption incentives. For instance customer satisfaction was mentioned by 
most o f  the participants in terms such as “making customer procedures as easy as possible”, 
“providing the customer with good and convenient services”, “ instant communication with 
customers”, and “providing them with all the possible technologies that satisfy them ” :
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“Currently we try to improve our systems as well as getting some new systems in order to support 
the customers and provide them with convenient e-services. Now we have internet booking engine 
and self-service. We are willing to provide anything to our customers given that it will create 
customer satisfaction and reduce our overheads
Competition and dynamic business environment is another reason which was identified by 
the respondents to encourage the company to adopt e-Business as a mechanism which 
would give the company power to keep pace with changing demands and high competition 
in the business environment. One o f  the key participants argued that 'Nowadays you don’t 
have the choice o f not having e-Business. We are in very dynamic environment and there is a high 
competition in this environment where you need a very fast reaction”. Improving business 
performance, increasing accuracy by reducing human intervention and generating 
revenues were other adoption incentives stated by respondents. However, reviewing 
company annual reports and observing its e-Business transformation process revealed that 
the most important adoption incentive was from  an external stakeholder represented by an 
international airlines alliance - oneworld. Joining the alliance was considered to be a 
turning point and the biggest achievement in the history o f  RJ, as it is indicated to have 
significant advantages such as image, competitiveness, and number o f  passengers. This also 
evident in the answers o f  some respondents who stated that joining the alliance motivated 
them to change business practices and introduce many online systems to fulfill oneworld's 
requirements. In one argument it was stated that “/« order to be able to communicate with these 
large companies you should have e-Business. So the integration is very important because we have 
many inter-transactions”. Another participant clearly mentioned that by saying:
“One o f the important requirements to be able to join the OneWorld was to change our way o f 
doing business to meet the One World standard. So we had to change four main systems in RJA and 
to connect these 4 systems to other airlines companies. Within 13 month we were able to 
accomplish all the transformation”.
In 2005 the company signed a formal invitation to join oneworld and started the 
transformation process to fulfill the alliance’s organisational and technological 
requirements as soon as possible in order to be able to meet the looming deadline, which 
was set to be the beginning o f  2007.
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Adoption barriers
From the technology managers’ responses it was clear that the adoption process was not 
smooth; technical and social difficulties were experienced by the company. According to 
them the first issue was related to interfacing with the company legacy systems. As 
discussed previously, the company's computing power was based on the mainframe 
computer which hosted all the company’s data and applications. At the beginning o f  the e- 
Business adoption process, which was very notable after signing the oneworld invitation, 
the company tried to integrate its legacy systems with the newly introduced ones. For 
several reasons identified by the participant this integration failed to work properly and 
delayed the company’s adoption o f  e-Business:
“The most important obstacle we faced was the interfacing. There were legacy systems and the 
interfacing with them is not an easy task. This obstacle delayed us from utilizing e-Business ”.
The mainframe could not meet the high speed and instant transactions required by the 
alliance. Therefore, the company moved into the client-server architecture which provides 
an efficient way to communicate with the other airlines companies within the alliance. 
Other stated issues such as lack o f  accuracy and absence o f  business process in the legacy 
system made the interfacing a very complicated task. Therefore, the company found itself 
in a situation where it needed to replace many of  its old systems which were customised to 
suit RJ’s internal requirements without considering the requirements o f  other external 
stakeholders:
"One o f the problems that all our previous systems were customised to suit the RJ internal rules 
and requirements without consider any external organisation such as IA TA or oneworld. When we 
moved to online business we had to comply with their regulations and any system we buy should 
comply as well. This changed the way o f doing business in many departments ”.
For technology management, introducing e-Business applications implied new business
practices which were not necessarily the same as the old way of  doing business in RJ.
However, it is mentioned that many business unit managers and employees resisted
changing their way of  doing business and in some cases several customizations have been
requested on some applications, not to improve business practices or meet standards but to
meet the traditional way of  doing business. Participants believed that I T ’s lack o f  power to
force changes increased the effect o f  staff resistance to change. The process o f  introducing
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a new system or business practices was not approved by the unit manager until the top 
management became involved and discussed the matter to get it approved. According to the 
respondents this process usually took time and delayed the adoption process:
"Employees resisted these changes and wanted the systems to be customised to meet their old way 
o f doing their job. In IT department, we don't have the power to force any procedures or changes 
that why the process take time until the top management discuss the matter with the other 
department manger to get the new things approved ”.
Other external barriers emerged from their responses related to customers’ culture which is 
not ready yet for e-Business. Cultural barriers such as awareness of e-Business and lack of 
trust prevented RJ from fully benefiting from some o f  it e-services. For instance, the lack of 
awareness and trust in the self-check-in kiosk prevented many customers from utilizing this 
service and forced RJ to assign someone to encourage customers and provide them with 
guidance to use the supposed self-service. Security was only mentioned by the Chief 
Security Officer (CSO) who stated that the information security section had been 
established to help RJ comply with security requirements and standards. This gives some 
indication that security is perceived as a barrier; however, it does not prove that it was 
properly addressed before or during the transformation process, as will be discussed later.
Critical success factors
After exploring the reasons which encouraged the company to move into the e-Business 
environment and the issues which hindered the adoption process, we now start to explore 
the perceived critical success factor for e-Business in RJ. Flaving security rarely mentioned 
as a barrier in the previous theme, and before asking the technology management explicitly 
about security o f  e-Business, it was difficult to judge whether or not security received 
enough attention from the beginning o f  the adoption process. Therefore, the question about 
critical success factors was another attempt to explore this point. Some respondents 
regarded e-Business strategy which clearly defines the company vision, goals and 
objectives regarding e-Business, as an important factor for successful e-Business, as it was 
stated that “e-Business need clear management vision about what they really want from adopting 
e-Business”. Also, ‘’skilledem ployees” who are equipped with training and adaptable to any 
business change were considered as a critical success factor. Other factors such as customer 
relationship management, ease o f  use, business process reengineering and strong
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infrastructure were mentioned by participants. Security appeared once in the respondents' 
answers. However, another single security aspect was regarded as a critical success factor. 
This appeared in the answers o f  some participants, who mentioned that “having the 
information accurate and updated is very important for successful e-Business”. Accuracy can be 
mapped to the integrity aspect o f  e-Business security.
5.4.2 Security perceptions
After discussing the previous topics with technology managers, it was necessary to explore 
in depth their understanding o f  e-Business security and its related issues, such as the 
meaning o f  security, security threats, and responsibility. Also it was necessary to explore 
how security is addressed in day-to-day business activities, therefore, questions continued 
to cover issues that are related to top management’s involvement in e-Business security. 
Themes which emerged are presented below. The discussion o f the perceptions follows in 
headings that reflect the themes which emerged, as labelled in Figure 5.4.
Understanding e-Business security
To exploring how technology management perceived security, participants were asked 
what e-Business security meant for them and how they dealt with it in their business 
environment. It was clear that there is a common appreciation for security, but what was 
interesting is the wide range o f  answers and how security means different things to different 
people in the same working environment. For instance, some participants perceived that 
security is only related to the financial transactions in which money is directly involved 
and there is a need to protect financial information integrity and prevent any attempt at 
fraud:
“As e-Business it means conducting business over the internet and its security I think it is related to 
the financial transactions and using the credit cards”.
For others, e-Business security meant preventing company information from being 
disclosed to competitors or penetrators; it seemed only the information confidentiality 
aspect was understood by them. The need for physical security mechanisms such as 
cameras and door access controls seemed understood by most o f  the respondents; however, 
it was stated that physical access control was not in place in some sites until incidents 
which disrupted the business had been reported there:
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“In one case one o f the cleaning staff slept in the main tower and while he was sleeping he pulled a 
main cable and switched off all the airport and it took more than tM>o hours to figure out the reason 
behind that. So physical security is important”.
This gives the indication that security was overlooked in many business areas. Despite the 
fact the security issue in the computing environment is by no means new, it was stated the 
security was not problem and it only emerged when the company decided to go online:
“Previously we were using modems with speed o f 1200 bps and all the systems were terminal 
emulation and everything was closed. There were no threats at that time... When our PC network 
started to grow and we got connected to the internet things became more complicated from the 
security point o f view ”.
According to them, the previous systems were closed and less complex, hence security was 
not a big deal. Moreover, it was believed that these emergent security problems could be 
solved technically by implementation o f  required third party solutions. However, it was 
stated that security is a complex, time consuming process and costly. Although some 
respondents considered products come secure from the vendors who take care o f  their 
security, other believed that vendors do not pay that much attention to software security. 
Few participants were able to show comprehensive understanding o f  e-Business security, 
believing that security is both technical and people issue and involves different parties such 
as customers, suppliers and business who need to be considered when addressing security. 
For instance, it was stated that “You have to make sure that your customers and suppliers are 
secure as much as you are secure, it is both interest”, another participants argued that “e- 
commerce security is about encryption, digital certificates, payment gateway ...etc. this is the 
technical side. Inside the company it is related to the people”.
Security threats
Security threats which come from outside the company boundary, such as “network
penetration, online fraud, viruses and natural disasters ” were the ones most cited by
respondents. Some o f  these external threats had been experienced by the company in the
past during the early days o f  deploying the internet in RJ. Some technology managers still
remember when the “Code R ed” worm hit the company network and how difficult it was
for the IT department to isolate and solve the problem which took several days. It was
stated that the lesson learned from this incident is that the company should have a strong
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and updated anti-virus system. After this incident several changes were made to the 
network architecture to keep the network available even if some o f  its parts might get 
infected. Another external threat the company is still suffering from is the online fraud 
which emerged when the company started to sell over the internet. After the company tried 
to prevent fraud cases it realised how complex this is, and that their internal controls and 
experience were not sufficient to thwart online fraud. Therefore, it started to look for a new 
online payment gateway which would be completely responsible and liable for fraud cases. 
Inside threats seem to have been underestimated by the technology managers as the whole 
focus was only on the previously-mentioned threats. Although some o f  them believe that 
there is a need to “build the employees security knowledge and they should understand its value”, 
respondents did not mention risk from internal staff as one o f  the main security threats that 
could affect the company.
Security responsibility & reference source
From the participant answers it became clear that security is perceived as an IT  
responsibility and this is widely accepted by most o f  the technology managers. This 
perception also seemed to be fostered by the technical orientation toward security:
‘7  think IT department is responsible for that since all the security solutions and products come 
from the IT department.,'>
This perception o f  responsibility for security shows the technical orientation o f  many IT 
managers who believed that security is merely a technical matter which only the IT 
department could take care of. Few considered responsibility for security as a shared 
responsibility in the charge o f  everyone in the company. For instance, one participant 
argued that “everybody, from the cleaning staff to the CIO is responsible for security. The 
responsibilities may differ but everybody is re sp o n s ib le However, inconsistency started to 
appear when respondents were asked about the source o f  reference regarding what is 
allowed or not in relation to information processing in the company. Responses varied and 
included referring to the technical support section and human resources department. Yet 
some of  them gave no clear answer. Others stated that "each department has its own 
reference”. It became clear from the analysis that the absence o f  a security policy, which left 
security subject to personal judgment, affected perceived responsibility toward security:
11 4
“Many people don't know what their responsibility is since there is no policy in the company 
defining that...So how do you expect me to punish or report any abuse or whatever related to 
security”.
Security requirem ents
Prior to joining the alliance and the adoption o f  e-Business, RJ depended on the in-house IT 
development team to develop its applications. Participants described some o f  the 
development stages such as design, implementation, and testing, and it was clear that 
different internal stakeholders, especially end users, were involved in this process to ensure 
the system would succeed. However, it seems functionality and design requirements were 
the main reason behind involving the other stakeholders. Security requirements were 
limited to specifying users' roles in the system in order to create an access control 
mechanisms:
“Usually we consider the system requirement when we design any system. We look w>ho is going to 
use it and what are the privileges s/he needs”.
Participants argued that in-house development was not an easy process, requiring resources, 
time, and effort in addition to the difficulty o f  meeting deadlines. It was stated that when 
the company began the adoption process and started fulfilling the technological 
requirements o f  the alliance, the in-house development was not capable o f  meeting the new 
demands which needed to be done in a very short time. Therefore, the company decided to 
use third party products and the development team started to act as facilitators for vendors 
who came to implement their solutions in RJ. In both the current and previous situations, 
the technical support section - in addition to many other duties - was in charge o f  the 
technical security requirements such as access control and authentication mechanisms. 
However, the company has recently established an information security section within the 
technical support section to be responsible for information security in RJ. However, the role 
of  the security team, which has only two members, was not clear to many in IT as it was 
not involved in e-Business projects which were already in place when this security team 
came to the picture:
“Actually we have CSO role which has been established recently but still we don't know’ exactly how 
he can help in our e-Business projects. Usually the product manager involves in the whole process 
in collaboration with the vendor”.
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Security techniques and design issues
When we asked the development team about applying secure programming techniques and 
reviewing the code for security purpose, the answer was that “the development team doesn 7 
have an idea about that and there are not enough senior programmers to do the code review”. 
Regarding the company website, which is the first contact point for online customers, there 
were limited technical security features (e.g. SSL) which are not enough to secure e- 
Business or make customers feel secure while using the company website. From reviewing 
the website, there is no evidence o f  using trusted third party logos or security messages to 
inform the user about the level o f  site security. Also, it was found that there was no input 
validation for the information that the customer may enter in the website, which could 
cause security problems for both customer and company. When participants were asked 
about that, it was stated that the IT department is only responsible for the functionality of 
the website; design and contents are the responsibility o f  the marketing team who decide 
what to put on it and how it will look:
“We have the technical support section which provides us with all the technical details related to 
the security. We just provide the functionality and as appearance it is the responsibility o f the 
commercial section ”.
Also, it was clear that there was no collaboration between the IT department and the 
commercial section to improve e-Business security. One o f  the technical managers stated, 
“They [commercial section] decide what they will tell the customer. We don't have any say in the 
commercial things”.
S ta ff security training & awareness
Many participants emphasised the need for raising security awareness o f  the staff and 
building their security knowledge. Many incidents, related to passwords and e-mail 
security, were mentioned to demonstrate how employees’ lack o f  awareness could cause 
security breaches. For instance, it was stated that “employees shout their password over their 
desk partitions. Many employees don't know how much it is dangerous”. While there were few 
respondents who believed RJ staff are aware about security, during the study it became 
apparent that there was no security awareness training in place. However, it was claimed 
that security awareness initiatives were proposed by the IT department a long time ago, but
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nobody from the business management and the human resources department gave them any 
attention or support because they were busy with other things and -  from their point of 
view -  did not want to waste the time. In term of specialised technical security training for 
the IT staff, nothing seemed to be offered except the providers’ workshop and training 
which is tailored around particular products and may not focus deeply on security. 
However, IT managers argued that the situation has been changed for the better and they 
are going to implement a security awareness program in the near future.
Top m anagement contribution to security
One o f  the topics discussed with the IT managers was how top management could 
contribute to e-Business security. In general the top management was perceived as 
supportive: however, in one instance it was stated that it might not be fully aware about the 
concept o f  e-Business security and it was the responsibility o f  technology management to 
introduce the concept and raise the security awareness o f  top management:
“Let’s talk about the situation in general. When it comes to the information we don '( have a culture 
that respects information privacy. My role is to build awareness regarding this especially to the 
board o f executives. So we as IT mangers try to introduce the concept to them”.
Some respondents argued that security is not part o f  the company strategy or the decision 
making process and this is because top management values functionality over security and 
it could be busy with other priorities:
“Till now I couldn't refuse any product because it is not highly secured. They [Top management] 
al\\>ays put the functionality in the front ...Security is not part o f the decision making”.
One of  the points that arose from discussion was the need to empower the IT section, and 
this is one o f  the things that top management needs to address to enable IT to improve 
security. In many instances the IT managers stated that they were unable to introduce 
changes because of  the lack o f  leadership and because decision-making powers have been 
given to business managers who are not aware of  security. The effect o f  the top 
management was clear as many o f  the tensions between IT and business were not resolved 
until top management intervened. In addition to IT  empowerment, respondents suggested 
other points to increase top management’s contribution to security; these included 
enforcing security rules and regulations’, getting the other departments involved in security
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by creating a security committee which included a member from each department; defining 
a clear role o f  the newly established security section; and providing it with all the required 
resources.
5.5 Business M anagement Views
In addition to the previous group o f  stakeholders, a group o f  key participants holding 
management positions in the business area were interviewed in order to explore their 
perceptions o f  e-Business security. Similar topics were discussed with this group of 
stakeholders in order to compare them with the other internal stakeholders; however, the 
researcher tried to avoid deep technical probes which were not appropriate for business 
managers. Participants were from e-Business, Finance and Human Resource sections.
5.5.1 Adoption of e-Business: perceptions
In terms o f  e-Business adoption incentives, conformity was found between business 
management and the IT management, as similar reasons for adoption, such as customer 
satisfaction, reducing costs, and improving business performance, were mentioned. 
However, a significant difference can be seen in relation to the perceived issues and 
barriers during the adoption process. In contrast to the IT managers, the business managers 
argued that the transformation process was very smooth without any internal issues. The 
only perceived barriers were external, relating to online fraud and a customer culture that 
did not encourage the use o f  credit cards:
“Another thing which is in fact a worldwide obstacle is the online fraud. Now we will change to 
another payment gateway which provides more option for fraud screening”.
An additional external barrier mentioned by participants was “the culture that doesn't 
encourage people to use their credit cards to buy tickets over the internet” . Thus, customer's e- 
Business awareness was the only perceived critical success factor. From the e-Business 
point o f  view, only one aspect relating to e-Business security has emerged from the first 
part o f  the interviews. This aspect was related to online fraud which was perceived as 
external threat.
5.5.2 Security perceptions
Other security perceptions started to emerge when questions explicitly started to focus on e- 
Business security. These perceptions are presented below.
Understanding e-Business security
In the context of  B2C, security seemed to be understood by business managers only in 
relation to online fraud, where there is a need for protection mechanisms to prevent this 
threat, which causes direct financial losses. For instance, when asked about e-Business 
security, it was stated that “zY means to reduce the fraud through use o f security applications”. 
Internally, information confidentiality was the only perceived security aspect as it was 
stated that disclosing some financial information can harm the company. In general, the 
idea that security can simply be solved by deploying technical solutions was presumed by 
business management.
Security threats
Participants showed awareness o f  online fraud as a security threat for the company's e- 
Business. However, it was clear from their responses that this perception was obtained after 
this threat had been experienced many times. Consequently, the company decided to move 
to another e-payment provider who would provide extra security measures to reduce cases 
o f  fraud:
“As I told you we will move to another payment provider which has more fraud screening and 
authentication requirements. This is the only thing that we can do. We do some follow> up for the 
suspicious cases. Daily we report about 20-30 suspicious transactions and we suspend many 
tickets. This is the maximum we can do
Inconsistency was observed between business managers in relation to the perceived internal 
threats. While some of  them believed that the internal business environment is secure and 
they need not worry about it, other participants argued that there is a threat from the 
employees who may exploit their privileges in a way that will harm the company. For 
instant it was argued that '"‘'there is threat from the employee who knows the job. As much people 
understand the work there is a risk that somebody will exploit that for his own benefits, also there is 
a risk from the programmer who developed the applications that we use”. Compared to the IT
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managers, they showed a very limited level o f  awareness about the diverse security threats 
that can affect the company’s e-Business.
Security responsibility
Another inconsistency was observed in the perceptions o f  business management about 
responsibility for security. Some participants believed that Finance is responsible for e- 
Business security. Also, it was stated that “the IT department has nothing to do with e-Business 
security because most o f e-Business applications are hosted externally with a third party 
providers”. In spite o f  that, in many instances it was stated that security applications have 
been requested through the IT department, as it appears in the following quotation taken 
from one the business managers who was taking about protecting e-Business:
“This is what we told the IT about, and they brought the tool to reduce that ”.
Other participants argued that the IT department is responsible for the technical details of 
security while both the legal and the human resources departments are responsible for 
security rules and regulations. None o f  the participants showed that security is perceived as 
shared responsibility.
5.6 IT Staff Views
Technical people including systems administrators, programmers, systems analysts, 
network technicians and engineers, represent another group of security stakeholders, as 
they are in the heart o f  the company e-Business infrastructure. Therefore exploring their 
perceptions was necessary to get more insight into the problem situation.
5.6.1 Adoption of e-Business: perceptions
Conformity was noticed between IT staff perceptions and the previous participants’ 
perceptions regarding the driving forces that motivated the company to adopt e-Business. 
However, additional evidence was identified which supports the previous speculation that 
the primary driving force for e-Business in the company was from an external stakeholder, 
oneworld alliance, which put the technological transformation into an electronic 
environment as a prerequisite for joining and getting the benefit of the alliance:
“In 2005 One World came to the picture. It required a very high speed and instant transactions. At
the same time our mainframe could not meet these requirements. So the vision o f the management
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was to move toward more advance technology which has been deployed by many international 
airline companies”.
Regarding barriers to adoption, IT staff only emphasised the issue o f  employees’ culture 
and resistance to change which slowed down the adoption process. Participants stated that 
this issue is clear among the senior employees who were not exposed to the new 
technology.
5.6.2 Security perceptions
Similar themes emerged from discussing specific security topics with IT staff. These 
themes are presented below.
Understanding security
The impact o f  security on business was generally recognised by most respondents, who 
stated that insecurity has a number o f  negative implications such as “financial losses” , 
“customer turnover’ and “business disruption”. When respondents were asked about e- 
Business security, there were no common answers and few respondents were able to 
provide clear definitions. Awareness o f  technical security mechanisms such as encryption, 
access control, and physical security was clear; for intake, it is stated that e-Business 
security means “full system security including public key encryption, access control ”. In contrast, 
some respondents were able to highlight the role o f  human factors in e-Business security. 
For instance, it was stated that security gaps could not be prevented completely since there 
is always a human (programmer, developer or user) involved in the process. These 
respondents argued that the effect o f  the human factors can be reduced if employees have 
good ethics:
uWe as programmers know the weaknesses in our systems and how it can be utilised to gain some 
personal benefits. Some programmers may give such information to somebody out side the company 
who can exploit these information get some service that he is not entitle to... I think you should be 
loyal to your work so it is an ethical matter
Security threats
In contrast with the previous respondents, IT staff showed an awareness o f  both internal 
and external security threats which could impact on e-Business. Some external threats such
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as fraudulent transactions and network penetration attempts were mentioned. However, 
many participants argued that company employees are the main security threat:
“I f  there are employees who hate the company for some reason, he may behave in a way that will 
hurt the company, for example by letting some private information to leak outside the company.
Furthermore, participants mentioned the threat that employees, such as programmers and 
systems administrators, could intentionally abuse their privilege to gain some benefit:
“The important threat to the company is internal and related to our own employees. We as 
programmers know the weaknesses o f our systems and how they can be utilised to gain some 
personal benefits. Some programmers could give such information to somebody outside the 
company who can exploit this information to get some service that s/he is not entitled to”.
Also it was stated that internal users’ negligence and lack of  security culture are a source 
for many security breaches.
Security responsibility
Whilst some o f  the IT staff interviewed perceived responsibility toward security as an IT 
responsibility, other IT staff believed that security is everyone’s responsibility. Some 
respondents argued that IT is responsible for technical security and unit mangers are 
responsible for enforcing the rules and regulations relating to security. Other participants 
argued that everyone who has access to company information should be responsible for 
security:
“Everyone is responsible for his/her own data. So whoever has access to some piece o f data should 
take care o f it and ensure its security ...Everyone shares this responsibility not only one section in 
the company. IT shares a big part o f this responsibility since they build all the systems and know all 
the weaknesses in these systems. Also the end users share this responsibility”.
Compared to the previous groups o f  respondents, IT staff gave a more comprehensive view 
o f  responsibility for security.
Security requirements
It became clear that usually a number o f  stakeholders participate in e-Business projects
undertaken by the company. According to the participants, these stakeholders include:
project manger, developers, systems analyst, technical support, super user (the head o f
122
department where the system is going to be used) and the vendor. The end user usually 
participates at a later stage for some testing and customization. The main task in which all 
these stakeholders participate is the elicitation of  functional requirements. Regarding 
security, it was stated that it is only discussed between the vendor and the technical support 
to decide the technical details o f  security. In other instances, it was stated that security is 
included in the vendor products and the vendor has security standards to follow:
“ Usually we get the solutions for our e-Business projects from the vendors and security is included, 
however, we might tune them to meet our needs. We don't have the requirements in advance...’".
In addition to the previous findings, this clearly indicates that security was treated as add­
on feature or module that can be added to the system to provide security. Also, it provides 
additional evidence for the lack of  a security requirements process that covers all the needs 
o f  the different stakeholders.
Top m anagement contribution
The analysis revealed that the IT staff believed top management should give security more 
attention and it should be considered as the first priority. Participants suggested many ways 
for top management to contribute to e-Business security in the company. For example, one 
of  the participants suggested top management should support and enforce the decisions 
related to security. Another participant suggested that top management should provide 
financial support for security initiatives in the company. An additional suggestion was 
increasing the security team by hiring expert experienced security staff.
5.7 Non-IT staff views
To uncover all the perspectives inside the company, other groups of employees were 
interviewed. These included employees from the e-marketing, e-Business, finance and 
credit card sections. These participants are referred to as non-IT staff to distinguish them 
from the IT staff previously interviewed. We should mention that security related topics 
were not discussed in detail with all participants, especially this group, as they do not have 
a technical background and have not received security related training.
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5.7.1 Awareness o f security and security good practices
Limited security aspects were understood by the non-IT staff. Most o f  the respondents 
talked about the need to prevent the company’s private information being disclosed. Some 
of  them focused on protecting customers' information and other focused on the fraud cases 
that the company is currently suffering from.
“It means that the company will not reveal customer information to any third party company. The 
company should protect the customer personal information".
This gave the impression that the confidentiality aspect o f  e-Business security was the only 
aspect understood by the participants. As an attempt to explore their awareness o f  some 
good security practices in their workplace, we asked them how they usually chose a 
password and if they had any particular procedure which they followed to choose a good 
password. Few participants stated that in some applications the system gives the rules for 
creating a password. However, the majority stated that they chose whatever they want and 
usually they selected something very personal as they believed it would be more secure or 
easy to remember:
“I choose my own password in a way that no one can know my password. [How?] I choose 
something very personal so no one can know it ”.
Participants stated that they never received any training or induction course about anything 
related to good security practices. This fact could explain their low level o f  security 
awareness.
5.7.2 Com m itment toward security
The only provision which we found in place to get the company’s employees committed to 
security was in the job contract. Participants stated that they were required to sign a “non­
disclosure agreement” which was part o f  their job contract. When they were asked to give 
more details o f  this agreement, they described it as “terms and conditions” that warn them 
about revealing private company information. Following the discussion o f  the previous 
point, this might explain why confidentiality was the only security aspect which was 
understood by and had the attention o f  the company’s employees.
124
5.7.3 Security responsibility
Similarly, inconsistency was found between the general s ta f fs  perceptions o f  responsibility 
toward security. Some of  them argued that the IT department is responsibly for security and 
should protect the company network from security breaches. Other participants stated that 
both the finance and the IT departments are responsibly for security. In one instance, it was 
stated that everyone in the company is responsible for security.
5.7.4 Prom oting security to the custom er
Most o f  the current and the previous participants raised the issue o f  customers’ online 
distrust. When previous participants, especially those from the IT group, were asked if they 
promoted security to online customers to increase their trust, many o f  them argued that they 
did not have a direct communication with the customers and it was the responsibility o f  the 
commercial and marketing sections. Because some o f  the non-IT staff interviewed were 
from the commercial and e-marketing sections, it was interesting for us to ask how they 
communicate with customers and whether or not they give them any information about 
security. Respondents expressed how much communication is important in attracting 
customers and creating trust, and this was the reason for creating the e-marketing section, 
which takes responsibility for managing website contents and provides another channel to 
stay in touch with customers.
“As much we try to be near to the customers through the reply to their feedbacks and 
communicating with them as much this increase their trust. I f  the customers ’ suggestions are 
reflected on our website they will trust us”.
They mentioned many ways that they usually use to communicate with the customer such 
as e-mails, feedback forms and the attractive ads that they put on the website. However, 
when we asked them if they promoted the security o f  their e-Business to customers through 
these forms o f  communication, for example by placing logos of some trusted third parties, 
some participants replied that they “never think about it” and other participants argued that 
“it is not necessary to tell the customers about how much the system is secure. Any company by 
default shoiddprotect its e-Business”.
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5.8 How e-Business security is addressed within e-Business organisation
During the field study it was clear that the importance of  e-Business security was 
recognised by many of  the internal stakeholders. However, for a number o f  reasons which 
will be discussed in the next section, this recognition was not reflected in the company’s 
approach to addressing security. In general, security was treated as a merely technical 
problem and there was a wide belief that security issues could be solved by deploying 
various technological controls such as firewalls, anti-viruses, and encryption mechanisms. 
Such an approach has been described by von Solms (2000) and it has been demonstrated 
that this purely technical approach is insufficient as it fails to address many non-technical 
aspects which contribute to the security problems that many organisations are facing 
nowadays (Dhillon & Backhouse, 2000; Schneier, B., 2000). Moreover the analysis 
showed that this technical approach was implemented in an “ad-hoc manner without 
following defined processes or policies” (IT Governance Institute, 2006). From the field 
study it has become clear that there was no risk assessment process to identify security 
threats that might be associated with e-Business projects; awareness of  such threats 
depended on individual stakeholders and was not communicated to other stakeholders at the 
different organisational levels; there was a lack o f  business processes and a dependence on 
third party products; and there was an assumption that technology providers provide an 
adequate level o f  security in these products. These together led the company to end up with 
a mind set o f  isolated silos, not able to see the whole picture, which increases the chance 
that many security threats will be overlooked.
Many instances from the case study showed that security was initially overlooked in many 
e-Business initiatives undertaken by the company. For instance, there was no fraud 
screening mechanism when the company started to accept online payments; this was added 
later after the company suffered from financial losses which were the result o f  fraudulent 
transactions. Authentication mechanism is another example showing that security was 
overlooked. In some applications there was no password creation procedure integrated with 
the authentication mechanism to force users to create strong passwords or change them 
periodically, as recommended by many security best practices and standards (e.g. ISO 
27001). Such a procedure was added later when the internal auditors raised this issue with 
the IT department.
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The two previous examples and other examples explored during the field study reveal that 
the company followed a reactive approach to deal with security. It is notable that security 
was an afterthought in different areas, including organisational structure, software 
acquisition, and physical security. At the organisational level the security function and the 
role o f  Chief Security Officer (CSO) was added at a time when all e-Business applications 
were in place. The relationship o f  the CSO with other organisational functions was not 
clear, and responsibility toward e-Business security was not defined. This was evident in 
the different stakeholders’ perceptions regarding responsibility for e-Business security. In 
criticising such a situation, Posthumus and von Solms (2006) argued that information 
security should be part o f  the corporate governance and responsibility should be clearly 
defined at all the organisational levels to ensure effective information security function. 
Regarding software acquisition process, it became apparent from the study that 
functionality and ease o f  use were given more attention than security, which was added 
only after some security threat was experienced by the company or a specific stakeholder 
raised a security-related requirement. Treating security as an add-on component added at a 
later stage had many implications. For instance, adding the password procedure required 
customising all the interfaces for the applications required in this procedure. Similarly, an 
e-payment gateway was integrated with the company’s website and customers started to use 
it without any fraud protection mechanism. When fraudulent transactions became a serious 
problem, the company decided to use a fraud screening tool. This solution was very 
primitive and was limited to a monitoring function which allowed the company to collect 
information about any suspicious transaction to be used in case of  any chargeback claim, or 
to suspend the ticket associated with the transaction. The solution suffered from many 
issues, including design, usability, and integration issues, that contributed to increase the 
chance o f  human error (Kraemer & Carayon, 2006) that might lead to security breaches. 
Conflicting requirements were also notable; during discussion with the technical staff, it 
was stated that the level of  security in the fraud monitoring tool was kept at a medium level 
to ensure availability. However, this increased the number o f  suspicious transactions which 
needed to be filtered. The issue o f  treating security as add-on component has been brought 
up by Baskerville (1992) who described the issue o f  development duality in which security 
is not integrated with the software development process which could lead to conflict and 
tension between a system and its security.
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Having discussed the company’s approach to dealing with e-Business security and its 
implications, the next section discusses the set o f  factors which influenced the company’s 
security approach. In other words, answering the questions o f  why in this case study 
security was overlooked, why it came as an afterthought, and why it was perceived from a 
purely technical dimension. By giving detailed explanations o f  these “whys”, the study 
provides an exceptional and comprehensive framework for understanding e-Business 
security in the context o f  an e-Business organisation in Jordan. From the study a number of 
conceptual elements have been identified: these elements were classified into security 
related concepts. In the next section, these will be used to develop an explanatory model 
that will be used to form a discussion to explain the relationships between them.
5.9 Factors affecting e-Business organisation security approach
By applying the inductive coding process on the raw data, text segments which represent 
recurring ideas related to this study’s research concerns were identified. Initially, each 
group o f  recurring ideas with a common topic which can be used as an explanatory account 
was organised into a single concept or theme. For instance, all the text segments 
highlighting the issue and effect o f  top management’s support o f  security were grouped into 
one theme labelled as “Lack o f  Top Management Support” . In total, 37 conceptual 
elements or themes related to the study concerns have emerged from the analysis. These are 
shown in Table 5.2. These were divided into 4 security implications, which helped in 
describing the particular approach that the company followed in addressing e-Business 
security, and 33 explanatory concepts, which represented factors affecting the 
organisation’s security approach.
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Table 5.2: Emergent conceptual elements related to e-Business security.
LocationExplanatory Concept
Lack o f  Top M anagem ent Awareness
Lack o f  Top M anagem ent Support
Lack o f  Effective Internal Communication
Lack o f  Effective External Communication
Lack o f  Security Policy
Lack o f  Knowledge
Lack o f  Security Requirement Process
CSO,CIO,PRM  
CIO,CSO,TSM ,ITD,DSC,NTE 
CIO,TSM ,ITD,DCS,SIT,EBD,EBR, PRM  
CIO,TSM ,ITD,HDD,DCS,EBD,EM D,EM E 
CIO,TSM, HDD,NTE,NTT,TTS 
TSM ,ITD,HDD,PRM ,W PRM ,OPRM ,CM M  
ITS,TSM ,PRM ,RS,W PRM , C SO JT D
Lack o f  Internal Stakeholders Support & Commitment TSM ,ITD,DCS
Lack o f  Leading & Decision Power in the IT
Lack o f  IT S taff
Internal Stakeholders’ Conflict
Technical Orientation o f  Internal Stakeholders
Different Security Risk Perceptions
Perceived Security Responsibility
Perceived Com plexity o f  Security
Perceived Cost o f  Security
N ot perceiving Security as Competitive Advantage
Appreciating Functionality & Ease o f  Use
Lack o f  S taff Security Awareness Training
S taff Culture and Resistance to Change
S taff Negligence & Human Errors
S taff M alicious Behaviour
Lack o f Security Ethics
Complexity o f  emergent technology
Com plexity o f  security and its tools
Accessibility versus Protection
Security o f  third party products
External Stakeholders Requirements
Looming Deadlines
Outsourcing to Providers
Absence o f  Effective Governm ent Role
Legal Uncertainty
Lack o f  Security Legal Setup
TSM ,ITD,DCS
ITD,RS
t s m ,i t d ,d c s ,e b d
CSO,NETM ,HDD,DCS,CM M
CIO,TSM, CSO, HDD, EBD, CCM, N TT
CIO,CSO,ITD,DCS,PRM ,NTT
CIO,CSO,TSM
CIO,NETM ,ITS
CIO,TSM ,EBD,EBE,EM E,EM D
ITS,TSM, CSO, PRM, NETM , FM
CSO,TSM ,ITD,NTE.NTT,ITS
ITD,DCS,RS,EBR
ITD,NTT,EBA,FM
ITD,NTE.ITS,W PRG
W PRG,NTE
NETM ,HDD,NTT,ITS,FM
CSO.FM , FNA,EBA
CSO, PRM, FM
CSO, TSM, ITM ,CCM
CIO,CSO,ITD,DSC
CSO,ITD,EBA
TSM , PRM , EBD, EME
CIO,CSO,TSM ,ITD,HDD,DSC
LA, HDM
LA, CIO, CSO
Security Implicationa Security was overlooked NETM ,CSO,CIO
Security was an Afterthought CSO ,TSM ,ITD,NETM ,HD D,PRM ,OPRG,CCM ,EBA
Ad-hoc Approach to Address Security CSO,TSM ,OPRG,EM A
Customer Distrust CIO,CSO,TSM ,EBD,CM M ,EM E,EM D
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Security was overlooked 
- Security was an afterthought 
-Technical Ad-hoc Approach to 
address Security 
-Custom er Distrust
w  *
Lack o f S taff Security Awareness & 
Training
S ta ff  Culture and Resistance to Change 
Staff Negligence& Human errors 
Staff Malicious behaviour 
Lack o f Security Ethics
Technical Orientation of Internal Stakeholders 
Different Security Risk Perceptions 
Perceived Security Responsibility 
Perceived Complexity of Security 
Perceived Cost of Security 
Not perceiving Security as Competitive 
Advantage
Appreciating Functionality & Ease of Use
Lack of Top Management Awareness 
Lack of Top Management Support 
Lack of Security Policy 
Lack of Effective Internal Communication 
Lack of Effective External Communication 
Lack of Knowledge
Lack of Security Requirement Process 
Lack of Internal Stakeholders Support & 
Commitment
Internal Stakeholders Conflict 
IT Lack of Leading & Decision Power 
IT S taff Shortage
Absence of Effective government Role 
Legal Uncertainty 
Lack of legal setup
Complexity of emergent technology 
Complexity of security and its tools 
Accessibility versus Protection 
Security of third party products
External Stakeholders Requirements & 
Looming Deadlines 
Outsourcing to Providers
Figure 5.5: Explanatory fram ework o f factors affecting e-Business organisation’s
approach to security.
To develop the theory explaining the problem situation further, security related explanatory 
concepts from Table 5.2 were grouped into more abstract concepts or categories consistent 
with the study framework o f  inquiry discussed in Chapter 2. This framework argues that 
different dimensions affect the e-Business security environment. It defines these 
dimensions in an abstract way and, by using the case study explanatory concepts and 
emerged categories, it can be grounded with concrete explanations and refined into a
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coherent and explanatory framework, as shown in Figure 5.5. For example, all the emergent 
concepts relating to legal aspects of  e-Business security have been categorised under one 
theoretical construct called “Legal Factors”, which in turn can be mapped into the legal 
dimension in the study framework o f  inquiry. It is worth noting that exact mapping between 
the emerged explanatory framework shown in Figure 5.5 and the study’s framework is not 
expected, as the latter is intended to provide a broad organising framework for conducting 
such a qualitative study.
As shown in Figure 5.5, the way e-Business security was addressed was influenced by 
multidimensional and interrelated factors; these include internal factors, which have been 
placed into three categories in the framework: Human factors', Internal Stakeholders' 
Perceptions’, and Organisational Factors', as well as external factors, which have been 
categorised into: Legal factors', Technological factors', and Business partner related 
factors', these are discussed below.
5.9.1 Organisational Factors
Several organisational related issues have emerged from this study, including management, 
strategic, communication, and knowledge issues. These issues have been categorised into 
eleven organisational factors which have been found to affect the overall company 
approach to security discussed earlier. These included:
1. Lack o f  Top Management Support'. Top management contribution to e-Business 
security was one the themes explored in this case study. The general effect o f  top 
management involvement was notable in different business areas. Many participants 
stated that technological changes could not be implemented without top 
management intervention and support. However, the study revealed that top 
management support and direct involvement in e-Business security was very 
limited. This was evident in many participants’ arguments which suggested that top 
management should give security more attention and support. Actions such as 
incorporating security in business strategy, enforcing security rules and regulations, 
increasing the security team, and empowering IT have been suggested to increase 
the contribution o f  top management to improving security.
2. Lack o f  Top Management Awareness: Participants stated that functionality and
performance were more recognised by top management whilst they were not fully
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aware o f  the importance o f  security. Furthermore, they stated that it should be the 
role o f  the IT management to build top management security awareness.
3. Lack o f  Effective Internal Communication’. Notably, security was not communicated 
between the stakeholders at different organisational levels. No formal reporting for 
security incidents existed. Only suspicious transactions and fraud cases were 
communicated between specific operational staff. Additionally, financial losses 
associated with fraud cases were reported to the top management. Lack o f  a 
common language o f  security was observed between groups o f  internal 
stakeholders. Furthermore, the role o f  the information security team was not 
understood by many participants.
4. Lack o f  Effective External Communication: Another security communication issue 
has been observed between the internal stakeholders and the external stakeholders 
(particularly, the company customers). From the study it became apparent that 
limited information about security was communicated to customers. Participants 
who have direct contact with customers seemed unaware o f  the importance of 
customers’ security perceptions and how this could impact on their trust perceptions 
on the company’s e-Business.
5. Lack o f  Knowledge: Lack o f  both e-Business and security related knowledge was 
another issue discussed by the participants. It was stated that when the company 
started to adopt B2B and B2C these were new business fields and knowledge about 
them was very limited even in the IT people. Similarly, the company was not fully 
aware o f  security requirements and the various threats associated with adopting e- 
Business, which led to a situation in which many security aspects were overlooked. 
For instance, participants stated that they did not have any previous knowledge 
about online fraud, and when the company experienced this threat for the first time, 
everybody was asking how this could happen. When asked about specific security 
topics such as applying secure programming techniques, IT members showed a 
limited awareness o f  such security topics, which also demonstrated a lack of 
knowledge about security.
6. Lack o f  Security Policy: An information security policy was not implemented in the 
company. The effect o f  the lack o f  a security policy was clear in the answers o f  the 
participants who were not able to specify a security reference source which was
1 32
<4
documented and communicated to everybody in the company. At the time of  
conducting this field study, the IT department had started writing a draft 
information security policy, which provides additional proof that security was an 
afterthought.
7. Lack o f  Security Requirement Process: Regarding security requirements, there was 
no clear security requirement specification process in the projects the company 
undertook. Functionality and design requirements were more recognised in these 
projects. Limited technical security specifications have been handled by the 
technical support section. These were limited to specifying users’ roles in the 
systems to create access control mechanisms.
8. IT  S ta ff Shortage: IT staff shortage was another issue which affected the company’s 
e-Business security. The information security team was very small compared with 
the tasks that they were expected to do. Increasing the information security team 
was one o f  participants’ suggestions to improve security. When asked about 
reviewing software codes as a way to ensure security, participants argued that the IT 
department did not have enough senior programmers to perform such a task.
9. Other organisational factors identified were related to the relationship between 
internal stakeholders. As they were interrelated with each other, they will be 
discussed together:
a) Lack o f  Leadership & Decision-making Power in IT.
b) Internal Stakeholders ’ Conflict.
c) Lack o f  Internal Stakeholder Support & Commitment.
Some tension and conflict were observed between some groups of  internal stakeholders. 
Participants from the IT department argued that decisions were in the hands o f  business 
people who did not understand security and its importance. Also, they discussed how the 
lack o f  IT power made it difficult to introduce and enforce changes in the business 
environment. They believed that this affected security, as any security-related action 
needed to go through a number o f  convincing stages. On the other hand, business 
management believed that IT people have nothing to do with security o f  e-Business, as 
many of  its applications are hosted externally. Business unit managers perceived IT people 
as enablers who should fulfil whatever the business requests from them, and many 
instances showed that the business people were not supportive of security initiatives and
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did not like suggestions from the IT department. In summary, there is no decision-making 
authority in the hands o f  IT to enforce security in the business environment.
5.9.2 Internal Stakeholders’ Perceptions
The study analysis showed that the stakeholders’ security perceptions were important in 
shaping the company’s particular approach to addressing e-Business security. Seven factors 
which affect security and are related to internal stakeholders’ perceptions have been 
identified:
1. Technical Orientation o f  Internal Stakeholders: The technical orientation toward 
security was clear in many respondents’ answers. Few participants showed 
understanding o f  the non-technical aspects o f  security. The majority believed that e- 
Business security can be solved by applying technical controls which they can get 
from third party providers. Accordingly, it was assumed that the IT department was 
taking care o f  security as it was considered extremely technical and only experts 
could get involved in it.
2. Different Security Risk Perceptions: Asking participants about different overarching 
security topics, such as what e-Business security means for them and what kinds of 
threats that the company could face, revealed that stakeholders who were working at 
the same place might have different perceptions o f  security risk. For some 
participants, security was only understood in the context o f  the financial 
transactions; however, for others, it meant protecting the company’s information 
from being disclosed. Some participants overestimated the risk o f  some security 
threats, such as product security and employees’ uncontrolled security behaviour. In 
contrast, others seemed unaware o f  that at all.
3. Perceived Security Responsibility: Responsibility toward e-Business security was 
not perceived as a shared responsibility. Moreover, inconsistency was observed 
between internal stakeholders' perceptions o f  responsibility for security. Some 
participants viewed it as a specific responsibility for a particular group o f  
stakeholders, section, unit or department. Others felt less responsible for security as 
they considered it someone else's problem.
4. Perceived Cost o f  Security. Perceived cost o f  adding security was another factor 
which led to security being overlooked. Cost o f  security seemed one of  the expenses
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the company tried to avoid as no separate budget was assigned to security. Spending 
on securing business areas which generate less revenue seemed unjustified by 
number o f  participants. On the other hand, the cost o f  security breaches was 
underestimated, which could explain overlooking the risk o f  online fraud. One 
participant argued that if the cost o f  adding security is higher than the return from 
the place which needs to be secured, there is no need for strong security at that 
place.
5. Perceived Complexity o f  Security. Security has been perceived as a complex and 
time-consuming task. This perception discouraged some participants from trying to 
learn more about security. For instance, when asked about security, many 
participants stated that the topic is very professional and only experts can talk about 
it. Perceived complexity also appeared in the arguments o f  participants involved in 
security, as it was stated that reviewing a single system is not an easy task and could 
take a month. Having all the systems in place prior to establishing the security team 
made them feel that their task would be difficult. Also, it was stated that the process 
o f  monitoring online fraud was cumbersome and it was felt that the company was 
incapable o f  addressing such a complex issue.
6. Appreciating Functionality & Ease o f  Use: Other aspects, namely functionality and 
ease o f  use, were recognised and appreciated by the internal stakeholders more than 
security. Discussing several e-Business aspects with participants revealed that 
security had a low priority prior to and during the adoption process. During that 
discussion, terms such as “ improving business performance” and “providing 
customers with easy, understandable and convenient services” were more cited as 
reasons. On the other hand, security was rarely mentioned, whether as a barrier or a 
critical success factor. Some participants argued that security is the last thing that 
management would think about as their decisions are solely based on functionality.
7. Not perceiving Security as Competitive Advantage: Security was not perceived as 
something that could attract online customers or build their trust in the company e- 
Business. This perception was held by many participants who had direct 
communication with customers. They argued that customers did not need to know 
about security as the company by default should ensure security. Consequently, no 
information about security was communicated to the company’s online customers.
135
5.9.3 Individual/Human Factors
Employees are individuals working at different organisational levels and interacting with e- 
Business applications on a daily basis. Many human characteristics make their behaviour 
unpredictable from a security point o f  view. In the context o f  this study five human factors 
contributing to e-Business security problems have been identified:
1. Lack o f  S ta ff Security Awareness & Training: There was a notable absence o f  good 
security practices that general company staff can follow in their work environment. 
When non-IT participants were asked, they showed limited awareness o f  security 
practices which could help them to ensure security. Their understanding was mainly 
focused around information disclosure. For instance, many o f  them stated that they 
usually chose something personal for their passwords as they believed this would be 
more secure. The study revealed that general staff never received any security 
awareness training and most o f  their security related actions were based on personal 
judgement, which increased the chance o f  compromising security. The lack of 
security awareness and the need for building staff security knowledge were 
acknowledged by many participants who believed that this would help dramatically 
in improving security.
2. S ta ff Negligence: A number o f  security breaches mentioned by participants were 
due to staff negligence, without the intention to harm the company or to achieve 
personal benefits. Although they were usually requested to change their initial 
password, some employees were found using the initial passwords created by the IT 
department. Another case illustrating the effect o f  staff negligence was related to 
online fraud monitoring which, as participants stated, depended on collecting 
information from customers at the airport. However, there were many cases in 
which this information was not collected because o f  the lack o f  staff attention, and 
as a result the company did not have any proof to reject chargeback claims which 
were based on fraudulent transactions.
3. Sta ff Malicious behaviour: Other security breaches were due to intentional abuse o f  
privileges given to the employee. In one instance, a programmer added a piece o f  
code in the company applications, which made the application stop from time to 
time. Whatever his intention was, this represented a security breach which was a
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result o f  malicious behaviour. The risk o f  malicious staff behaviour was 
acknowledged by participants who argued that there is a risk from employees who 
know the system or who are not satisfied with their jobs.
4. Lack o f  Security Ethics: Many organisations have some sort o f  ethical code to 
encourage acceptable employee behaviour while using computers in a business 
environment. Unfortunately, there was no such ethical code in our case study. When 
participants were asked how malicious behaviour by employees could be prevented, 
they argued that this is an ethical matter. They believed having some sort o f  ethic 
could help in preventing such issues, especially in the absence o f  rules and 
regulations to control security.
5. S ta ff Culture and Resistance to Change: Participants believed staff culture did not 
encourage security. It became apparent that their culture did not respect privacy of 
information, as it was stated that some employees shouted their passwords over 
their desk partitions. Other participants stated that they did not mind sharing their 
passwords with co-workers to get the work done. Another aspect o f  this culture was 
staff resistance to change which was considered an obstacle to any new 
technological related initiative including security. For instance, it was stated that in 
some applications many customizations have been undertaken, not to meet 
standards or best practice, but to match the old way of  doing business that particular 
employees used to follow.
5.9.4 Technological Factors
In addition to the human and organisational factors presented previously, several 
technological factors have been identified in this study. These factors were directly related 
to the hardware and software infrastructures required to adopt e-Business:
1. Complexity o f  emergent technology: To meet changing demands and increase its 
computing power, the company has gone through a number o f  technological 
changes, from the time it was using a mainframe to the time when it became e- 
enabled and began running business over the internet. As the newly adopted 
technology can be characterised as fast and powerful, it also has an emergent 
property which is complexity. This increase in complexity was a result o f  the 
increase in the number o f  components and the interactions of these technologies. On
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one hand, this increased their functionality and made them capable o f  performing 
additional and convenient tasks. On the other hand, increased complexity has a 
negative impact on security. As complexity o f  applications increases the complexity 
o f  security-related tasks such as requirement specifications and testing increase, 
which in turn increases the probability of  missing some security requirements and 
having security holes. The effect o f  complexity o f  security has been observed in our 
case study. Participants argued that when the number o f  computers grew and 
became connected to the internet, things became more complicated from a security 
point o f  view. Also, it was stated that as the technology advanced in the company 
more security requirements were needed. Moreover, with the adoption o f  e-Business 
and the move from legacy systems to client-servers architecture, the company 
witnessed an increase in the number o f  security threats. Participants argued that the 
old system was less complex and access was very restricted, but in the new one new 
security threats such as network penetration, internet viruses and online fraud 
started to appear.
2. Complexity o f  security and its tools: This is another issue which has been observed 
during investigating the company approach to addressing online fraud. First, the 
fraud monitoring process depended on: collecting information from many parties, 
including acquirer bank, e-payment provider, and the internet booking engine; 
filtering this information to detect any suspicious transaction; and sending the 
information to other parties, including credit card section, e-ticketing and airport 
stations, to take further action. This complex network o f  interactions made the 
process o f  monitoring and preventing online fraud difficult because any defect in 
any link o f  this chain o f  interaction could lead to a situation in which processes fail. 
For instance, the fraud monitoring agent could miss a suspicious transaction and as 
a result o f  that the airport station would not be notified to check credit card holder 
information, then a fraudster would be able to use a ticket which had been 
purchased using a credit card which could be stolen; in this case the company would 
be liable to cover such a case o f  online fraud. The second notable issue was related 
to the usability of the fraud monitoring system which was based on generating daily 
lists o f  online transactions with their details. A dedicated employee was required to 
sit in front o f  a computer screen from 9am-5pm to filter and check these details to
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see if there were any suspicious cases, and then inform the other parties. According 
to participants, this system was good when there were few transactions a day, but 
when the number o f  transactions started to increase dramatically, the monitoring 
process became awkward and increased the possibility o f  human error, which led to 
many transactions being missed. It was also notable that further conditions, such as 
screen size, internet speed, and reliability o f  the connection, made the process 
uncomfortable to use and frustrating. As this system was based on a human agent, 
another design flaw noticed was related to the fact that nobody worked on the 
system during the weekend, which increased the chances o f  online fraud going 
undetected.
3. Accessibility versus Protection: Conflict between these system properties has been 
observed and has implications for security. The study showed that in many systems 
the level o f  protection was required to be reduced in order to ensure accessibility of 
the services running on these systems. At the network level, participants stated that 
many security threats were coming from the open ports in the network which they 
could not block because many o f  their services were using these ports: if these were 
blocked it would affect their service availability. Similarly, in the fraud monitoring 
system, it was stated that the level o f  security control has been adjusted to make a 
balance between security and availability; unfortunately, this allowed a number o f  
fraud cases to happen. This problem is possibly related to two interrelated issues 
which represent an example o f  the development o f  duality discussed previously. 
First, many applications have been developed with more focus on functionality and 
convenience than on security. Second, as the applications have been designed to run 
over the internet which was historically designed without security in mind; they 
have inherited its insecure properties, which causes conflict between fundamental 
properties (e.g. accessibility) and security, which was added at a later stage. This 
technology problem put the company in a situation in which it was required to make 
a trade-off between security and availability.
4. Security o f  third party products: the company depended on large number o f  vendors 
and third party products. Participants considered this product- based approach 
provided a less complex and cost effective way for adopting e-Business. Flowever, 
it has a number o f  security implications. Although some participants argued that
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they were not sure how much attention the providers pay to security, it seemed that 
for many participants the idea that products come secure from the providers was 
taken for granted. Unfortunately, this is often not the case; off-the-shelf products 
have always been vulnerable to diverse security breaches. Even products of large 
vendors are suffering from continued vulnerabilities.6 Usually there is a gap 
between the time when a vulnerability is discovered and the time when a patch is 
created and deployed to fix it. This gives the attacker a window o f  opportunity to 
exploit this vulnerability and harm the infected systems. Another issue with third 
party products was the lack o f  compatibility, which could create security gaps. 
Participants argued security gaps could emerge when there was no compatibility 
between applications. They believed that limited integration between third party 
products ended the company with isolated islands and increased the chance o f  
missing security as the whole picture was not clear.
5.9.5 Legal Factors
Factors affecting e-Business security which are related to the role of  government and the 
current legal framework were grouped into one category, labelled as legal factors. Three 
legal factors have been identified in the context o f  this study:
1. Absence o f  Effective Government Role: From the study it became apparent that the 
government was not meeting the expectations o f  the different security stakeholders. 
When participants were asked about the current role o f  the government toward e- 
Business security there was a common agreement that the government is still 
lagging behind in this matter. Participants argued that the government should have a 
stake in e-Business security. For instance they suggested that it should build 
community e-Business awareness, which was considered as a prerequisite for 
building citizens’ trust in the digital environment. On the other hand, they believed 
that the government should be the umbrella that regulates and controls this new 
trend. As e-Business involves different parties such as merchants, banks, and 
customers, participants argued the government should ensure secure integration 
between these parties and compel them to adopt good security practices. It was also
6 A quick look at US-CERT Vulnerability Notes shows a list of daily security vulnerabilities which were 
founded in many commercial products. This can be found at http://www.kb.cert.org/vuls/bvpublished
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stated that government should contribute in providing security guidance for 
companies willing to adopt e-Business and help them to see a comprehensive 
picture about security.
2. Legal Uncertainty, the use of  some security solutions that could contribute to 
improve security infrastructure has been affected by the legal uncertainty 
surrounding these solutions. This issue arose during discussion o f  the company B2B 
and online procurement process, in which there was difficulty fully utilising this 
mode o f  e-Business, as it is stated that such transactions require a signed agreement 
in order to authorise payments. When asked why the company does not use digital 
signatures as an alternative for the paper approval method, it was argued that the 
legal department was not comfortable using a digital signature because it was not 
yet properly tested in the country’s courts. Despite the existence o f  the digital 
signature law, the lack o f  a precedent to see how the court deals with digital 
signature-related cases creates uncertainty, which has made the company reluctant 
to use such a security solution in their Business to Business transitions.
3. Lack o f  Security Legal Setup: Lack o f  a legal setup to protect both customers and 
businesses in the digital environment was another factor which had implications for 
e-Business security. Participants stated that there were no legal requirements for 
conducing e-Business in the country. Additionally, it was stated that nobody checks 
whether or not companies are capable o f  conducting e-Business from a security 
point o f  view, which left the matter subject to the companies’ self-judgments. On 
the business side, participants believed that the current legal framework did not 
cover some important aspects o f  e-Business security such as the public key 
infrastructure and digital certificate authorities. On the citizen side, participants 
argued that the current legal setup does not encourage customers to use e-Business 
because it does not include data protection and credit card laws.
5.9.6 Factors related to Business Partners
Working with partners gives e-Business organisations the opportunity to focus more on 
their core business. However, working with partners might have a number o f  security 
implications which need to be carefully considered to provide a trustworthy e-Business 
environment. As one o f  the external stakeholders’ groups, several business partners were
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identified and their security implications were explored. These included organisations such 
as the oneworld alliance, and technology service providers. Factors which emerged in this 
category were related to the effects o f  the pressure o f  meeting business partners' 
requirements and the implications o f  outsourcing:
1. External Stakeholder Requirements & Looming Deadlines'. As discussed previously, 
joining the international airlines alliance was a turning point in the history o f  the 
company. However, it was not an easy job because the company was required to 
undertake massive changes to meet the alliance’s technological requirements. The 
company signed the alliance invitation in October 2005 and was given less than two 
years to fulfil its requirements to be able officially to join the alliance in 2007. This 
represented a challenge and created pressure on the company which did not want to 
miss the chance. More than six major projects which were launched pertained to 
updating the company’s IT, financial and administrative systems to conform with 
those operated by the alliance’s members. To cope with the time pressure, priority 
was given to the functionality and performance aspects as these could have a quick 
and tangible impact on the business. On the other hand, security was considered as 
an obstacle which could slow down the new transformations and e-Business 
adoption process. When asked about the reason why security was not given that 
much attention at the beginning o f  the adoption process, one o f  the participants 
stated that there was a very short time to accomplish all the required changes and 
they had to follow shortcuts to meet the deadline. Other participants stated that the 
company started with limited security and then tried to improve it. It was also stated 
that during the implementation o f  the internet booking system there was no time and 
they had to buy an e-payment gateway as soon as possible. It seemed that paying no 
attention to security or leaving it to be added at a later stage was one o f  the shortcuts 
taken to cope with the time pressure, which was the result o f  external stakeholder 
requirements.
2. Outsourcing to Providers'. Another external factor affecting e-Business security in 
the company was outsourcing to technology services providers. Many o f  the 
company’s e-Business applications were outsourced to third party providers. For 
instance, the website, the internet booking engine and payment gateway were hosted 
externally. Unfortunately, security was not part o f  the decision to outsource e-
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Business applications, which was evident in the case o f  selecting an e-payment 
service provider who provided limited security measures; as a result the company 
started to suffer from online fraud. The study showed that the company decided to 
go for outsourcing without proper planning or enough knowledge about the 
implications o f  outsourcing. Some participants argued that outsourcing was the 
trend in the airline industry and, since many companies adopted this approach, these 
participants did not see any problem in following this approach. Other participants 
stated that outsourcing e-Business applications required agreement with the third 
party on the security o f  such a system, but the problem was that the company did 
not have enough knowledge about the requirements o f  selling over the internet, 
which led security to be overlooked. No evidence has been found to show that the 
decision for outsourcing was made after consideration o f  the possible security risks 
associated with such solution.
It is worth noting that these factors are interrelated and affect each other as well as e- 
Business security as a whole. The effects o f  and the interrelationships between these factors 
were synthesised and are discussed in relation to the relevant literature in Chapter 8.
5.10 Summary
This chapter has provided a detailed analysis that fulfilled the part o f  this study inquiry 
concerned with how security is perceived and addressed in the context of  e-Business 
organisation. It started by exploring how e-Business emerged in this unit o f  analysis and 
how security was addressed during the transformation process. This has been achieved by 
exploring and investigating different aspects such as security functions within the 
organisational structure, security requirements process and how the company tried to 
protect its e-Business.
The analysis was facilitated by the use o f  interpretive stakeholder analysis, which led to 
identifying four groups of  internal stakeholders. Internal stakeholders’ security perceptions 
and interactions within an e-Business environment were explored, which in turn assisted in 
developing better understanding o f  how e-Business security was addressed in this study.
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By analysing the company’s approach to dealing with e-Business security and its 
implications the researcher was able to identify a set o f  socio-technical factors which 
influenced the company’s particular security approach. These factors provided an 
explanatory and comprehensive framework for understanding e-Business security in the 
context of  an e-Business organisation in Jordan.
While the analysis in this chapter has e-Business organisation and its internal stakeholders 
as its primary focus, it has built on and extended analysis from the first unit o f  analysis 
which explored the role o f  technology providers. Its findings were in line with the initial 
findings as they highlighted the role o f  other stakeholders who were found to have a 
significant role in the security o f  an e-Business environment. For instance, the analysis 
showed that outsourcing to technology providers influenced the way security was perceived 
and addressed in the e-Business organisation. It also showed that the absence o f  effective 
government role negatively affected how the e-Business organisation addressed security, 
which in turn could affect another group of  stakeholders represented by the customers.
In both o f  the previous units of  analysis, customers and government emerged as important 
stakeholders with security roles and requirements that need further investigation. The 
customer side o f  the security problem is explored in Chapter 6 and the security role o f  the 
government is explored in Chapter 7.
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Chapter 6 : Analysing Customers’ Side of e-Business Security
Customers have emerged in the previous two units of  analysis as important stakeholders 
who affect and are affected by the security o f  an e-Business environment. Customers were 
found to indirectly interact and also influence technology providers through their direct 
interaction with e-Business organisations who normally fulfil their requirements through 
requesting new services and products from technology providers. Several aspects and issues 
related to this particular stakeholder were observed in the previous analysis. In the 
providers’ study, issues such as lack o f  e-Business culture and distrust o f  technology have 
emerged. Other important issues were related to security awareness and the findings 
suggested that customers’ security awareness can positively affect the security o f  e- 
Business products and services, as this awareness could create pressure on technology 
providers to pay more attention to security in their products and services so that customers 
can use them with greater confidence. In the second unit o f  analysis, customer satisfaction 
emerged as an important incentive for e-Business organisations. Yet its findings also 
suggested that the customers’ culture and distrust were discouraging them from conducting 
transactions over the internet. Moreover, lack o f  effective security communication between 
e-Business organisations and their customers was observed as a factor heightening 
customer security concerns.
As the previous analysis provided initial insights into the customer’s side o f  the problem, it 
is very important to explore these emergent security issues in a more direct and in-depth 
manner through an additional unit o f  analysis which has the customer as its primary focus.
Thus, this chapter aims to explore security issues surrounding online customers who are
important e-Business stakeholders. Many studies have shown that Internet users in general
and e-Commerce customers in particular are concerned about security and privacy over the
internet (Pain et ah, 2007). In a developing country such as Jordan, companies have started
to conduct online business activities. However, surveys show that customers’ concerns
about security issues are the major obstacle for diffusion o f  e-Business in the country
(Alsmadi, S., 2002; Khasawneh et ah, 2009). In contrast to these previous studies, this
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study provides a deeper insight into the customers’ perspective o f  the problem and aims to 
answer the question o f  how customers perceive security o f  the electronic environment and 
its potential for conducting commercial transitions. To what extent people are aware about 
their online security and how they perceive online risks are important questions in 
increasing our understanding o f  the problem o f  e-Business security. Understanding the 
customers’ social and psychological characteristics could open the door to designing better 
socio-technical security measures. Thus, the specific aim for this study is as follows:
To explore how custom ers’ perceptions, awareness, education and expectations affect e- 
Business security in the context o f  the study.
To fulfill the aim o f  this research this study attempts to answer the following questions:
1. How do customers perceive security o f  the electronic environment and its potential 
for conducting financial transactions?
2. How does customers’ security knowledge affect their online security behaviour?
3. How do customers perceive responsibility toward e-Business security and what do 
they expect other stakeholders to do?
Based on the above, it is the goal o f  this study to find out how security can be elevated to 
increase trustworthiness o f  the e-Business environment.
6.1 C u sto m ers’ U n it o f  A n alysis and F in d in gs
Several themes have emerged from the data analysis using the thematic framework analysis 
technique guided by the inductive coding process described in the first unit o f  analysis. 
After close reading o f  part o f  the qualitative data, initial themes have emerged through 
identifying segments (descriptive elements) from text highlighting perceptions, actions and 
issues related to the study research questions. As the analysis process proceeded, the initial 
themes were refined and supported by additional descriptive accounts. The final list o f  
themes was grouped and categorised into three conceptual categories as shown in 'fable
6.1. Each interview was given a symbolic name to ensure anonymity and ease o f  access. 
This symbolic name consists o f  the letter C (indicating that the interview is a 
customers/citizen interview) followed by a number from 1-27. Sampling issues and data
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collection related to this unit o f  analysis have been discussed in the research design 
presented in Chapter 3.
Table 6.1: Themes and categories which emerged from the custom ers’ case study.
Category Emerged Themes Location in text
S ecurity
P erceptions Security & privacy needs
CLC2,C3,C5,C9,C10,C11,C12,C13, 
C 14.C 15,C 16,C 17,C 18,C20,C23,C26
Limitations o f  technical security solutions C1,C2,C3,C5,C11,C19,C22,C23,C26
Building trust with the supplier C3,C5,C6,C7,C9,C 11,C12,C13,C15, C 16,C 19,C22,C23,C25
Perceived capability to protect online security C 1 ,C2,C3,C4,C5,C6,C7,C 11,C12,C 13. C 15.C 16.C 18,C20,C22,C23,C26,C27
C 1 ,C2,C4,C5,C6,C9,C 10,C 11 ,C 13,C 14
Threats o f  the online environment ,C 15,C 16,C 17,C 18,C20,C22,C23,C25, 
C26
Security
A w areness Limited awareness o f  good security practices
C2,C3,C4,C7,C8.C9,C 10.C 14.C 16.C 17 
,C20,C21,C23,C25
Limited awareness o f  com panies’ mechanism to 
provide online security
C 1 ,C2,C3,C4,C5,C7,C8,C9,C 10,C 13, 
C 14.C 16,C 17,C 19,C 20,C 21 ,C23,C25, 
C26,C27
Security Custom er responsibility C14,C19,C23
E xp ectation s
e-Business organisation responsibility
C2,C5,C6,C7,C8,C9,C 10,C 11 ,C 12,C 13 
,C 14,C 15,C 16,C 17,C 18.C 19,C 20,C 21, 
C22,C23,C25,C26, C27
C1,C2,C4.C5,C6,C7,C8,C9,C10,C11,
Government responsibility C 12.C 13.C 14, C 15.C 16.C 18.C 19.C20. 
C22,C23,C25,C26,C27
As shown above, 10 main conceptual themes emerged which were grouped under three 
main conceptual categories: Security Perceptions, Security Awareness and Security 
Expectation. Details o f  these findings are presented in the following sections.
6.2 Custom ers’ Security Perceptions
To explore how customers view the online environment, a number o f  overarching topics 
were discussed with participants, aiming to explore their perceptions and concerns about 
the potential o f  e-Business in the country. Since customers are usually involved in the 
customer-to-business side o f  e-Business, most o f  the questions focused on this particular 
mode o f  online business.
There was strong evidence grounded in the data supporting the claim that customers value
the notion o f  e-Business. However, other evidence showed that they have perceptions and
serious security concerns which prevented them from performing commercial transactions
over the internet. From the analysis carried out five themes involving perceptions and
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concerns emerged; they are: security and privacy needs; limitation o f  technical solutions; 
building trust with supplier; self capability to protect online security; and threats within the 
online environment. The five conceptual themes depicting customers’ security perceptions 
are discussed in details below.
6.2.1 Security & privacy needs
Customers’ perceived need for security and privacy emerged as a natural requirement that 
needs to be fulfilled to encourage them to use e-Business with confidence. The values of 
security and privacy were appreciated and requested by most o f  the study participants who 
argued that these two aspects are important for them and that they would feel safe if these 
aspects were ensured in an e-Business environment. For instance, it was argued that 
“security is important and it should exist to protect users from any malicious internet sites” and, 
regarding privacy, one participant believed that “everybody should have privacy on the 
internet...it is important requirement”.
Privacy needs were expressed in terms such as “having control over personal information”, 
“not being monitored over the internet” or “to have your own online space”. Some participants 
saw no difference between online and offline privacy and believed that privacy should be 
ensured in both cyber and physical worlds. They argued that access to or use o f  personal 
information should be based on the permission o f  the person who owns this information. 
Additionally, violation o f  online privacy was considered unwanted and uncomfortable, for 
instance it was stated that:
“It is annoying when you feel that somebody is trying to read your personal information or trying to 
see what you are doing over the internet ”.
In addition, participants emphasised the need to have a secure online environment to protect 
customers. They believed without security it is difficult to use the internet with confidence. 
Moreover, it was argued that security is important for building trust with the other side of 
the transaction. Security was understood by them as a means to “protect the end users from 
online threats and to prevent any attempt o f malicious act”.
Notably, many participants were able to distinguish between privacy and security as two 
different constructs. Few used the term privacy to define security or the opposite. This 
highlights the point that e-Business systems should pay attention to both security and
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privacy aspects, as in some implementations ensuring one does not imply ensuring the 
other.
6.2.2 Lim itations of technical security solutions
Another point revealed in this study was related to the customers’ perception about the 
security o f  internet technologies and the ability o f  technical security solutions such as 
personal anti-viruses, firewalls and anti-spyware to provide them with an adequate level of 
security. Many o f  them believed that internet technologies, which are the backbone for e- 
Business, have their limitations and are not without deficiencies which could lead to many 
security implications:
“In any electronic system there are deficiencies. Companies tried to protect their systems; however, 
there are people who can break these systems. Who builds these systems knows everything about 
them and could use this knowledge to break them
Based on that, they argued that their level o f  trust in these technologies is limited. This 
perception was also fostered by their belief in the imperfection o f  the humankind who 
developed these applications:
“...Technology provides us with many benefits; speed, convenience...etc. But still technology may 
contain faults because it is designed by humans who usually make mistakes
Another participant raised a similar point and argued that “no absolute trust, it [the internet 
technology] is human made and humans are not perfect so how will you trust it ”. Anther issue 
which emerged was related to the security o f  the close source software in which it was 
argued that no one except the developers knows what is hidden inside the software. For 
instance, one participant, who believed that nothing is completely secure or safe, argued 
that the widely-used Microsoft Windows operating system is full o f  vulnerabilities which 
cause security breaches.
In addition to the perceived security limitations o f  internet technologies, many participants 
saw that available security technical controls are unable to prevent security threats 
completely. They mentioned many cases in which their computers were infected by viruses 
or hacked despite the fact that they were using all the possible security solutions. This 
problem was understood by some participants as a result o f  the rapid advancement of
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internet-related technology which is not matched with similar advancement in security, thus 
giving a window o f  opportunity for an attacker to exploit security weakness before they get 
fixed:
“The personal security applications are incapable to protect you completely. Technology is 
evolving very quickly and once a new application is deployed, hackers figures out how to break it ”.
In summary, this leads us to conclude that technological solutions have their limitations; 
moreover, that technology and security are moving at two different speeds, in that security 
is lagging behind, thereby leaving technology vulnerable all the time.
6.2.3 Building trust with supplier
Participants raised the issue o f  establishing trust with the other part o f  an e-Business 
transaction. Some o f  them argued that online transactions are intangible and it is difficult to 
trust the other side o f  the transaction. Accordingly, they considered face-to-face transaction 
more reliable as they could physically verify the identity and assess the trustworthiness o f  
the other side. In one instance, it was argued that this issue has its roots in the offline world 
where people used to carefully assess and establish trust relationships because o f  many past 
incidents which created a lack o f  trust culture.
On the other hand, there were many participants who considered B2C e-Business 
potentially very useful. This group included participants who showed their willingness to 
try it and others who had already started using it. While those customers were concerned 
about security and trust, it was necessary to explore what affects their decision to transact 
with any particular online merchant and what role security plays in their decision-making 
process. From the study it became apparent that customers depended on a number o f  
concerns to help them to assess the security and trustworthiness of online merchants. Some 
o f  the findings suggested that the existence o f  security measures and information about 
them in the merchant’s online portal were used by some participants as trust and security 
assurance concerns:
“...Before I use their e-commerce systems I like to read how much security they have and what is 
going to be if something happened”.
“I try to check if  it is registered with 3B which is online company which registers any site which
accept visa card as a payment method. Also you should check their digital certificate ".
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However, the majority depended on other concerns which were not necessarily related to 
the real security o f  the website or the merchant’s actual security practices. For instance, it 
was stated that “if  the design o f the website is nice it could encourage the customer to buy from 
i t”. Another participant stated that the site appearance gives him/her the feeling how much 
effort the company had put into the website and this affected his/her decision to buy from 
the site. Others talked about the quality o f  the service and how much information is 
available on the website about the products they intended to buy. One participant 
mentioned that s/he could phone the company to make sure it really existed. Two methods 
were frequently cited by participants to assess online trustworthiness. First, company 
reputation, which was expressed in terms such as the “online company should be well-known ”, 
“it should have brand name” and “it should be recognised”. Some participants also believed 
that if the company is new in the market, it is unlikely to succeed over the internet, as first 
it needs to build a name in the offline world. The second frequently-cited concern was the 
recommendation o f  friends and people who tried to transact online with a particular 
merchant. Many stated that they referred to somebody who already used the website they 
intended to buy from, to check if that person experienced any problems, and based on that 
they decide whether to transact with it or not:
“I try to ask people who tried the website I'm planning to use. Sometime I  look to its policy to see 
the terms and conditions, however, I depend more the others experience to decide whether to 
transact with this website or not ”.
Although customers seemed concerned about security, these findings suggest that they 
appear to be unaware o f  many security controls and features (third party certificates, 
encryption, privacy policy, etc.) which online merchants usually use to increase customer 
trust and ensure security. Consequently, they depend on other factors such as reputation and 
recommendations o f  others to get some kind o f  online assurance.
6.2.4 Self-capability to protect online security
When asked about their capability to ensure their online security, participants seemed not 
confident about this matter and perceived themselves as lacking competence in protecting 
their security. They discussed many factors which they believed contributed to this lack of 
competence. For some o f  them, there were factors which are out o f  the online customers’ 
control. In addition to the technical limitations discussed in the previous section, they
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stressed that the online environment is not controlled and is full o f  unexpected events that 
could affect their online security. For example, one o f  the participants discussed how a 
popup windows or some links in one website could redirect you to another website that you 
did not intend to visit, which could be a malicious one. They also thought that whatever 
they did to ensure security, there are always “bad guys” equipped with superior knowledge 
and skills who can violate their online security:
“No I cannot protect my security, you can not be aware o f everything, and there are other people 
who are smarter than you and they could try to deceive you over the internet ”.
“...but still there are hackers who are very expert I don 't know everything about their tricks ”.
Other participants related their incapability to ensure their online security to their lack of 
security knowledge. This has been expressed in terms such as “don't know eve/y thing to 
protect online security” and “my security knowledge is lim ited”. In other instances it was 
argued that customers cannot protect their online security because they are not educated 
from the security point o f  view:
“I don't have enough expertise to protect my online security. Everything I know about that is just 
small personal effort. We don't have any course or training about that ”.
Also it seemed that many were convinced that only experts could gain the knowledge that 
can help them to protect their security. Another point which emerged from discussing this 
topic was related to the role o f  the other stakeholders in relation to customers’ online 
security. For instance, it was stated that if the other parties involved in e-Business fail to 
secure their sides, it will not be enough to secure the customer side. Another aspect of 
stakeholders which emerged was related to the role o f  some parties such as government and 
regulatory bodies in helping customers to protect their online security. These stakeholder 
points were followed by questions in order to further explore the customers’ expectations 
and perceptions regarding the security role o f  other stakeholders in an e-Business context. 
Findings o f  this part are presented in section 6.4.
6.2.5 Threats o f the online environment
When asked about buying or selling over the internet, customers’ responses showed that the 
idea was in principle acceptable, moreover, they were able to identify several potential
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advantages for e-Business such as saving time, effort and money. However, exploring their 
actual online behaviour gave the indication that many o f  them would use the internet for 
many activities except those involving financial transactions. The study results showed that 
this reluctance to engage in real e-Business transaction was partially due to customers’ fear 
o f  being subject to the various security threats associated with the internet environment. 
Table 6.2 shows the list o f  customers’ perceived threats of  the online environment.
Table 6.2: List o f perceived security threats associated with e-Business.
T h rea ts  D esc rip tio n
O n line F rau d/D ecep tion  
H acking  
Im personation
E -m ail T h eft  
C red it C ard  T h eft
M aliciou s Softw are  
P erson al In form ation  A b u se
Most o f  the study participants had been using the internet for more than 6 years and for 
different online activities. Despite the fact that participants believed the internet is useful, 
most o f  them were unwilling to provide sensitive information over the internet, as they 
perceived the internet as an open and insecure environment which could expose their 
information to different security risks. The following quote demonstrates this perception:
“I  don't like to give personal information over the internet...I like to keep my personal data secret...I 
believe that the internet is vulnerable and this could make my personal information subject to risk’’.
The study also revealed that this perception was not only a general fear o f  the internet 
environment, but was based on an awareness o f  specific security threats, as shown in Table
6.2, that customers fear when carrying online commercial transactions. In addition to the 
common security threats such as hacking attempts, spying and virus attacks, it was also 
argued that there are possibilities for online impersonation, and deception. One participant 
argued that “anybody could create a website and claim that it is representing a company".
A threat o f  losing money in transaction includes dishonest party. 
Unauthorised access to custom er’s computers and information. 
Pretending known legitimate online merchant in order to deceive 
customers.
Unauthorised access to customer e-mail account
Gaining access to custom er’s credit card or its information by
unauthorised party.
Harmful applications such as viruses, spyware, and Trojan horses. 
Using custom er's information in a way that could lead to unwanted 
consequences.
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Others expressed their fears o f  transacting with dishonest merchants who might not deliver 
items, send faulty ones or charge more that the price shown in the website.
These perceptions were not always based on a customer’s personal experience with the 
merchant, but also on stories o f  other people who tried to buy products over the internet:
“...It is fearful. I heard many stories, in one, a person bought shoes from a website where the price 
on the internet was 70$, but when he received the bank statement he found that 200$ have been 
deducted from his account. So how you can guarantee that this will not happened for me ”.
From the analysis it became clear that both personal experience with online security threats 
and the recommendations/anecdotes o f  other people who have had unpleasant experiences 
with e-Business services have played an important role in shaping customers perceptions of 
risk. This online risk perception formed a barrier which made customers reluctant to 
provide personal information online in general or participant in e-Business transactions in 
particular.
6.3 Customers Security Awareness
While the above findings showed that customers were concerned about security, it 
suggested that they might lack the necessary security knowledge which can help them to 
increase their online security. Two main themes emerged under this conceptual category. 
The first theme was related to awareness o f  security skills and practices which aim to 
protect customers’ online security and reduce the number o f  threats that they might face. 
The second theme focused on awareness o f  the common security mechanisms that online 
companies implement in their e-Business portal to provide customers with the required 
security assurance.
6.3.1 Limited awareness o f good security practices
To explore customer’s awareness o f  good security practices, participants were asked a 
number o f  questions covering aspects such as security features in their personal computers, 
security applications they use and procedures they follow to ensure their online security. 
Many o f  them stated they always make sure they have anti-virus software installed in their 
machines to protect their online security. Few stated that they had a personal firewall, anti­
spyware or web filter which could increase the level o f  protection that a normal anti-virus
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can provide. Regarding good email practices, many o f  them stated that they delete emails 
which have been received from unknown sources as these emails either contains ads or 
viruses. This assumption was made by some customers after experiencing security breaches 
as a result o f  opening emails or attachments from unknown sources. Others stated that their 
curiosity led them to open and read such emails and in many cases this exposed them to 
serious security risk:
“Yes I experienced one o f these cases in which I received an e-mail saying that I won 100,000 $ and 
I just need to send 700$ to get the prize. Then I felt that somebody try to fool me and I didn 7 reply 
to that email
In another instance, a customer was a victim of  such fraudulent emails. These examples 
show that such security threats cannot be prevented using anti-virus or firewalls, but by 
cautiousness which need to be improved through increasing people’s awareness o f  security.
Exploring how customers choose and use their password gave more insight into awareness 
o f  good security practices. Using passwords as an authentication mechanism is common 
over the internet and many online companies provide customers with a user name and 
password to provide secure access to their accounts. Two aspects o f  password use were 
explored. Participants were asked whether they use different passwords for different 
accounts or not, and how they usually chose their passwords. The analysis showed that 
most o f  them were using one password for many online accounts. T his bad practice could 
put customer’s personal information at risk because if this single password is revealed, all 
his/her accounts can be easily compromised:
“I used to have one password, but after some e-mails theft incidents I started to use different 
passwords for each account".
While these participants seemed unaware o f  the important o f  this practice, they argued that 
choosing one password for different accounts is convenient especially for recalling the 
password. The study also revealed that most o f  the respondents had an incorrect belief 
about strong passwords. Exploring how they choose their passwords showed that they 
tended to use very personal information such as persons’ names, car names and phone 
numbers.
155
“I use one password and I choose something special to me like my university ID or phone 
number ..dike that”.
“Ihave onepassM>ord...I use numbers or names which have special things in my mind”.
Few participants stated that they used passwords which include a mix o f  letters, number 
and special characters, or that they avoid using personal information as a password as it is 
easy to guess.
The study revealed that customers never received any training or course related to security. 
Despite the fact that the educational system in the study context covered computer literacy 
aspects, participants argued that it did not cover anything related to information security, 
which left them with limited awareness based on personal effort. From the study it became 
apparent that customers’ awareness o f  good security practices was very limited and this 
made them subject to many security risks, especially the threats which are difficult to 
prevent technically, such as phishing or password-related threats. While they depended on 
some technical security solutions to protect them from threats such as viruses and malware, 
there are other threats which cannot be prevented by these technical measures. For 
example, having an anti-viruses or firewall will not protect the customer from bogus emails 
requesting him to submit his bank account details and pretending that this is needed by the 
bank to update his records. Protecting customers from such threats requires increasing their 
security knowledge and awareness o f  these threats and how they need to react to these 
threats.
6.3.2 Limited awareness o f com panies’ mechanisms to provide online security
As discussed in section 6.2.3, customers depend on a number o f  antecedents to assess 
online merchants’ security and trustworthiness, which were not necessarily related to the 
actual security practices o f  the online merchants. This raised the question whether 
customers are really aware o f  common security mechanisms (digital certificates, privacy 
policy, secure communication and encryption) usually implemented in e-Business portals, 
as this awareness could help them to avoid any false feeling o f  security and enable them to 
increase the number o f  antecedents that could eliminate their security concerns.
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Table 6.3: Terms related to common web security mechanisms.
Term__________________ Brief Description
Digital Certificate Issued by trusted  certificate  au thority  and used to identify  the  identity  o f  the  online 
m erchant.
Encryption Several techniques used to convert data  in c ipher data w hich is only readable  by 
authorised  parties.
Secure Website W ebsite w hich has security  features such as digital certificate, p rivacy  policy  and 
apply encryption.
Privacy Policy Placed on the  m erchant w ebsite  and inform ed the custom er how  his personal 
inform ation is go ing  to be used.
SSL Secure Socket L ayer p rotocol, used to provide confidential and no t tam pered-w ith  
com m unication  betw een custom ers and online  m erchant.
HTTPS U sually  appears at the U R L address bar to indicate the w ebsite  will encrypt the 
custom er inform ation and send it over SSL channel.
To explore customers’ awareness o f  these common approaches for providing online 
security and increasing trust perceptions, participants were presented with a list o f  terms 
related to these security mechanisms and were asked to comment on them. These terms are 
shown in Table 6.3. Very few participants were able to provide a brief description similar 
to the one shown in the above table. Some provided short and unclear descriptions; for 
instance, one participant stated that the secure web site is the “safe website” without being 
able to clarify how a website can be safe or secure. Another described a privacy policy as a 
“document in the website which talks about privacy. However, the majority had no idea what 
these terms related to.
E-Business organisations depend on these security measures to provide online security and 
trust assurance to their customers. Arguably, these security controls could improve their 
security assessments in two significant ways. First, customers’ concerns might be alleviated 
when they are made aware o f  these security controls, and furthermore their existence might 
increase their perception that a merchant is secure and trustworthy. Second, the researcher 
argues that this knowledge empowers customers to have real control which can be used 
alongside their anecdotal recommendations and common sense perceptions to assess online 
merchant security.
6.4 Custom ers’ Security Expectations
As discussed previously, the study showed that customers were concerned about security 
and privacy which were considered by them as important needs and requirements for a 
trustworthy e-Business environment. Therefore, it was necessary to understand and explore
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how responsibility toward e-Business security is perceived by customers in the study 
context, and how they perceive the role o f  other stakeholders in relation to this matter. 
Three different expectations have emerged depicting customers’ perceptions about the 
responsibilities o f  several security stakeholders represented by the customers themselves, e~ 
Business organisations, and the government.
6.4.1 Custom er responsibility
The analysis revealed that customers felt less responsible for ensuring their online security. 
Little evidence was found to claim that customers perceived themselves as responsible for 
adopting measures to increase their security while transacting over the internet. The 
majority deposited this responsibility on other stakeholders such as the companies doing 
online business and the government which represented the role o f  the state in the study 
context. They perceived themselves as users who just receive online services without any 
control over these services or the infrastructure underlying them. Few participants believed 
that customers must share part o f  this responsibility. For instance, one participant argued 
that security “is personal responsibility and everybody should take care o f what he is doing on the 
internet”. In another instance, it was argued that security is the customer’s responsibility and 
“he should be aware o f the internet risks”. However, this was less evident compared to the 
common perception in which participants believed that businesses and government are 
mainly responsible for e-Business security.
6.4.2 e-Business organisation responsibility
Companies doing online business have emerged in this study as important stakeholders in 
the security o f  the e-Business environment. Participants believed that the primary 
responsibility for ensuring e-Business security lies with online companies. From the 
customer’s perspective this responsibility includes three main tasks: protecting customers’ 
information held by these companies; providing the necessary measures to secure their e- 
Business applications and infrastructures; and contributing to building customer trust and 
security awareness.
Participants argued that online merchants should be responsible for protecting customers’ 
information and ensuring that this information will not be used in any way that could harm 
them. They emphasised the importance o f  credibility and transparency o f  the online
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companies. Accordingly, they argued that online merchants should have clear and 
transparent procedures regarding how customers’ information is going to be used and 
protected. The existence o f  such procedures was considered paramount:
“The company which will receive and process my information is responsible to protect my 
information. It should have an expert to prevent unauthorised access to my sensitive information. 
Before I use their e-commerce systems I like to read how much security they have and what is going 
to be i f  something happed’.
They also emphasised that companies should secure their e-Business portals using all 
possible technologies, procedures and professional expertise. In order to increase customers 
trust, they argued that companies need to work more on the security o f  their websites and it 
was suggested that these companies should hire security experts and consult with 
professional security providers to ensure an adequate level of protection. Additionally, 
participants highlighted the importance o f  communication with customers in order to 
understand their security needs:
“Online companies should have good security systems. Also their credibility should be very high 
and they should communicate with the customers to understand their needs and requirements. All 
this will build the customer trust in these companies”.
The study showed that customers were not well-informed about the security o f  available 
online services that local companies offered. Participants argued that these companies do 
not put much effort into advertising and marketing their e-Business services and how 
secure they are. Moreover, they argued that online merchants need to communicate the 
security o f  their online services effectively to the customers:
“They should secure their websites and they should increase advertisement and promoting the 
security o f their websites. For example they can talk in the newspapers about how much they are 
secure to encourage people to use their websites”.
It was believed that communicating security to customers will serve two purposes. First, it 
will increase the customers’ trust in e-Business organisations as having security and will 
provide them with more assurance that their information will be protected. Second, it will 
contribute to build customers’ security knowledge and awareness as they will be informed 
about how online companies secure their e-services.
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6.4.3 Government responsibility
Government and regulatory bodies were viewed as other important stakeholders who must 
have a stake in the security and trustworthiness o f  the e-Business environment. In general 
the study revealed that customers expect more effort from the government toward the 
security o f  the e-Business environment, which they believed should be part o f  its 
responsibility towards its citizens. When asked who should be responsible for ensuring a 
secure electronic environment, many participants argued that this should be part of 
government responsibility which is required to protect citizens and companies transacting 
over the internet. As they seemed unsatisfied with the current situation which does not meet 
their expectations, they suggested many actions that the government could undertake to 
increase trustworthiness o f  e-Business in the country. For instance, involving government 
in controlling and organising the e-Business environment was expected to have a positive 
impact on the level of  trust in e-Business transactions. It was argued that this could provide 
some assurance that the process is not left to the judgment o f  the individuals or companies 
involved in these transactions. Moreover, it was believed that the government could act as 
an independent authority that parties involved in e-Business transactions could refer to in 
case of  any conflict. Accordingly, this could encourage people to transact online and 
increase the chance that e-Business will succeed in the country:
“The Government should be responsible for providing secure e-environment; if  you look to the west 
and why e-commerce succeeded there, it is because the governments are involved in 
everything... The government should be the guarantor for anything that could occur online”.
Government responsibility for the security o f  the e-Business environment was seen by 
customers to include a number o f  tasks. Many instances showed that customers wanted e-
IBusiness activities to be controlled and monitored by the government. This was expressed 
in terms such as “monitoring online companies”, “controlling online environment” and 
“protecting online customers’ rights”. Also it was suggested that the government should make 
sure that these companies are registered and it should check the capability o f  these 
companies to conduct online business in a secure manner:
“The government can have a big role in this, if any company is going to run business over the 
internet, this should be through the government approval. This includes what the company is going
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to sell and how it is going to collect/return money to the customers. All these are important to 
protect online customers”.
Additionally, participants emphasised the need for a clear legal framework for e-Business 
activities. Therefore, they argued that government should be more active in the process of 
enacting laws to protect parties involved in e-Business transactions. Both proactive and 
reactive actions were requested by participants. In addition to the need for regulatory acts to 
protect online customers’ rights and to ensure that online merchants are capable of 
conducting secure online business, participants argued that government should react to any 
illegal online activities which could harm businesses or customers, therefore, there should 
be a digital crime law to punish any one who commit such illegal actions:
“ The government should be responsible for the internet security and it should put rules, regulations, 
and laws for online business... There should be a specific authority in charge for security and there 
should be a clear law to punish for illegal online activities”.
Although Jordan was one o f  the early countries in the region to pass legislation to regulate 
online contracting, its electronic transaction law 80 Of 2001 was not sufficient to provide 
customers with the necessary rules to protect them from the risks associated with the online 
environment. In contracts with many developed countries7, Jordan did not provide clear 
rules and regulations for businesses to consider before setting up an online business. This 
could explain why participants expected that the government should have a more 
significant role in regulating e-Business in a way that would protect their rights.
Furthermore, it was expected that the government could contribute to reducing online
threats by applying some security measures on the internet infrastructure such as “filtering
internet traffic to ensure it is free from viruses” and “restrict access to malicious websites”. Given
8 •the fact that this infrastructure became owned by private telecommunication companies1, it 
would not be easy for the government to perform such actions. However, it may force 
telecommunications companies to apply these security measures which raise the security 
bar in the digital environment. This can be realised by passing regulations which force
7 See for example http://www.out-law.com /paee-424 for a list fo r rules that companies in the UK need to 
consider before establishing selling over the internet.
8ln 1996 the government started the privatization program in order to reduce the public sector stake in and 
rebalance many economic sectors. As a result of this program the telecommunication sector was completely 
privatised.
161
these companies to adopt the required controls in order to ensure secure online 
environments and by regulating the internet infrastructure by security standards that could 
provide stability and trustworthiness.
The last role that customers believed that the government needs to consider was building 
citizens' security awareness. While the government was required to encourage the adoption 
o f  e-Business, it was argued that it is responsible for equipping citizens with the knowledge 
and skills to use e-Business applications in a secure manner. Customers emphasised that the 
educational system did not give attention to raise citizens' security awareness:
“At the academic level this subject are not given enough attention and students graduate without 
enough knowledge about security and privacy issues”.
In the light of  these findings, the current role o f  the government will be explored in more 
detail in the next chapter, which will be the final unit o f  analysis in the research. The 
researcher will attempt to gain more insight in the government role and other security legal 
aspects by investigating current government efforts towards the security o f  e-Business in 
the context o f  the study and the implications o f  these efforts.
6.5 S u m m ary
This chapter has focused on the customers’ side o f  e-Business security and analysed how 
their perceptions, awareness, education and expectations influence security o f  e-Business in 
the context o f  the study. On the basis o f  the findings, it can be argued that many customer 
related aspects need to be considered in order to elevate e-Business security. These aspects 
include customer perceptions and concerns, customer security knowledge and interaction 
with stakeholders, including government and business organisations.
Although the findings suggested that customers appreciate the potential benefits o f  e-
Business, they showed that security concerns acted as a barrier to full engagement in online
transactions. Several factors have been found contributing to these security concerns; these
included the fear o f  being subject to various online threats, vulnerability o f  Internet
technologies, limitations o f  technical security solutions, and the intangible nature o f  e-
Business transactions. The findings also suggested that the customers’ lack o f  security-
related knowledge negatively affected their ability to take rational security decisions while
they conduct transactions over the internet, which increases the chance o f  being subject to
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security threats. Also, the analysis showed customer security perceptions and security 
knowledge were influenced by interaction with the government and online companies and 
how much those stakeholders communicate security to the customers. Regarding online 
companies, the findings suggested that their responsibility toward security includes three 
main tasks: protecting customers’ information held by these companies; providing the 
necessary measures to secure their e-Business applications and infrastructures; and 
contributing to building customers’ trust and security awareness. On the other hand, 
customers seemed less satisfied with the current role o f  the government toward the security 
o f  e-Business. Accordingly they suggested several actions, including regulating e-Business, 
securing the national ICT infrastructure, and building public security awareness.
In the light o f  these findings and the ones from the previous units o f  analysis, the next 
chapter will analyse the current role o f  government in the security o f  e-Business in the 
context o f  this study.
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Chapter 7 : Analysing the Role of Government in e-Business Security
This chapter presents the fourth and final unit o f  analysis in this research and explores the 
role o f  government and regulatory bodies in relation to the security o f  the e-Business 
environment in the context o f  the study. In the study’s initial framework of inquiry 
government was identified as an important stakeholder whose effect could span a wide 
range o f  stakeholders and security aspects. The framework speculates that government 
involvement in e-Business security will affect several dimensions, particularly technical, 
organisational and legal. Through the previous three units o f  analysis, which explored 
technology providers, e-Business organisations, and customers/citizens, the need for an 
effective government role emerged as one o f  the important themes. Thus, the aim o f  this 
chapter is to shed light on the current role o f  the government in the security o f  e-Business 
and on what has been done to meet the relevant stakeholders’ expectations. This has been 
achieved by reviewing government documents and conducting a number o f  interviews with 
government officials involved in a number o f  e-Business activities in the country.
Although the adoption o f  e-Business in the context o f  this study is still in the early stages, a 
number o f  observations show that this adoption is increasing dramatically. The move into 
the online environment is notable according to the Global Information Technology Report 
(G1TR), which shows that the country was very successful in leveraging ICT which in turn 
reflects on its economic efficiency and service provision (Word Economic Forum, 2009). 
The country’s profile in this report is in line with the findings o f  the previous three units of 
analysis, which suggest that the government is still lagging behind when compared with the 
businesses and the individual’s readiness to participate in the online environment. While 
the GITR is one of  the few public reports which provide a valuable source o f  data about the 
diffusion o f  ICT in many countries, including Jordan, it also raises awareness o f  the 
importance of  ICT diffusion, identifies its enabling factors and stresses the responsibilities 
o f  different stakeholders, including governments, businesses, and individuals. Yet, limited 
information security aspects are covered by the GITR. For instance, it does not assess the 
government’s contribution in securing national ICT infrastructure or building public
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security awareness, as this study’s findings stressed. This leaves a gap which needs to be 
filled by exploring how policymakers at the national level tackle security during the 
transition into the digital environment.
Accordingly, this particular unit o f  analysis aims to answer the following questions:
What is the current role o f  governm ent regarding e-Business security in the context o f  
the study? A n d how it can be an effective partner in the problem  area?
From the previous analysis it has become apparent that there is a common agreement 
between the relevant stakeholders that the government should put more effort into meeting 
their requirements and expectations which in turn would reflect on the security and 
trustworthiness o f  e-Business in the country. In the light o f  these stakeholders’ 
requirements and expectations, it is the goal o f  this study to investigate the following:
1. How does government address e-Business security in the country’s legal 
framework?
2. How is e-Business security addressed in the current national e-Commerce strategy 
proposed by government?
a. How does government perceive security and what aspects does it intend to 
address?
b. What are the current government’s efforts and plans to build security 
awareness for both business and citizens?
c. What are the current government’s efforts and plans to secure e-Business 
infrastructures?
Section 7.1 analyses e-Business security aspects with the current legal framework. It 
investigates the electronic transaction law and its implication for the security o f  e-Business 
in the country. Section 7.2 analyses government policies, strategies and action plans in 
relation to e-Business security. Section 7.3 provides a summary and the implications o f  the 
findings.
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7.1 E -B u sin ess S ecu rity  in the C u rren t L egal F ram ew ork
Recognising the importance o f  legislation that facilitates e-Business transactions in the 
country, Jordan was one o f  the first countries in the region to pass a special law for online 
transactions. The temporary law is called Electronic Transactions Law (ETL) No 85. o f  
year 2001 and represents the single legal reference that can be applied to e-Business 
transactions (ETL, 2001). Instead o f  amending existing legislation to recognise online 
transactions, this special law was introduced to be applicable to any transactions that may 
include electronic processing, transmitting and storing of  data. The law attempts to regulate 
a number o f  e-Business aspects including electronic contracts, recodes, messages and 
signature. Also, it provides a set o f  articles related to electronic transfer o f  funds and 
authenticity o f  electronic documents. Moreover, it represents the first step in the effort to 
prevent some sorts o f  cybercrime.
While the ETL is the only legal reference that can be found in the county in relation to e- 
Business transactions, it does not provide a comprehensive set o f  legislation that can ensure 
security and trustworthiness o f  the online environment. A close look at this law shows that 
it has a number o f  limitations which make it inadequate to provide the required legal setup. 
A review o f  the law’s provisions and discussion o f  its limitations are presented in section
7.1.1 and 7.1.2.
7.1.1 Overview of the Electronic Transaction Law (ETL)
According to article (3) o f  the ETL, the law was introduced to enable electronic means of 
conducting transactions. These transactions include both governmental and commercial 
online transactions. It consists o f  7 chapters and 41 articles which for the purpose of 
conducting secure e-Business can be considered in terms o f  the following four areas:
1. Electronic documents including records, contracts and messages.
2. Electronic transfer o f  funds.
3. Electronic signatures and digital certificates.
4. Penalties for some kinds of online abuse.
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First, regarding the use o f  any electronic document, it is important that the law 
acknowledges the legal power o f  the different forms o f  electronic document and considers 
them acceptable sources of  evidence that cannot be denied just because they are conducted 
by electronic means. Indeed, according to article (7/a) o f  ETL “the electronic records, 
contracts, messages, and signatures shall be considered to produce the same legal 
consequences resulting from  the written documents and signatures in accordance with the 
provisions o f  the Laws in force in terms o f  being binding to the parties concerned or in 
terms offitness thereof as an evidential weight”. Similarly, article (8/a) o f  the law sets the 
conditions for considering the electronic record to have the same legal effect as the original 
form, which mainly focus on availability, accessibility and integrity o f  the data contained in 
the digital record as well as identification of  the originator.
Second, at the core o f  e-Business is the notion of  electronic transfer o f  funds. ETL 
stipulates a number o f  provisions that aim to facilitate e-payment, which is considered an 
important component in e-Business infrastructure. For instance, article (25) recognises the 
electronic transfer o f  funds as an acceptable payment method. Only two general conditions 
have been set on financial institutes providing e-payment services. First, they should 
comply with other relevant laws such as the Central Bank o f  Jordan law and the Banks law, 
as well as regulations and instructions that the Central Bank issues to regulate e-payment in 
the country. The second condition obliges these institutions to ensure security in terms of 
security o f  the services provided to clients and maintaining banking confidentiality.
Third, the law defines “Electronic Signature” as the only mechanism which provides 
security and acceptability o f  the “Electronic Record” which is defined under the ETL as “r/ 
record, contract or data message generated, sent, received or stored by electronic means” . 
It stipulates that the electronic record is valid and deemed secure from a legal point o f  view 
only if it is signed by a secure electronic signature which is generated during the validity 
period o f  its digital certificate, which needs to be obtained from an accredited certificates 
authority. This implies that the existence o f  a Public Key Infrastructure (PKI) is required 
for implementing this law.
Finally, in terms o f  secure e-Business, it is important that there is some means o f  
preventing related abuse. In Jordan, the law stipulates provisions related to some 
cybercrimes which mainly focus on illegal use o f  digital certificates. Both imprisonment
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and fines have been introduced as penalties for illegal online acts such as the creation of 
security certificates for fraudulent purposes or unlawful activities. Penalties have also been 
introduced for organisations involved in the process o f  securing electronic records. For 
instance article (37) stipulates that “any entity engaged in the practice o f  securing 
documents which submits false information in a registration application, or discloses 
confidential information o f  any o f  its clients, or violates the regulations and instructions 
issued pursuant to this Law documents shall be subject to a fine o f  no less than (5000) five  
thousand dinars’’. In article (38) the law goes farther and introduces punishment for any act 
which is considered a crime committed by electronic means.
7.1.2 Analysing ETL in Relation to e-Business Security
Although the ETL is considered an important step for increasing the adoption o f  e-Business 
in the country by providing a suitable legal framework for such activities, several issues 
related to e-Business in general and security in particular are not covered in this law. From 
the analysis it becomes apparent that it has many limitations which render the current legal 
situation inadequate for providing a secure and trustworthy e-Business environment which 
should address all the relevant stakeholders’ needs and concerns.
The first major drawback which can be noticed in this law is that it is not obligatory. This 
means it is applicable only if the parties participating in a particular e-Business transaction 
agree to apply it. This is clear in article (5/a) which states “unless a provision in this Law 
states otherwise, the provisions o f  this Law shall apply to the transactions on which the 
parties thereto agree to implement the transactions thereof through electronic means” . In 
the same context, article (5/b) requires a new agreement between the parties for every new 
transaction. According to Al-Ibraheem and Tahat (2006) this is because the law is based on 
the model law o f  the United Nations Commission on International Trade Law 
(U N C IT R A L )9 which requires explicit consent from the parties that are going to perform 
transactions by electronic means. Whilst this provides some sort o f  flexibility to the parties 
transacting online, it means that the law might not be implemented at all and this means 
that it will not fulfil its goal o f  regulating e-Business in the country.
9 The United Nations Commission on International Trade Law (UNCITRAL) www.uncitral.org
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An additional reason which makes a large part of this law ineffective is the lack of 
regulations and instructions on how to implement and enforce some o f  its provisions. For 
instance, the validity o f  the electronic signature is linked, under this law, to the validity o f  
the digital certificate which needs to be issued by a competent and licensed certificate 
authority. According to article (40/b) the Cabinet will issue the necessary regulations for 
implementing the provision related to “the procedure fo r  issuing security certificates, the 
authority competent to do such and the application fees'". Unfortunately, these regulations 
have not been issued until now (ESCWA, 2009). Absence o f  these regulations makes it 
impossible to establish such fundamental security infrastructure in the country. Other 
missing regulations are related to the security o f  electronic transfer o f  funds which, 
according to article (29), should be issued by the Central Bank o f  Jordan which is 
responsible for maintaining and ensuring the safety o f  the banking environment in Jordan. 
This lack o f  supportive regulations, especially the ones related to security of  online 
transactions, hinders the establishment o f  secure e-Business infrastructure and increases the 
legal uncertainty which in turn hinders building trust in e-Business at both business and 
citizen levels.
In relation to punishment for online illegal activities, The ETL covers very limited aspects 
o f  cybercrime, mainly addressing the illegal use of  digital certificates. Additionally, it 
introduced a penalty o f  up to one year’s imprisonment for any illegal act which is 
conducted online. This implies that the law does not distinguish between the wide range of  
cybercrimes which can differ in terms o f  type, intention and severity. Under the current law 
there is no difference between simple computer penetration targeting any machine over the 
internet which can be committed by a teenager and organised denial o f  service attack 
targeting large e-Business portals in the country. Looking at the nature and diversity o f  
cybercrime, it can be argued that these provisions fail to recognise the wide range o f  real 
risks associated with e-Business environments and fail to deal with each type o f  these 
crimes according to its nature and impact.
In addition to the above limitations, several important security aspects are not covered 
under the current legal framework. These mainly include online privacy and data 
protection, online customer protection, and security of  e-Business infrastructure.
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Despite the fact that the Jordanian constitution seems to respects citizens’ privacy in the 
physical world, there is no equivalent treatment for online privacy. For instance, internet 
cafes, which are very popular in the country, are requested by law to collect personal data 
from the internet users. This data includes identifiable information and internet use records 
must be disclosed if the government so requests:
“In March 2008, Jordan began increasing restrictions on the country’s Internet cafes. Under the 
pretext o f maintaining security, Internet cafes were installed with cameras to monitor users, and 
Internet cafe owners were required to register the IP number o f the cafe, the users' personal data, 
the time o f use and the data o f Web sites explored” (OpenNet, 2009, p. 3).
According to the ESCWA (2007) the lack of  data protection laws and non-existence o f  
disclosure control mechanisms are the major cause of  privacy problem in many countries 
including Jordan:
“While most advanced countries have devised laws that protect privacy and data, all ESCWA 
member countries still lack standards and regulations to protect personal privacy and data, with 
the exception o f general laws that are applied in certain cases” (ESCWA, 2007, p. 38).
Furthermore, there is a clear lack o f  laws and regulations to protect the rights o f  customers 
engaging in e-Business transactions which represents a serious obstacle for building 
customer trust in such forms o f  transaction. Consumer protection includes many issues such 
as product liability, privacy rights, fraud and misrepresentation (ESCWA, 2007). 
Unfortunately, these issues are not covered under the current legal framework which can 
contribute to an increase in legal uncertainty in e-Business environment o f  the country.
In relation to the security o f  e-Business infrastructures, which may include security 
guidelines, standards, procedures and techniques that the commercial sector should follow 
in order to ensure security, there is a clear absence o f  legislation that covers such issues. 
For instance, there are no regulations for establishing online stores in general (Al-lbrameem 
and Tahat, 2006) or for securing them in particular.
Based on the issues discussed above, it can be argued that the current legal framework is 
inadequate to provide a trustworthy e-Business environment and has failed to address 
several security aspects, including enforcement, supportive regulations for establishing 
security infrastructure, cybercrimes, privacy and online customer protection. While these
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issues are among the main concerns o f  a wide range o f  stakeholders, a comprehensive legal 
framework to cover them is much needed for today’s complex e-Business environment.
7.2 S ecu rity  in the ligh t o f  the N ation a l e -C om m erce  S trategy
It is notable that the government has recognised the potential benefits that ICT diffusion in 
general and e-Business adoption in particular can bring to the country. In the course o f  the 
last 10 years, it has been working hard to increase the country’s electronic readiness to get 
the most from the information society. Consequently, ICT and its related applications 
became one o f  the hot topics on the government’s agenda and several initiatives were 
launched to realise its benefits. This is also reflected in government policies which started 
to include a dedicated part for ICT. In 2007 the government policy for ICT and postal 
sectors called for more efforts to encourage local companies to offer e-services especially 
e-Commerce services (ICT-Policy, 2007). In reaction to the recommendations o f  this 
policy, the Ministry o f  Information and Communications Technology (MoICT), in 
cooperation with other governmental bodies and stakeholders, introduced the National e- 
Commerce Strategy for the period from 2008 to 2012 in order to provide the necessary 
framework for implementing those recommendations (MoICT, 2008). As this research calls 
for integrating security as an important component o f  e-Business adoption strategy, the aim 
here is to explore how and to what extent the government addresses security in the national 
e-Commerce strategy.
7.2.1 Overview of the National E-Com m erce Strategy
The national e-Commerce strategy represents the government plan for developing e- 
Commerce in Jordan. Under this strategy, e-Commerce is defined as “transactions between 
consumers and businesses or between businesses associated with the development or trade 
o f  goods and services over telecommunications or broadcast network” which implies that 
this strategy is intended to cover all e-Business modes, including business to customer, 
business to business, and internal business automation. The strategy was drawn up based on 
the Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis, which was carried 
out between July and October 2007 to assess the current state o f  e-Business in the country. 
Consequently, five major factors were identified as reasons why e-Commerce had not taken
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off in Jordan. These are: the lack o f  e-payment systems; the lack o f  supportive legislation; 
the lack o f  e-Commerce awareness; unaffordable broadband access and PCs; and arbitrary 
tax changes. Therefore, the strategy's vision, goals and objectives have been set with the 
intention o f  overcoming these impediments and their related issues.
Therefore, the vision o f  the strategy was to make Jordan “a leading e-commerce centre in 
the region through the exploitation o f  its information technology capacity and the creativity 
o f  its people”. In the light o f  this vision, four strategic goals along with a set o f  objectives 
associated with each o f  them were defined, as shown in Table 7.1.
Table 7.1: Goals and objectives o f the national e-Com m erce strategy (M oICT, 2008).
S t r a t e g i c  G o a l R e l a t e d  O b j e c t i v e s
1. T o  i n c r e a s e  t h e  w e a l t h  
o f  t h e  J o r d a n i a n  
p e o p l e  t h r o u g h  th e  
d e v e l o p m e n t  a n d  
e x p l o i t a t i o n  o f  e-  
c o m m e r c e
■ T o  crea te  an e n v iro n m en t  tha t  gen era te s  business  op p o r tu n it ie s  
pa r ticu lar ly  for y o u n g  people .
■ T o  crea te  addit ional  high va lue  e m p lo y m en t  for Jo rd an ian s  in k n o w le d g e  
based  industr ies.
■ T o  im p ro v e  the  e f f ic iency  o f  Jo rd an ian  business.
■ T o  red u ce  facto r  prices.
2. B y  2 0 1 2 ,  to  b e  a 
r e g i o n a l  l e a d e r  f o r  I T  
s y s t e m s  d e v e l o p m e n t ,  
a p p l i c a t i o n s  a n d  
s e r v i c e s  a s s o c i a t e d  
w i t h  e - c o m m e r c e
■ T o  e x p an d  the  d o m es t ic  and  expor t  m ark e ts  for  IC T  p ro d u c ts  and  
services.
■ T o  increase  the  g ross  r e v en u e  and  g ross  va lue  ad ded  by the  sector.
■ T o  increase  tax  rev en u es  ra ised  f rom  the  IC T  sector.
■ T o  im prove  J o r d a n ’s abil i ty  to a tt rac t  sk il led  IC T  p ro fess io n a ls  to c o m e  
to or rem ain  in the  country .
■ T o  increase  the  range  o f  e -co m m e rc e  p roduc ts  and serv ices.
3. T o  b e  o n e  o f  th e  
l e a d i n g  c o u n t r i e s  in  
th e  r e g io n  t h a t  u s e s  e-  
c o m m e r c e  a s  a 
c h a n n e l  f o r  s e l l i n g  
g o o d s  a n d  s e r v i c e s  to  
c o n s u m e r s .
■ T o  increase  the  n u m b er  o f  Jo rd an ian  re ta ilers tha t  sell o n l ine  u s in g  e- 
c o m m e rc e  w ith in  Jo rdan ,  in the  A rab  reg ion  and  w o r ld w id e .
■ T o  s t im ula te  retail e -co m m e rc e  b u siness  start ups
■ T o  im prove  c o n s u m e r s ’ access  to go o d s  and se rv ices  so ld  by Jo rd a n ian  
reta ilers.
■ T o  reduce  the  cost  o f  g o o d s  and  se rv ices  for Jo rdan ians .
■ T o  ex tend  the  range  o f  g o o d s  and  se rv ices  ava i lab le  to  Jo rd an ian s .
■ T o  increase  the  v o lu m e  o f  Jo rd a n ian  d o m es tic  retail  b us iness .
■ T o  ex tend  the  reach  o f  Jo rd an ian  retail  b u s in esse s  ac ro ss  th e  A ra b  reg ion .
■ T o  increase  the  prof i tab ili ty  o f  Jo rd a n ian  retail bus inesses .
4. T o  b e  o n e  o f  th e  
l e a d i n g  c o u n t r i e s  in  
th e  r e g io n  t h a t  u s e s  e-  
c o m m e r c e  a s  a 
c h a n n e l  fo r  d o m e s t i c  
a n d  i n t e r n a t i o n a l  
b u s i n e s s  to  b u s in e s s  
c o l l a b o r a t io n  a n d  
t r a d e
■ T o  increase  the  n u m b e r  o f  bus in esse s  that  use  e -c o m m e rc e  for b u s in ess  to 
business  t rad in g  w ith in  Jo rdan ,  in the  A rab  reg ion  and  w o r ld w id e .
■ T o  s t im ula te  w h o le sa le  e - c o m m e rc e  b u siness  s tart  ups.
■ T o  m ax im ise  Jo rd an ian  c o m p a n y  part ic ipa t ion  in g lobal  su p p ly  ch a in s  
that  use  business  to bu s in ess  e -co m m e rc e  as th e i r  channe l .
■ T o  increase  the  e ffic iency  o f  su p p ly  cha ins  o p e ra t in g  in Jordan .
■ T o  ex tend  the  range  o f  g o o d s  and  se rv ices  a va i lab le  to Jo rd an ian  
com p an ies .
■ T o  ex tend  the  reach  o f  Jo rd an ian  c o m p a n ie s  in ex is t in g  in te rna t iona l  
m ark e ts  and reach n e w  in ternational  m arke ts .
■ T o  increase  the  e ffic iency  o f  ind iv idua l  c o m p a n ie s  in the  p ro c u re m e n t  o f  
go o d s  and services.
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In order to implement this strategy and to fulfil its goals and objectives a wide range of 
enabling factors were identified; these factors were associated with enabling actions with 
potential owners and possible stakeholders. These enabling factors and their description are 
shown in Table 7.2.
Table 7.2: Enablers of the National E-comm erce Strategy (M oICT, 2008),
E n a b l e r s D e s c r i p t i o n
T h e  L a w P rov ide  an e f fec tive  legal f r a m e w o rk  for the  d e v e lo p m en t  o f  e- c o m m e rc e  inc lud ing  the  va lid i ty  o f  dig ita l  s igna tu res ,  c o n su m e r  
p ro tec t ion ,  c y b erc r im e  and  v a r io u s  c h an g es  to  the  e - transac t ion  law.
S e c u r i t y Genera l  aw aren ess  o f  the  need  for in fo rm at ion  and  personal  securi ty  
a m o n g s t  c o m p a n ie s  that  t rade  e lectronica l ly .
E l e c t r o n i c  p a y m e n t s Fully  opera t iona l  p a y m e n t  g a te w a y  and  a sso c ia ted  b a n k in g  se rv ice s  for u se  w ith  in ternet and  m o b ile  p h o n e  paym en ts .
T a x D ev e lo p  sy s tem s  and  p ro cesses  for tax  aud it  o f  e lec tron ic  records ,  tax s im plif ica t ion .
A w a r e n e s s G enera l  a w are n e ss  th ro u g h o u t  society ,  a w a re n e ss  o f  law yers  and ju d g es ,  o f  S M E s ,  o f  g o v e rn m e n t  o fficials,  an d o f  b a n k in g  s t a f f
S k i l l s
D ev e lo p  c o m m erc ia l  and techn ica l  e - c o m m e rc e  skil ls  a m o n g s t  S M E s 
and  IC T  f irms,  c o m m erc ia l  and legal e -c o m m e rc e  skills  am o n g s t  
law yers ,  j u d g e s  and  tax  officials.
C u s t o m s In t roduce  rap id  cu s to m s  c learance  and  a ssoc ia ted  c u s to m s  IT  sys tem s.
E m p l o y m e n t P rov ide  e m p lo y m e n t  op p o r tu n it ie s  that  m ee t  th e  a sp ira t ions  o f  the  ed u ca ted  young.
T h e  I T  s e c t o r D ev e lo p  capaci ty  in e -co m m e rc e ,  e - c o m m e rc e  so f tw a re  and se rv ices  for fixed and  m o b ile  sectors;  p ro m o tio n  o f  the  sec to r  skills .
A v a i l a b i l i t y  a n d  u s e  o f  I C T  
i n f r a s t r u c t u r e  a n d  s e r v i c e s
C o m p et i t iv e  supp ly  o f  b ro ad b an d ,  w id e sp rea d  ad o p tion  o f  b ro ad b an d ;  
im p ro v e m en t  in the  a f fo rdab ili ty  o f  ICT; in t ro d u c t io n  o f  3G  m o b i le  
services;  c o m p e t i t io n  and d ivers ity  in in te rnat ional  t e le co m m u n ic a t io n s .
L o g i s t i c s  a n d  t r a n s p o r t  
i n f r a s t r u c t u r e
D ev e lo p  w a reh o u s in g  and  p a ck in g  facili t ies;  r e m o v e  im p e d im e n ts  for the 
d e v e lo p m en t  o f  air and  land freight  hubs.
C a t a l o g u e s  a n d  c o n t e n t E stab lish  capac i ty  in e -co m m e rc e  con ten t  d ev e lo p m en t .
F in a n c e  a n d  i n v e s t m e n t Im p ro v e  links b e tw een  inves tors  and en trep reneurs .
G o v e r n m e n t A d v a n ce  the  use  o f  e -p ro c u re m e n t  in g o v e rn m e n t .
The government delegated the governance authority o f  the strategy to a National E- 
Commerce Governing Body comprising ministers whose interests affect the 
implementation o f  the strategy. Under this governing body, a National E-commerce 
Council was established to be responsible for implementing the strategy. This council 
comprised ministry representatives and other representatives o f  stakeholders, including the 
Central Bank, Jordan Information Technology Association, Chamber o f  Commerce, and 
Chamber o f  Industry.
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7.2.3 Analysing e-Business security aspects w ithin the strategy
The above overview of  the government’s strategy to develop e-Business shows that the 
strategy was intended to cover a wide range o f  areas including legislation, local ICT 
industry, infrastructure, and financial services. Moreover, its actions targeted a wide range 
o f  stakeholders including customers and service providers as well as government 
departments so that all the relevant stakeholders’ requirements could be fulfilled. The 
important question then is: How and to what extent is security addressed within this 
strategy? Is it comprehensive and sufficient to fulfil the requirements?
Here the researcher presents the answer for the above question by exploring three points:
i. What was covered by the strategy in terms o f  actions and mechanisms to ensure 
security.
ii. Perception o f  Security in government strategy.
iii. The deficiencies o f  the government plans and actions in providing security.
These three points are discussed in the following subsections.
What has been addressed
The strategy clearly acknowledged that the lack o f  trust in e-Business related activities is 
among the important barriers that need to be overcome. The strategy related this lack of  
trust directly to the lack o f  an adequate legal framework and lack o f  security awareness 
among potential online merchants. Also, it speculated that the level o f  trust would increase 
as society became more familiar with e-Business transactions.
In connection with these barriers the strategy focused on two points which mainly touch on 
the security o f  e-Business. First, it set a number o f  actions to address some o f  the 
limitations o f  the current legal framework, especially in relation to customer protection and 
the security o f  e-transactions. As discussed in section 7.1.2, the Electronic Transaction Law 
(ETL) was not able to provide a complete set o f  provisions to ensure online security. This 
was also acknowledged by the government’s strategy which included in its action plan the 
need to amend the current ETL to cover issues such as confidentiality o f  e-transactions, 
preventing spamming, dispute resolution, and ensuring effective enforcement measures.
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Additionally, the action plan included promulgating three new laws; Cyber Crime Law, 
Consumer Protection Law, and a law to establish Credit Bureau facilities in Jordan. The 
second point that the strategy focused on and considered important for leveraging security 
o f  e-Business was increasing awareness amongst potential online companies about the need 
for information security measures. Therefore the action plan included publishing security 
guidelines for online companies and the target was to achieve 90% o f  online merchants 
conforming to these guidelines two years from the issuing data which has been left 
unspecified.
To this extent security has been addressed in the national e-commerce strategy and it seems 
that the government felt that its proposed action plan was appropriate for assuring e- 
Business security and eliminating the relevant stakeholders’ concerns. Although it 
addressed very important issues, especially in relation to the legislation that promotes a 
secure online environment, the strategy has a number o f  interrelated deficiencies which 
render it inefficient in providing the holistic security which is necessary to ensure 
trustworthiness o f  the e-Business environment. These deficiencies can be observed at each 
o f  the strategic, governance and action levels o f  the strategy. These deficiencies and their 
possible implications are discussed below.
Security deficiencies o f  the national e-Comm erce strategy
Looking at the strategy's goals and objectives presented above gives the indication that 
securing the e-Business environment was not perceived as a strategic goal that the 
government intended to fulfil. Instead, security was perceived as a hurdle which could 
simply be removed by giving security guidelines to online companies and passing a 
certificate authority law and other relevant laws and regulations. This narrow understanding 
o f  the role o f  security and its implications could be the reason for the strategy not having a 
comprehensive and a systematic approach to addressing wider security aspects. Not having 
security as a strategic goal can increase the chance that it will be overlooked jn many areas 
associated with the implementation o f  the strategy. This can be observed in many parts o f  
the proposed action plan, such as ICT infrastructure, logistics and transportation, skills, and 
awareness. For instance, in the ICT infrastructure section o f  the action plan, it was stated 
that MoICT in collaboration with telecommunication operators and local ISPs would ensure 
the availability o f  the ICT infrastructure necessary for e-Business services; therefore, it
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included a number o f  actions that cover this part. Unfortunately, none o f  these actions was 
related to the security o f  ICT infrastructure in the country, which gives clear indication that 
security was missing from this part. Consequently, this narrow understanding o f  the role of 
security could affect the other goals that the strategy aimed to achieve. For example, in the 
second and fourth goals o f  the strategy, the government wishes to make Jordan a regional 
leader for IT services and a strong competitor in the digital economy. If security is not 
integrated into the process o f  achieving these goals and if it is not considered as a 
competitive advantage, these goals are unlikely to be achieved, because security o f  IT 
services is an important factor for companies who want to provide their customers with a 
high quality, reliable service. Many developed world companies are off-shoring part of 
their business to developing countries and relying heavily on their ICT infrastructure to 
communicate with customers and provide services. A lack of security could lead to Jordan 
being excluded from the benefits of such opportunities, which would have a negative 
impact on the strategy's goals.
Another deficiency, which also can be linked to not perceiving security from a strategic 
point o f  view, is the lack o f  governance framework for information security. Although the 
government is the owner o f  this strategy it does not seem to want to take a larger part o f  the 
responsibility toward ensuring security in general and e-Business security in particular. The 
strategy clearly stated that “as an implementer o f  e-commerce strategy, however, 
Government’s roles and responsibilities are limited. This strategy lays down objectives fo r  
Government to meet in areas such as the law associated with e-commerce, taxation and 
customs. The strategy also lays down objectives fo r  the private sector to attain...As 
programme manager, Government can facilitate, promote, propose, recommend and  
sometimes fund, but seldom command or require action by the private sector” . Revisiting 
the results o f  the previous units of analysis shows that other stakeholders, especially 
customers, were suggesting that the government should be more involved in this matter and 
it should have a clear role and responsibilities for securing an e-Business environment 
which goes beyond the legal role. However, it seems that the government is depositing this 
responsibility on the private sector without even taking responsibility for forcing the private 
sector to do that. Lack o f  such governance framework at the national level implies that the 
policy makers are not aware o f  the wider implications that security may have on the digital 
economy, including issues such missed business opportunities, unprotected ICT
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infrastructure, and customer distrust. The existence o f  a clear security role and the 
responsibilities that need to be exercised by the government are necessary to ensure 
government commitment towards securing the e-Business environment, which was 
considered by many stakeholders to be a natural part o f  the government’s responsibility 
towards its people.
At the action level, the strategy action plan only focused on limited security aspects. The 
first security action that the strategy proposed was related to reforming the legal framework 
to cover issues such as establishing security certificate authorities, cybercrime, and 
consumer protection. The second proposed action was intended to promote security o f  e- 
Business websites through proposing set o f  guidelines to build the security awareness of 
online traders. On the other hand, other important security aspects were overlooked; these 
include building public security awareness and securing e-Business infrastructure.
Despite the fact that the action plan proposed many actions to raise e-Business awareness in 
different sectors and among a wide range o f  stakeholders, these actions only focused on the 
benefits o f  e-Business and none o f  them emphasised the need to build information security 
awareness especially among stakeholders such as customers, judges, lawyers, and 
government officials. The strategy only recognised the importance o f  this aspect on the 
online merchants' side; therefore, it suggested publishing guidelines to raise their security 
awareness. Building citizens' security awareness could contribute to increasing their levels 
o f  confidence and equipping them with skills that might help in protecting their online 
security, thereby elevating trust in e-Business. Failing to do that, the strategy failed to fulfil 
the government ICT policy which stated that “Government requires that users (both 
residential and small business) be supported by the provision o f  advice on the safe use o f  
the Internet and the protection o f  children, in order to promote consumer confidence in the 
use o f  ICT, while avoiding risks and protecting human rights. This function should be led 
by the MoICT and shoidd include participation by other relevant public and private 
stakeholders” (ICT Policy, 2007). One can argue that considering factors such as ICT 
skills, knowledge, and education in the strategy indirectly implies the necessity for having 
in place security practices to use and manage ICT. In fact this could be misleading and 
most o f  the time security aspects are overlooked, come as an afterthought, or are perceived 
from a purely technical dimension. Based on the above, it can be argued that the strategy
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needs to recognise the importance o f  information security awareness at different levels of 
society as a starting point for cultivating a security culture, which in turn would contribute 
to enhancing the trustworthiness o f  e-Business as a whole.
At the infrastructure level, the government seems to want to invest heavily in providing 
citizens with physical ICT infrastructures without paying much attention to secure these 
infrastructures which are required by e-Business adopters. For instance, the strategy 
emphasised the availability and affordability o f  e-payment systems, broadband and wireless 
services, without requiring service providers such as ISPs and telecommunication 
companies to have the requirements o f  securing these services, which might increase the 
risk that security will be overlooked in these critical infrastructures. Lack o f  attention to 
security can also be observed at the strategy part which focused on the logistics and 
transport infrastructure necessary for e-Business activities. The government stressed that 
these components are essential to facilitate and increase the adoption o f  e-Business, but it 
overlooked security, which is an important factor in increasing adopters’ confidence in the 
logistics and transport systems. Without security in these components, customers’ orders 
are subject to many risks, including theft, replacement, damage, and even violation of 
customer privacy.
Regarding the protection of  e-Business infrastructure, a similar point has been highlighted 
in the previous unit o f  analysis by interviewed customers, who argued that the government 
should contribute to the security o f  ICT infrastructure by ensuring the existence o f  security 
mechanisms which reduce potential threats o f  the Internet, which is the main medium for e- 
Business activities. This also applies to the delivery system which can be the source of 
many security threats.
7.3 S u m m ary  and im plication s
This chapter has attempted to describe and analyse the current role of  the government in the 
security o f  e-Business. The analysis was guided by the study framework o f  inquiry to 
explore its role from different security dimensions and in relation to different stakeholders. 
The findings o f  this unit o f  analysis revealed that the government had a very narrow view 
o f  security and this had a number of  implications for its plans and initiatives to promote an 
attractive e-Business climate. This first government attempt to address security was through
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the Electronic Transaction Law (ETL) which included a number o f  provisions which were 
intended to provide a secure online environment. The empirical analysis shown in section 
(7.1.2) revealed that this law was inadequate to provide a trustworthy e-Business 
environment and failed to provide a mechanism to address several security issues which 
were among the main concerns o f  a wide range o f  stakeholders. These issues included 
online privacy and data protection, online customer protection, and security o f  e-Business 
infrastructure. Besides, the lack o f  supportive rules and regulations to implement and 
enforce some provisions in it, especially the ones relating to establishing certificate 
authorities, rendered a large part o f  it inactive and therefore unable to fulfil its goal. The 
National e-Commerce Strategy was introduced seven years later and represented an 
acknowledgment from the government that the existing legal framework hindered adoption 
o f  e-Business in the country as it did not cover the above issues. It attempted to overcome 
that by proposing a set o f  actions to reform the current legal setup to better facilitate e- 
Business. These actions included promulgating three new laws; Cyber Crime Law, 
Consumer Protection Law, and a law to establish Credit Bureau facilities in Jordan. 
Nevertheless, it failed to perceive security outside the legal dimension. Even when the 
government acknowledged the relation between security and citizens’ trust in e-Business, 
its proposed action plan did not go beyond providing security guidelines to online 
companies, and the legal role was predominant. The analysis conducted in section (7.2.3) 
suggested that security was not viewed as an essential part o f  the strategy nor as a 
competitive advantage. Consequently, this reflected on its goals and objectives, which 
overlooked security. This ignorance o f  security at the strategic level combined with a 
narrow understanding o f  the multifaceted nature o f  e-Business security leads to major two 
implications. First, it has lead to a situation in which security has been overlooked in many 
areas at the implementation level o f  the strategy. This was notable in the action plan which 
covered areas such as stakeholders' awareness, ICT infrastructure, and logistics, but which 
lacked any plan to address security aspects associated with them. Such a lack o f  security in 
different e-Business areas could have negative consequences including customer distrust 
and discouraging investors as well as financial losses. Arguably, these economical 
implications could increase the risk o f  not achieving the strategy goals and objectives 
which were intended to develop e-Business and to create a competitive digital economy. 
Second, there was no national security governance framework to establish a set o f  roles and
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responsibilities that the government and other relevant stakeholders need to exercise to 
ensure security o f  the e-Business environment. In such a situation it is difficult to know 
who is in charge o f  what, and security is left to the judgment o f  the individual parties 
involved in e-Business without any reasonable auditing or control mechanisms to ensure 
that they will follow acceptable security practices.
Although the government, including its policies and plans, seems serious about exploiting 
the potential benefits o f  e-Business in the country, overlooking security in its broad sense 
could jeopardise all its efforts to acquire those benefits. Based on the above, the study 
suggests that the government should recognise the full range o f  socio-technical implications 
that security/lack o f  security may have on the adoption of  e-Business. This can be achieved 
by understanding the real security needs and concerns o f  the various stakeholders at the 
different e-Business stages. It then needs to align and integrate these requirements with its 
policy and plans, ft also suggests that in order for the government to be an effective partner 
in developing a secure e-Business environment, it is not enough to limit its role to 
promulgating laws and regulations addressing security issues, but it should have a 
multifaceted role which might include, in addition to legislation, increasing security 
education and awareness, monitoring, ensuring compliance with security standards and 
regulations, and protecting the country’s critical ICT infrastructure.
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Chapter 8 : Synthesis, Discussion and Evaluation
This research has aimed at developing a conceptual framework for better understanding of 
the various issues surrounding security within an e-Business environment. To fulfil its aim, 
the thesis has defined an interpretive stakeholder approach in which concepts from a socio- 
technical perspective assist in constructing a framework o f  inquiry used to support the 
research design and outcomes. The interpretive stakeholder inquiry has been used to 
explore all the interested stakeholders and investigate their interrelationships and 
interactions in an e-Business security environment.
The aim of  this chapter is to bring together the main findings, identifying their 
interrelationships and implications. Additionally, it provides an evaluation o f  the overall 
research process and ends with possible future research directions.
8.1 D iscu ssion  o f  the M ain  F in d in gs and th e ir  In terre la tion sh ip s
Absolute security could be unattainable (Audestad, 2005). However, many actions can be 
taken to raise the level o f  security in an e-Business environment. This research investigates 
how security can be incorporated to provide a trustworthy e-Business environment; it 
argues that identifying and understanding the different security stakeholders are important 
steps for knowing what actions need to be taken to increase security in a way that provides 
a trustworthy e-Business environment. From the stakeholders analysis employed in this 
research, several socio-technical factors influencing e-Business security have emerged (see 
figure 8.1). These factors contributed to the problem situation in which security was 
overlooked, came as an afterthought or, at the best, was approached technically. This 
section provides a discussion o f  the security factors emerging from the four units of 
analysis presented previously. It synthesises the relevant themes, identifies linkages 
between them, and positions them within existing knowledge. It provides an explanation o f  
the factors involved and how they mesh together to provide the detailed explanation in 
Figure 8.1.
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Figure 8.1: Socio-technical factors affecting the security of e-Business environments and their relationships.
8.1.1 Issues surrounding top management support to security
Within e-Business organisations, the study revealed that the involvement in and awareness 
of  top management o f  e-Business security were very limited, as security was not part o f  the 
business strategy and the decision making process. For instance, top management was 
pushing towards adopting business-to-customer online services and fulfilling the business 
partners’ technological requirements without giving any attention to security. However, 
when top management became informed about a serious security threat represented by 
online fraud, which led to financial losses, it showed a markedly increased interest and 
there was significant support for any solution that could solve this security issue. This 
illustrated how increasing top management awareness o f  both e-Business security and the 
implications o f  security breaches did increase its involvement and support for any security 
initiatives which otherwise might have been considered unnecessary. This result confirms 
Straub and Welke (1998) who argued that that the effectiveness of  an organisation’s 
information security approach is highly dependent on management awareness o f  
information security and the wide range o f  actions that it can undertake to reduce 
information security risk.
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Figure 8.2: Factors affecting top management support for inform ation security.
i .
The impact o f  managers’ awareness o f  information security on their actions towards 
information security has been investigated by Chio et al. (2008) who concluded that 
building an organisations’ awareness should influence its security action and thus enhance 
the organisation’s security performance. In fact, in the discussion o f  the limitations o f  their
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findings, Chio et al. (2008) suggested that there should be other factors in addition to top 
management awareness. While our findings are in line with those findings, we also found 
that this support was constrained by the perceived cost o f  adding security and the perceived 
risk -  especially the financial risk - associated with the area that needs to be protected. For 
instance, the analysis showed that if the amount of  revenue generated from the area that 
needs to be protected is very low and the cost o f  adding security is relatively high, security 
is likely to be overlooked.
Another important factor the study revealed as significantly affecting top management’s 
security awareness is the lack o f  effective internal stakeholder communication. Although 
some participants argued that it is the role o f  IT management to communicate security to 
the top management and increase their awareness regarding the various security risks 
associated with an e-Business environment, the study showed that limited security aspects 
were reported to top management. For instance, only the financial losses relating to fraud 
cases were reported; awareness o f  this particular threat explains their providing support to 
solve this issue. Moreover, investigating the organisational structure, roles and 
responsibilities showed that security incidents and potential security threats were not 
communicated to top management. Accordingly, it can be contended that the lack of 
effective internal communication and reporting impacts on top management’s awareness o f  
security. Other studies have explored the relationship between the lack o f  communication 
and information security incidents in organisations (Kraemer & Carayon 2006; Werlinger 
at al., 2009). Kraemer and Carayon (2006) in their study o f  16 network administrators 
found that the lack o f  proper communication between network administrators had a 
negative effect on security. Moreover, Werlinger at al., (2009) discussed how ineffective 
interactions between security stakeholders could lead to vulnerabilities in organisations. 
While lack o f  effective communication has contributed adversely at the operational level as 
the above studies show, this study’s findings suggest that it also negatively affects top 
management awareness and support. It also suggests a relationship between effective 
communication and risk perception; communicating more security-related information to 
top management can affect its risk perception by encouraging it to understand and consider 
additional security risks it might not have been aware before (Straub & Welke, 1998).
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The importance o f  top management support for security in organisations has been 
highlighted by many researchers (Straub 1990; von Solm & von Solm, 2004) and it has 
recently been ranked as the top information security issue facing an organisation (Knapp et 
al., 2006). However, few studies provide a rich picture for the different factors affecting top 
management’s support for security. Top management support and the new picture of 
relationships with the other factors discussed above are encapsulated in Figure 8.2.
8.1.2 Internal comm unication and its effect on risk perception and
stakeholders’ support o f security
This study showed that the differences in stakeholders’ perceptions o f  security risks were 
also because o f  the lack of  effective internal communication between these stakeholders. 
Analysing stakeholders’ security perceptions showed that the serious security threats 
perceived by the IT people were not necessarily understood or the same for the business 
people. Take for example the threats to the internal business environment such as 
employees’ malicious behaviour or negligence, which were underestimated by most 
participants from non-IT departments. This confirms Flechais and Sasse (2009), who found 
that the lack o f  effective communication between those with more security knowledge and 
those with less security knowledge contributed to the existence o f  two different mindsets.
When participants from the IT department were asked why IT people did not try to 
communicate security to business people, it was stated that business people did not 
understand security or its importance, and they did not like it when IT people suggested 
something to them to improve security, as they considered this to be interference with their 
job. This also illustrates how the tensions between stakeholders might affect the company’s 
security approach. It was also stated that the business people believed that the role o f  the IT 
department is technical and they have nothing to do with the business, which makes it 
difficult for the IT people to have a say in business. As Wang (2005) suggested, this 
represents an internal rivalry in information security which needs to be carefully managed 
to ensure a successful information security program.
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Figure 8.3: Com m unication, risk perception and internal stakeholders’ support.
As shown in Figure 8.3, this lack o f  effective communication contributed to creating 
different security risk perceptions and conflict in stakeholders’ interests. On the other hand, 
the conflicting interests o f  stakeholders made the stakeholders communication difficult, 
which is supported by other empirical evidence reported in Werlinger at al. (2009). 
Moreover, the internal stakeholders’ conflict and the lack of  top management support made 
it difficult to get internal stakeholders’ commitment and support for security initiatives. For 
instance, staff security awareness training had been proposed by the IT department five 
years previously, but it did not find anybody to support it and it was stated that the human 
resource department and business management were busy and did not want to waste time 
with something they considered unimportant. Similarly, the lack o f  internal stakeholders’ 
support and commitment delayed the implementation o f  security policy which was 
prepared as a draft by the IT department, but there was no support from the other 
departments.
8.1.3 External comm unication and its security implications
i
The issue o f  ineffective security communication between internal stakeholders was found 
to influence the way e-Business organisations communicated with external stakeholders 
represented by its customers. Although communication with customers through marketing 
channels was considered by the study’s participants as a way o f  building trust, security was 
not part o f  this communication. While security is considered one o f  the important
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components for building online trust (Furnell & Karweni, 1999; Tsiakis & Sthephanides, 
2005), online companies need to ensure that security requirements are an essential part of 
the customer relationship strategy, which implies that e-Business infrastructures need to be 
secure and their security needs to be communicated to the customers. The analysis o f  the 
respondents’ answers and reviewing the company website showed that security was not 
promoted to the customers in a marketing means through the use o f  logos, trusted third 
party seals, or brochures. Excluding security from communication with customers was due 
to three reasons (see Figure 8.4). Firstly, some participants who were involved in marketing 
e-Business did not perceive security as a competitive advantage and thought that customers 
did not need to know about security. For other participants, it was the first time they had 
encountered such a thing, hence, their lack o f  knowledge contributed to not promoting 
security to build customer trust. Finally, the lack o f  effective communication with the IT 
department and the lack o f  collaboration with marketing contributed to this situation; when 
IT participants were asked about promoting security to the customers, their answer was “we 
don 7 have direct communication with the customers and the marketing department decides 
what to tell the customers”. This contradicts Shankar et al.’s (2002) advice that website 
characteristics, including security, and company communication with customers are among 
the important antecedents of building online trust.
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Figure 8.4: Factors affecting external comm unication and its security im plications.
187
8.1.4 Security policy and its implications for responsibility
From the study it has become apparent that the lack o f  internal stakeholders’ support 
delayed the implementation o f  a security policy, which was initially overlooked. The 
findings also reveal that the idea that security issues can be solved technically by deploying 
technological solutions was predominant in security stakeholders. This technical orientation 
o f  the internal stakeholders combined with the lack o f  security related knowledge, 
especially from a strategic point o f  view, left the company without a security policy which 
is, as Baskerville & Siponen (2002) pointed out, an essential component for a 
comprehensive security approach.
Lack of 
Knowledge
Perceived
Responsibility
Lack o f Security 
PolicyTechnicalOrientation
Lack of Internal 
Stakeholders' 
Support and 
Commitment
Lack o f Staff 
Security Training 
& Awareness
Figure 8.5: Lack of security policy and its implications.
The lack o f  such a policy led to a situation in which the company staff did not receive any 
sort o f  security awareness training to provide them with the necessary skills to ensure 
secure business environments. Some participants argued that security policy should address 
the insider risk and that without a security policy it is difficult to get people to be 
accountable. This illustrates how the lack o f  a security policy made individuals’ 
responsibility toward security unclear and subject to their personal judgments.
8.1.5 Lack of leadership and decision making power
Adoption o f  e-Business requires the introduction o f  many changes in the business 
environment. However, because o f  the lack o f  leadership and decision making power the IT 
department was unable to introduce those changes until top management became involved 
and discussed them with the heads of  the departments where the changes needed to be 
applied. As this further supports the previous finding concerning the effect o f  top 
management involvement, it also highlights the issue o f  the inability o f  the IT people to 
take and enforce security-related decisions. Such a situation does not encourage introducing 
security related changes or initiatives such as staff awareness training and security policy. 
IT lack o f  leadership and decision making power could impact on the internal stakeholders’ 
willingness to support and commit to security especially when there is conflict between the 
internal security stakeholders (Wang, 2005). This study showed that the whole focus was 
on fulfilling requirements specified by business people who appreciate functionality and 
ease o f  use more than security. Many participants suggested that empowering IT is one o f  
the things top management should do to improve security. Both the lack o f  internal 
stakeholders’ support and IT’s lack o f  power did not help eliminating the effects o f  staff 
culture and resistance to change, which were highlighted by a number of  participants as 
among the obstacles to providing effective security.
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Figure 8.6: The effect of IT lack of power on internal stakeholder support and
comm itm ent.
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This is supported by Dhillon (2007) who argued that the success o f  information security 
initiatives depends on the level o f  support from different organisational groups, including 
executive management, IT department, and end users. This has been encapsulated in Figure 
8 .6 .
8.1.6 Staff security awareness and its implications
The study’s findings suggest that lack o f  security training and awareness contributed to 
create a business environment with a high risk of security breaches which were a result of 
staff negligence, human error, or malicious behaviour. For instance, in the second unit of 
analysis, credit card information, which can help in reducing online fraud cases, was not 
collected because o f  the inattention of  new staff. Other security breaches were related to 
abuse o f  the privileges which had been given to employees to carry out specific tasks 
related to their jobs.
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Figure 8.7: Factors affecting staff security behaviour.
Technological complexity and lack o f  security ethics were other factors that contributed to 
an increase in human factor risks. The analysis shows that the complexity o f  some security 
systems such as the fraud screening system contributed to increasing security breaches by 
increasing the chance o f  human error. A similar issue was reported by Werlinger et al. 
(2009), who found in their study that the difficulty of  using some security tools complicated
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the task o f  security practitioners. On the other hand, participants argued that ethics are 
important to reduce such staff security related issues. Although the effect o f  company codes 
o f  ethics regarding computer abuse could be considered relatively small (Harrington, 1996), 
the researcher believes that addressing the ethical dimension in designing an information 
security awareness program should be based on proper motivational and physiological 
foundations, as is suggested by Siponen, (2000); it can reduce the effect of improper 
security behaviour by the users.
8.1.7 Security as an add-on component
The study found that the primary driving force for adopting e-Business was to fulfil the 
technological requirements o f  some external stakeholders and it was a challenge for the 
company to meet these requirements, which touch on all the business aspects, in a very 
short time frame which had been set by the external stakeholders. This forced the company 
to follow “shortcuts” to save time and to reach the required stage as soon as possible. One 
o f  the shortcuts was to treat security as a non-functional requirement which could be added 
later. The adoption process, which included acquisition o f  many e-Business applications, 
was not well planned, especially from a security point o f  view, and functionality, 
performance and ease o f  use were given greater priority. As a result security was 
overlooked and was not an integral part o f  the adoption process, which could contribute to 
possible conflict between system properties (Baskerville, 1992) or between security 
stakeholders (Lee at al. 2002) when security needs to be added later. The security 
implications o f  such an approach have been discussed by many researchers who called for 
integrating security in every step of  an information system development process. For 
instance Baskerville (1988, 1992) discussed how such a mechanistic approach, which 
depends on adding security to a complete functional system, can lead to developing security 
features that may prevent particular proper system functions or prevent the system from 
adapting to environmental changes. Mouratidis et al. (2004) argued that when security 
needs to be added into a pre-exiting design this leads to design challenges that most likely 
cause security holes. In both cases a system needs to be modified either to maintain its 
functionality or increase its security, which implies an extra cost that the company needs to 
pay every time such an issue emerges in its e-Business systems.
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Another shortcut that the company followed was the outsourcing o f  some e-Business 
processes to third party providers. In addition to saving time, there were other factors which 
encouraged the company to outsource part o f  its e-Business. First, the lack o f  e-Business 
and security related knowledge were clear at the beginning of  the adoption process, which 
made the company depend on the technology providers in two points; software acquisition 
and outsourcing. Second, the company tried to cut costs and avoid the inconvenience as 
security was perceived as a costly and complex matter. Unfortunately, the outsourcing 
process was not based on a well-defined security requirements process to evaluate the 
security risks associated with the outsourcing process (Earl, M. 1996; Alner, M. 2001). 
This explains why security was an afterthought in many of  its e-Business applications, as in 
the e-payment application discussed in Chapter 5.
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While few studies explored the socio-technical security effects o f  outsourcing on internal 
organisation (see for example Khalafan, 2004), our study found outsourcing had a clear 
impact on the security perceptions of  internal stakeholders. The impact o f  outsourcing and 
dependency on third party products on the internal stakeholders’ perceptions o f  security 
was notable during the field study. Many participants argued that they did not need to 
worry about e-Business security because it was ensured by the providers who take care o f  
their products’ security. Other participants have opted for the assumption that the IT 
department has nothing to do with e-Business security, as most of  the applications were 
hosted with external third parties. These examples illustrate the effect o f  outsourcing on the 
internal stakeholders’ perceived responsibility toward e-Business security. Figure 8.8 
shows the rich relationship between external stakeholders’ requirements, outsourcing and 
internal stakeholders’ perceptions.
8.1.8 Effect o f the absence o f an effective governmental role
The findings highlighted the absence o f  an effective governmental role in respect o f  its 
responsibility to regulate the digital environment to protect both business and customers; 
participants argued that the government’s role should include other responsibilities such as 
spreading knowledge, building awareness, and providing guidance about e-Business and 
security. As the study revealed, the lack o f  knowledge and guidance affected the way of 
addressing e-Business security.
Accordingly, the findings suggest that the government could contribute in building security 
knowledge at both organisational and individual levels. For instance, the study found that 
the lack o f  a government monitoring role has two implications. On the business side, 
nobody checks whether or not private companies are capable from a security point o f  view 
of  doing business online, and this can impact negatively on the perceived responsibility 
toward security, especially at the management level inside organisations willing to adopt e- 
Business. On the other hand, lack o f  monitoring could increase customers’ feelings o f  
distrust in the electronic environment, especially in a context in which there is no legal 
setup to protect online customers (Privacy International, 2007).
These findings concur with Papazafeiropoulou et al.’s (2001) study which considered the
government as an essential stakeholder in the e-Business environment. A recent study
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(Knapp et al. 2006) suggested a list o f  action that the government can do to help towards 
information security; these include actions such as knowledge dissemination, statutory and 
legislation action, assigning responsibility, and increasing penalties. This further supports 
the findings o f  this study regarding the role o f  government towards security o f  the e- 
business environment. Figure 8.9 shows the previously discussed implications o f  the 
current government role in the e-Business environment.
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Figure 8.9: The effect o f the absence o f an effective governmental role on e-Business
security.
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8.1.9 Factors underlying the customer side of the security problem
Customers represent a human element that interacts with technological elements which 
have been designed and secured by technologists who usually do not pay much attention to 
understanding the human element and its social setting (Odlyzko, 2003). To overcome this 
problem, this study has attempted to understand the customers’ security related issues. 
Based on the study’s findings, it can be argued that many customer related aspects need to 
be considered in order to elevate e-Business security. These security aspects include 
customers' perceptions and concerns, customers’ security knowledge, and interaction with 
other stakeholders.
As the study showed, security is considered by customers as an important requirement for 
e-Business. The study found that this appreciation o f  the value o f  security is fostered by 
perceived threats o f  the electronic environment and the fear o f  being subjected to these 
online threats. Furthermore, it revealed that these security concerns are a major factor in 
customers’ reluctance to engage in e-Business transactions. Prior research (Suh & Flan, 
2003; Flavian & Guinaliu, 2006) acknowledged the strong relation between security and 
customers’ feelings o f  trust, which in turn reflect on their willingness to engage in real 
online transactions. Notably, many other factors such reputation, ease of use, and 
usefulness may affect customer trust and the decision to transact with a particular online 
merchant or not. Although the study acknowledges the importance o f  these factors, it 
strongly suggests that security is considered to be prerequisite that needs to be fulfilled 
before a customer considers other factors. This confirms other findings which suggest that 
security has a greater influence on the customer’s intention to purchase from e-commerce 
websites than ease o f  use or usefulness o f  purchasing products (Salisbury et al., 2001; Lee, 
2002).
In contrast to many previous studies (Alsmadi, 2002; Halaweh & Fidler, 2008; Khasawneh 
et al., 2009), which just identify customers’ security perceptions as a barrier to the adoption 
of  e-Business, this study provides deeper and richer insights into the factors underlying the 
customer side o f  e-Business security problem; see Figure 8.10.
This study showed that these perceptions o f  insecurity were a result o f  complex and
interacting socio-technical factors (interactions with and expectations about other
stakeholders as well as awareness and knowledge related factors) which collectively
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affected the customers’ perceptions o f  security and how they interacted with the e-Business 
environment. A discussion o f  these factors in the light o f  the relevant literature is given 
below.
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Figure 8.10: Factors underlying the custom ers’ side o f e-Business security problem.
At the technical level, the limitations and complexity of human-made technologies as well 
as the inability o f  security systems to provide ultimate protection for these technologies are 
among the factors which contribute to increase customers’ e-Business security concerns. 
All the recent security reports suggest that vulnerabilities in software are increasing 
dramatically. For instance, SANS @RISK public vulnerabilities database has reported
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during 2006-2007 more than 4000 vulnerabilities in Web applications and other commonly 
used applications such as operating systems, office software and even anti-viruses (SANS, 
2009). Several explanations for this continuous growth of  software security problems have 
been provided by the security research community. Security researchers asserted that 
software developers still lack awareness o f  secure programming techniques and secure 
software design principles, therefore, vulnerabilities continue to appear (Ahmad, 2007; 
Howard, 2008). Other researchers highlighted the negative effect o f  growing software 
complexity on security. McGraw (2004) argued that software security represents a critical 
aspect o f  the security problem. He continued: “Internet-enabled software applications 
present the most common security risk encountered today, with softw are’s ever-expanding 
complexity and extensibility adding further fue l to the fire” (p. 2). Schneier (2004) 
described complexity as “the worst enemy o f  secu rity  because it makes it harder to 
analysis and test software, which increases the chance that software will contain security 
flaws. Thus, it seems that all the advances in e-Business applications and their interesting 
features offered to online customers are a result o f  increased complexity which in turn 
affects security. This suggests that customer concerns about the security o f  internet 
applications are legitimate and, as customers still suffer from these technical vulnerabilities 
which create a barrier to the full engagement in e-Business transactions, this increases the 
burden on technology vendors to develop their security skills and practices in order to 
reduce security holes in e-Business applications.
While a large number o f  security threats are a result o f  technical vulnerabilities, this study 
found that it is difficult to prevent other security threats technically and customers are 
required to make good security decisions in order to protect themselves. Replying to 
fraudulent e-mails and choosing weak passwords are examples o f  such security threats in 
which the customer is the central point o f  protection. In such a situation customers’ lack o f  
security knowledge negatively affects their ability to take effective security-related 
decisions while they interact with an e-Business environment. They make decisions based 
on a limited amount o f  information and this could lead to undesired security behaviours 
which contradict their security perception (Acquisti & Grossklags, 2004) and put their 
sensitive information at risk. To increase customers’ ability to take rational security 
decisions, they need to be made aware o f  good security practices. In highlighting the 
importance o f  information security awareness outside the organisational dimension,
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Siponen (2001) argued that it should be part o f  the general knowledge o f  citizens in any 
information society. This implies introducing the concept into educational systems and 
public awareness initiatives. As the findings suggest, both public and private sectors could 
contribute to raising general public awareness o f  information security aspects. Another 
aspect o f  customers’ knowledge which needs to be considered is awareness o f  the 
mechanisms companies utilise to provide online security. Several security protocols and 
components, such as digital certificates and secure socket layer (SSL), have been developed 
to secure online transactions. In addition to the protection that these mechanisms provide, it 
is assumed that the existence o f  these security controls on company websites will positively 
affect customers’ security perceptions and elevate their trust levels (Srinivasan, 2004). 
Unfortunately, when a customer is unaware o f  such controls it is unlikely that they will 
affect his/her security perception. In this case, s/he will have a limited amount of 
information with which to assess the security and trustworthiness of  an online merchant, 
and if s/he decides to make an online transaction with a particular merchant, s/he might 
depend on other concerns - appearance, brand name, or just word o f  mouth - which are not 
necessarily related to the actual security practices o f  the merchants. These findings concur 
with Turner’s (2003) study which suggested that because customers do not understand 
technical security controls their perceptions o f  website security are formed based on factors 
such as reputation and recommendation. However, Turner’s study did not highlight the 
novelty o f  this study’s findings. These are the need for communicating security to 
customers and building their awareness o f  such security controls, which arguably could 
improve their security assessments in two significant ways. First, customers’ concerns 
might be alleviated when they are made aware o f  these security controls, and furthermore 
their existence might increase their perception that a merchant is secure and trustworthy. 
Second, the researcher argues that this knowledge empowers customers to have real control 
which can be used alongside their anecdotal recommendations and common sense 
perceptions to assess online merchant security.
At the organisational level, the findings suggest that e-Business organisations need to show 
more commitment to security in order to overcome the customers’ security concerns. 
Online companies should realise that these security concerns are legitimate and based on 
real security threats associated with e-Business activities. These companies should 
understand, evaluate and systemically address these risks. They need to know that the
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internet, which is the medium for conducting their businesses, is inherently insecure 
(Ghosh, 1998) and any computer or application which is connected to this medium is likely 
to be attacked more than at any time before. As security attacks shift from simple and 
generic attacks to more sophisticated and targeted ones, e-Business organisations need to 
adopt more powerful security controls, including strong authentication, online and offline 
encryption, and fraudulent transaction detection systems (Slewe & Hoogenboom, 2004). Of 
equal importance, the internal threats to e-Business organisations need to be considered 
(McCrohan, 2003). Customers’ information can be subject to risks which come not from 
the internet but from inside an online company itself. Security uneducated staff, disgruntled 
employees, omission, negligence, and the lack o f  understanding o f  the value o f  security by 
top management, are all examples o f  such internal security threats that need to be 
addressed. Yet technical security solutions alone are not enough to provide adequate 
protection or the level o f  confidence that customers want in e-Business transactions. 
Dealing with inside threats requires a set o f  technical, organisational, procedural and 
physical security controls, which are based in a well-established information security risk 
management plan. Moreover, the study suggests that, in addition to deploying web security 
controls and addressing the internal risk, security needs to be promoted and communicated 
to customers. If  customers are not effectively informed about the company’s actual 
practices to protect information, the existence o f  the above security measures, which 
provide a practical and real security, might not be sufficient to reduce the customer’s 
security fears. This is because security is both perception and reality, and these are not the 
same (Schneier, 2008). This is confirmed by Miyazaki & Fernandez (2000), who found a 
positive relationship between disclosure o f  online merchants’ security practices and 
customer perception o f  online risk and purchasing intentions. Miyazaki & Fernandez 
contended that if customer privacy and security concerns raise risk perceptions and lower 
purchasing levels, higher privacy and security disclosure would lessen such concerns, 
which in turn would reduce perception o f  risk and increase purchasing levels. While 
communicating security to customers could improve credibility and transparency, which 
are considered by customers as important factors in increasing trustworthiness in e- 
Business, it can be useful in building customers’ security knowledge and raising their 
awareness o f  different measures that can contribute to increase their online security.
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At the legal level, it seems that these security concerns persist partially due the fact that the 
legal framework and government efforts to ensure security o f  the digital environment do 
not meet the customers’ expectations. In fact, the political and legal climate in the country 
can significantly affect e-Business in general (Aljifri et al., 2003) and its security in 
particular. Prior studies acknowledged the impact o f  government readiness and 
involvement on the diffusion o f  e-Business and other ICT-based applications. Molla and 
Licker (2005) argued that government has an important role in encouraging the private 
sector in the country to adopt e-Business by providing supportive infrastructure, legal and 
regulatory frameworks, policies, and strategies. However, government support varies from 
country to country and it is below the threshold in many developing countries (UN- 
ESCWA, 2007). While many previous studies highlighted the role o f  governments and 
policy makers in the diffusion o f  e-Business, this study extended the role o f  government in 
the adoption of  e-Business to include security related actions. It suggests that the 
government represents an important security stakeholder with a number o f  responsibilities 
that need to be fulfilled in order to ensure security and protect online customer rights. Its 
responsibility starts with regulating e-Business in the country and enacting the laws that 
protect customer’s privacy and security. It can force online merchants to follow best 
practice in security and to communicate security to their customers to provide them with 
some level o f  assurance. For instance, in many developed countries laws have been issued 
to force online retailers to disclose their privacy and security practices to the customers in 
order to increase transparency and trust levels (Miyazaki & Fernandez, 2000). The findings 
also suggest that government needs to increase penalties for any illegal online activities, 
such as fraud and credit card abuse, which can deter such actions and reduce risk 
perceptions. In addition to the legal role in the security of  e-Business, customers expect 
government to have a stake in building general public knowledge o f  security related 
aspects. Through national awareness initiatives and giving more attention to the subject in 
the country’s educational system, citizens can be equipped with security knowledge and 
good skills to use e-Business in a secure way. Consequently, such actions can help in 
diminishing customers’ security concerns and increasing their awareness o f  both their 
rights and responsibilities toward security in an e-Business environment.
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8.2 Thesis Contribution
This thesis contributes by a framework o f  inquiry for better understanding o f  the various 
issues surrounding security within an e-Business environment. It has defined an interpretive 
stakeholder approach which has been used to explore all the interested stakeholders and 
investigate their interrelationships and influences. This contributes to the socio-technical 
body o f  research in Information System Security in general and e-Business Security in 
particular with stakeholder analysis grounded in an interpretive paradigm. Moreover, its 
findings contribute to a better understanding o f  e-Business security in the context o f  Jordan 
with potential practical implications which span a wide range o f stakeholders. This section 
discusses this thesis’s theoretical, methodological and practical contributions.
The theoretical contribution o f  this thesis stems from the limitations identified in the 
predominant technical security approaches which consider neither the multifaceted nature 
o f  e-Business security nor the requirements and influences of the various stakeholders 
involved. This study contributed to overcoming this problem by devising a stakeholder 
analysis combined with a well-designed knowledge-generating approach which gave the 
possibility o f  understanding the influence o f  the social and organisational aspects where 
technical systems operate. This led to developing a holistic understanding o f  e-Business 
security where “e-Business stakeholder” was used as a meta-theory to facilitate deeper 
understanding o f  security in an e-Business environment. This was incorporated in a 
conceptual framework o f  enquiry which guided the study in exploring the different 
dimensions influencing e-Business security. Consequently, four major stakeholders in the 
problem situation were explored and their security implications were identified. These 
stakeholders included: technology providers, e-Business organisations, government and 
customers. Through this inductive stakeholder analysis an explanatory framework of 
organisational, legal, human and technical factors affecting security in e-Business 
environments was developed. Additionally, the research brought these factors together, 
identified their interrelationships and implications, and positioned them in the current 
domain knowledge.
Methodologically, the thesis responded to the predominant positivist approaches to 
information security and contributed by defining a qualitative interpretive methodology 
which allowed the research to capture the complexity o f  e-Business security environment.
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The suitability and the need for a more inductive interpretive approach and qualitative 
research method to look at the security o f  e-Business were evaluated and justified. This 
study also contributed by developing a complete research design which showed how a case 
study method as a research strategy can be combined with a general inductive approach 
realised through thematic framework analysis to provide a systematic and rigorous 
methodology.
The practical contribution o f  the study stems from the rich insight it provides into the 
problem situation. While previous studies draw our attention to e-Business security in the 
context o f  Jordan, they do not offer a deep analysis o f  the problem situation; this in turn 
limits our understanding o f  the various aspects that need to be considered to develop a 
secure e-Business environment. The limitations emerge from the fact that most o f  these 
studies did not consider security as their primary focus; therefore, little effort had been 
devoted to exploring this issue in detail. Moreover, the positivist approach underlying most 
o f  these studies limited their findings into a set o f  specific questions which often tried to 
explore the existence o f  predefined security issues or not without offering an explanation of 
how and why these issues emerged. In contrast, this study captured the complexity o f  the 
problem domain and developed knowledge and understanding o f  the various associated 
issues that need to be considered by the identified stakeholders in order to incorporate 
security in way that provides a trustworthy e-Business environment. The study provided 
rich insights into the security of  e-Business by identifying and interpreting the roles, the 
perceptions, and the interactions of  several groups o f  security stakeholders. Moreover, it 
identified several organisational aspects and explained their relationships with security. 
These aspects, which include issues such as governance, communication, power conflict, 
awareness, and resistance to change, have potential practical implications at individual, 
organisational, and national levels. Additionally, the findings provide insights into the 
customers’ side o f  the security problem and explain its relationships with other 
stakeholders, including government, business, and technology providers. This is a sound 
practical contribution as it can help these stakeholders in designing better security 
approaches based on a deeper understanding o f  customers’ security requirements.
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8.3 Interpretive Research Evaluation
All research, whether qualitative or quantitative, must respond to acceptable standards of 
quality and goodness; these are criteria against which the trustworthiness o f  the research 
process and its findings can be evaluated (Marshall & Rossman, 1999). While Positivist 
researchers depend on the concepts o f  reliability, validity, and generalisabi 1 ity to evaluate 
their quantitative studies, it seems that interpretive researchers should not depend on these 
measures, which are intended to ensure an objectivity and universal applicability that do not 
fit the nature o f  qualitative research, which is characterised by its justifiable subjectivity 
(Auerbach & Silverstein, 2003). Therefore, other evaluation criteria and guidelines have 
emerged to assess the soundness and the rigour o f  interpretive studies. Lincoln and G uba’s 
(1985) proposed constructs o f  credibility, transferability, dependability and confirmability 
are the most cited principles for establishing trustworthiness in qualitative research (Ryan et 
al., 2007; Thomas, 2006; Marshall & Rossman, 1999; Miles & Huberman, 1994). This 
section will discuss these principles in relation to the study’s processes and findings in an 
attempt to assess its quality.
Credibility is concerned with truthfulness o f  the findings and the extent to which these 
findings reflect the actual problem situation. Lincoln and Guba (1985) asserted that 
credibility may be enhanced by several techniques such as prolonged engagement, 
persistent observation, triangulation, and peer debriefing. Within this study these 
techniques were used to increase the chance that credible findings and interpretations would 
be produced. To achieve the prolonged engagement, which required spending sufficient 
time in the field to understand the context and to build trust with the study’s participants, 
the researcher conducted a field study over a period o f  6 months (April-September 2008); 
prior to that, potential participants, especially site managers, had been contacted and given 
an overview o f  the project in order to get their approval and support for the study. This has 
been discussed in more detail in section 3.6.1. Furthermore, the prolonged engagement was 
also enhanced by the fact that the researcher is from the same context and has spent most 
his life there. Credibility was also improved by the use o f  persistent observation, which 
aimed to identify ‘"those characteristics and elements in the situation that are most relevant 
to the problem or issue being pursued and focusing on them in detail” (p. 304), which was 
achieved by employing the general inductive coding process guided by the study’s aims
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and objectives. This was discussed in section 3.6.3. Triangulation o f  data sources was 
another technique used to increase credibility; while semi-structured interview was the 
primary data collection technique, it was triangulated with multiple sources o f  evidence, 
including document review, and physical artifact review, which were used as corroboratory 
techniques along with primary data collection techniques. These were discussed in section 
3.6.2. Moreover, debriefing was used as an additional technique to establish credibility in 
this study. This has been achieved through periodic debriefing sessions with the 
researcher’s supervisor and other academic staff who have a great deal o f  knowledge about 
the inquiry area and methodological issues. These sessions provided an external evaluation 
for the research process and ensured clarity o f  the interpretations.
Transferability is concerned with the possibility o f  applying the findings o f  a qualitative 
study in a context other than the one in question. Transferability depends on the degree of 
similarity between the sending and receiving contexts (Lincoln & Guba, 1985). A study can 
be considered transferable when its findings fit other contexts and readers can apply them 
to their own experiences (Ryan et al., 2007). This implies that the burden o f  proof that 
findings are transferable lies on the reader interested in applying them in other contexts; the 
task o f  the original researcher “ends in providing sufficient descriptive data to make such 
similarity judgements possible” (Lincoln & Guba, 1985, p. 298). Therefore, a thick 
description is usually used as a technique to enhance transferability. In this study, detailed 
descriptive accounts o f  the research setting, procedures and findings have been provided to 
enable other researchers and interested readers to apply the findings or conduct similar 
studies in their chosen contexts. A thick description, which facilities transferability, is 
clamed in this study for the following reasons. First, the problem situation was described in 
the first chapter together with a critical evaluation o f  previous studies covering the same 
context. Second, a complete research design, including research strategy, data collection 
techniques, and analysis procedure, was presented in Chapter 3 with a discussion o f  the 
philosophical assumptions which led to this particular research design. This also included a 
description o f  the four units o f  analysis and the purposive sampling techniques followed to 
choose the study’s participants. Third, the emerged themes and their interrelationships were 
described, grounded in the data, and discussed in relation to the existing body o f  research.
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Dependability is concerned with the transparency o f  the research process and the 
possibility o f  following the steps by which the researcher produced his interpretations 
(Auerbach & Silverstein, 2003). A study can be considered dependable/auditable if it 
produces sufficient information and traceable evidence o f  a decision tail at each stage o f  the 
research process (Ryan et al., 2007; Lincoln & Guba, 1985). To meet this criterion, the 
study used thematic framework analysis, as this facilitates a rigorous, transparent, and 
systemic way for concocting a qualitative study. This method, which follows the guidelines 
o f  the general inductive approach, was described in section 3.6.3 and applied in detail in 
Chapter 4. The thematic framework was used to classify and organise data according to 
themes, concepts and emerging categories, which were then linked back to the evidence 
collected from the field study. This provides the reader with the possibility o f  following the 
researcher’s steps and potentially arriving at similar or comparable interpretations.
Confirmability is concerned with ascertaining that the findings are derived from the data 
collected from the field study. The criterion o f  confirmability requires the researcher to 
show how interpretations have been reached (Ryan et al., 2007). Lincoln & Guba (1985) 
suggested that this can easily be verified if appropriate audit trail linkages have been 
established. Within this study, the use o f  the thematic framework analysis was an excellent 
choice for establishing conformability. While it provides a systematic and transparent 
method for managing and analysing qualitative data, it also provides linkages between the 
raw data and themes representing the study’s findings. The data management phase, 
described in Chapter 3, represents an essential step for producing the audit trail required to 
ensure that the study findings are grounded on the data and thereby meet the conformability 
criterion.
8.4 Limitations
The researcher has adopted an interpretive qualitative approach in which data collection 
and data analysis phases depend on what is called theoretical sampling; this implies an 
iterative collection and analysis o f  data until the theoretical saturation phase is reached.
Despite the fact that the researcher was aware o f  the nature of qualitative methods which 
inevitably makes it difficult to estimate reaching the saturation phase accurately, further 
unanticipated factors contributed to increasing the effort and time required: firstly, the
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researcher’s lack o f  familiarity with qualitative analysis techniques involved additional 
training; secondly, the large volume o f  data that was collected; and finally, the scarceness 
o f  similar studies in the application domain chosen.
Accessibility was another issue experienced in the fourth unit o f  analysis in which 
government officials were reluctant to fully engage in face-to-face interviews and tended to 
give very short responses. This forced the research to depend on document review to 
explore the current role o f  the government in the security o f  e-Business. However, the 
empirical findings o f  this unit o f  analysis were verified against the data collected from the 
other stakeholders to ensure the credibility of  the interpretations.
8.5 Future Directions
While this research contributed by developing a conceptual framework for better 
understanding security in e-Business environment, further research could investigate how 
its findings could be used to develop an e-Business security readiness tool to assess 
whether a country or an organisation is ready from a security point o f  view to participate 
effectively in the digital economy. The socio-technical security related factors which 
emerged from this study could form a foundation for such an instrument and determine the 
main area on which it should focus.
Another future research could employ an interpretive stakeholder analysis to explore 
security aspects o f  other emerging fields such e-Government (HjoujBtoush et al., 2009) and 
e-Learning (Qteishat, 2010). These fields are starting to attract more attention, especially in 
developing countries which are trying to get the most from ICT diffusion. Therefore, 
stakeholder analysis could be a powerful tool to uncover their interrelated security issues.
From methodological point o f  view, the interpretive approach to e-Business security 
adopted in this research gave the possibility o f  understanding the influence o f  the social and 
organisational aspects of  the context in which e-Business systems operate. On the other 
hand, a possible future direction based on a “Critical thinking” can go beyond this 
interpretive understanding to achieve emancipatory social change (Walsham, 1993, Brook, 
2002). This is because a lack o f  security can be viewed as a source o f  alienation which 
restricts people, organisations and even countries from benefiting from the prosperity e- 
Business might bring to them. We argued in (Siddiqi et al., 2010) that a lack o f  security can
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negatively affect national initiatives and strategies that are attempting to bridge the digital 
gap. Consequently, this absence o f  security would increase the chance that a country stays 
longer on the wrong side o f  the global digital divide and people in this country are being 
excluded from receiving the claimed advantages o f  the electronic evolution. It is argued 
that “Any approach that claims an emancipatory intent should be able to promote 
participation and take account o f  unequal power relations” (Brooke, 2002, p. 50). 
Therefore, a critical approach to e-Business security would help in revealing emerging 
contradictions, related conflicts and empowering people in a way that would increase the 
chance o f  having security e-Business environment which considers the needs and 
influences o f  all the relevant stakeholders.
Additional future work could employ an “Action Research” to see how the knowledge 
gained from this empirical work can be used again to introduce changes that would 
influence the current state o f  e-Business security in the problem situation. Action research 
is described as a method that “combines theory and practice (and researchers and 
practitioners) through a change and reflection on an immediate problematic situation... 
Action research is an iterative process involving researchers and practitioners acting 
together on a particular cycle o f  activities, including problem diagnosis, action intervention, 
and reflective learning.” (Avison et al., 1999, p. 94). It is an interventionist method; this 
implies that the researcher needs be an active participant in the problem domain. 
Baskerville and Wood-Harper (1996) described Lewin’s (1951) original model o f  action 
research; this model included iteration o f  six stages: 1- Analysis, 2- Fact-finding, 3- 
Conceptualising, 4- Planning, 5- Implementation o f  Action and 6- Evaluation. Considering 
the conceptual framework developed by this study it can be argued that the first three stages 
o f  action research have been covered in here and if there is a future opportunity for the 
researcher (or other interested researchers) to be an active participants in the same problem 
domain the full action research cycle can be complete.
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A p p en d ix  A: T opic guides used in the case study protocol
T e c h n o lo g y  P r o v id e r s  S e m i-S tr u c tu r e d  I n te r v ie w  G u id e :
T h is  in te rv iew  a im s to  ex p lo re  th e  p e rsp ec tiv e  o f  tech n o lo g y  p ro v id e rs  in re sp ec t to  e -B u sin ess  secu rity  in the  
co n te x t o f  th e  study . R e p resen ta tiv e  re sp o n d en ts  from  severa l te c h n o lo g y  p ro v id e rs  (h a rd w are  p ro v id ers , 
so ftw a re  p ro v id e rs , ISP s, w e b -h o s tin g  co m p an ies, e tc .)  in the  study  e n v iro n m en t w ill be in te rv iew ed .
G e n e r a l  T h e m e :
1. C o u ld  yo u  p lea se  p ro v id e  an o v e rv iew  o f  th e  se rv ice s o r p ro d u c t th a t you p ro v id e  to  e -B u sin ess  
co m p a n ie s  in Jo rd an ?
2. W h at is y o u r co re  b u sin ess?
3. H o w  lo n g  h av e  yo u  been  in th e  m ark e t?
4. H o w  m an y  E m p lo y ees  do  you  have?
5 .  W ho  are  y o u r ta rg e t cu sto m ers?
S e m i-s tr u c t u r e d  I n te r v ie w  G u id e
1. In y o u r o p in io n  as a  te c h n o lo g y  v e n d o r/p ro v id e r, w h a t are th e  c ritica l su c c ess  fac to rs  for e-
B u sin ess  in Jo rd an ?
2. W hat are  th e  m ain  fea tu res  o f  y o u r p ro d u c ts /se rv ice s  th a t you  a lw ay s  m ak e  su re  to  p ro v id e  to 
y o u r e -B u sin ess  cu s to m ers?  (P robe : W hat ab o u t secu rity  - i f  not m en tio n ed  - ?)
3. W hat do  c u sto m ers  u su a lly  ask  fo r  in e -B u sin ess  in fras tru c tu re?
(P ro b e : W h at a b o u t secu rity  - i f  n o t m en tio n ed - ?)
4. Do you th in k  secu rity  is im p o rtan t at th is  early  s tag e  o f  e-B u sin ess  d iffu s io n  in Jo rd a n ?  W hy?
5.  In y o u r o p in io n , w h o  is re sp o n sib le  fo r th e  secu rity  o f  e -B u sin ess?
6. W hat do  te c h n o lo g y  v e n d o rs /p ro v id e rs  o ffe r  in re sp ec t to  e -B u sin ess  secu rity ?  (In  o th e r  w o rd s , 
w h a t is th e  ro le  o f  th e  tec h n o lo g y  v e n d o rs /p ro v id e rs  in th is  m a tte r?  A re th ey  fu lf illin g  th is  ro le? )
7. H o w  do  you  m ak e  su re  th a t th e  p ro d u c ts /se rv ice s  th a t you  o ffe r  p ro v id e  a d eq u a te  se c u rity  for 
y o u r e -B u sin ess  cu sto m ers?
8. W ho is liab le  fo r secu rity  b reach es  w h ich  resu lt from  p ro d u c t/se rv ic e s?
9. W hat are  th e  fac to rs  th a t co n trib u te  to  in c rease  tru s t in th e  e -B u sin ess  en v iro n m en t in Jo rd an ?
10. W hat do  you  th in k  is th e  ro le  o f  th e  g o v e rn m e n t in resp ec t to  e -B u sin ess  secu rity  in Jo rd an ?
11. Is th e re  any p u b lic -p riv a te  sec to r p a rtn e rsh ip  co n ce rn in g  secu rity  o f  e -B u s in ess  e n v iro n m e n t in 
Jo rd an ?
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S ite  O v e rv iew
e -B u s in e s s  O r g a n is a t io n  G e n e r a l  T h e m e :
T h is  th em e  a im s to  e x p lo re  g en era l in fo rm a tio n  ab o u t e -B u sin ess  a c tiv ities  and  can  be  filled  in by any  o ne  
w h o  rep re se n ts  th e  e -B u sin ess  o rg a n isa tio n  u n d e r in v estig a tio n .
1. D esc rib e  y o u r o rg a n isa tio n 's  e -B u sin ess  m o d es (se lec t all ap p ro p ria te s):
A . B u s in e ss-to -C u sto m ers  (B 2 C ).
B. B u sin e ss-to -B u sin e ss  (B 2B ).
2. 2.1 D esc rib e  you  in fras tru c tu re  (se lec t all ap p ro p ria te ):
A . In tran e t.
B. In te rn e t.
C . V irtu a l P riv a te  N e tw o rk  (V P N ).
2 .2  L ist - i f  any - a c tiv itie s  o r se rv ice s(fo r ex am p le  secu rity , p ay m en t, w eb  hostin g , IT  h e lp d esk )
th a t you o u tso u rce :
3. D esc rib e  y o u r o rg a n is a tio n ’s e -B u sin ess  ac tiv itie s (se le c t all ap p ro p ria te ):
A. S e llin g  o v e r th e  In terne t.
B. B u y in g  o v e r th e  In terne t.
C. P ro v id e  cu sto m e rs  w ith  e -se rv ic e s  (e -b ills , p lac in g  o rd ers , tra c in g  o rd e rs ...e tc .)
D. C o lla b o ra tio n  w ith  b u sin ess  p a rtn e rs  o v e r IC T  in fras tru c tu re .
E. P ro cess in g  fin an c ia l o r p e rso n al in fo rm a tio n  o v e r IC T  in fras tru c tu re .
F. O th e r ac tiv ities . P lease  sp e c ify :..........................................................................
4. D o you  h ave  any  o f  th e  fo llo w in g  e -B u sin ess  ap p lic a tio n s?  (se lec t all ap p ro p ria te ):
A. C u s to m er R e la tio n sh ip  M an ag em en t (C R M ).
B. E n te rp rise  R eso u rce  P lan n in g  (E R P ).
C. e -P ro cu rem en t.
D. S u p p ly  C h a in  M a n ag em en t (SC M ).
E. C h an g e  M an ag em en t S ystem .
F. A sse t M an ag em en t System .
G. O th e r : .............................................................
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T h is  g u id e  c o n ta in s  th e  p o ss ib le  T h em es /Q u es tio n s /Is su es  th a t th e  re sea rc h e r can use  to  ex p lo re  m an ag em en t 
p e rce p tio n s  reg ard in g  e -B u sin ess  secu rity . P o ten tia l re sp o n d en ts : any  o ne  in a m an a g em e n t po sitio n  (C E O , 
C IO , C SO , C F O .. .e tc ) .
1. In y o u r o p in io n , w h a t are  th e  c ritica l su ccess  fac to rs  fo r e -B u sin ess?
2. W hat are  th e  m ain  issu es th a t faced  y o u r o rg an isa tio n  w hen  you d e c id ed  to  p ro v id e  b u sin ess  o v er the  
In tern e t?
3. W hat a re  th e  fac to rs  th a t a ffec t y o u r tru s t in th e  d ig ita l e n v iro n m en t?
4. W hat do  you  do  to  in c rease  cu s to m ers ' tru st and  en co u rag e  th em  to use y o u r o n lin e  se rv ice s?
5. W hat d o es secu rity  o f  e -B u sin ess  m ean s  fo r y ou?
6. H o w  is secu rity  in co rp o ra te d  in y o u r e -B u sin ess  ac tiv itie s?
7. W ho is re sp o n sib le  fo r  e -B u sin ess  secu rity  a t y o u r o rg a n isa tio n ?
8. H ow  d o es board  o f  d irec to rs /to p  m an a g em e n t co n trib u te  to  e -B u sin ess  secu rity  in y o u r o rg a n isa tio n ?
9. H ow  do  yo u  en su re  th a t y o u r e m p lo y ees  are  aw are  o f  th e ir  re sp o n sib ility  in re sp ec t to  e -B u sin ess  secu rity ?  
(P robe : w h a t a b o u t b ack g ro u n d  check , rew ard s , m o tiv a tio n , p u n ish m en t and  c o m m u n ica tio n  o f  secu rity  
re la ted  re sp o n sib ilitie s  th ro u g h  tra in in g  and  aw aren ess).
10. W h at a re  th e  fac to rs  th a t you  c o n s id e r w h en  you  a ssig n  a b u d g e t fo r IT  secu rity ?
11. I f  th ird -p a rty  v e n d o rs  are  h o stin g /m a in ta in in g  c ritica l ap p lic a tio n s /in fo rm a tio n , w h a t p ro v is io n s  are  in p lace  
c o n tra c tu a lly  to  in su re  a g a in s t lo ss o r p riv acy  v io la tio n ?
12. H ow  do  you  p ro m o te  secu rity  fo r y o u r o n lin e  cu sto m ers?  (P robe : e n co u ra g e  c u s to m e r to  fo llo w  so m e 
se cu rity  p rac tice s , secu rity  as co m p e titiv e  advan tag e).
13. W h at is th e  re fe ren ce  so u rce  in y o u r o rg a n isa tio n  ab o u t w hat is a llo w ed  and  w h a t is not a llo w ed  in re la tio n  
to  e lec tro n ic  in fo rm a tio n  p ro cess in g ?  W ho d ev ises  th ese  ru les?
14. W hat IC T  s tan d ard s  o r best p rac tice s  do  you  have  in p lace  fo r e ffic ie n t/sec u re  b u sin ess  p ra c tic e s?  (P robe: 
w as th is  y o u r o w n  ch o ice  or yo u  are  fo rced  to  co m p ly  w ith  th is  by th e  g o v e rn m e n t o r any  re g u la to ry  bo dy ?)
15. In y o u r o p in io n , h o w  can  th e  g o v e rn m e n t h e lp  in p ro v id in g  sec u re  e -B u sin ess?
16. H o w  do  yo u  e stab lish  tru s t re la tio n s  w ith  y o u r tech n o lo g y  p ro v id e rs?  W hat a ffec ts  th e se  re la tio n s?
17. H o w  d o es th e  ex is tin g  leg is la tio n  and  reg u la to ry  b o d ies ' p rac tice s  (p o s itiv e ly /n e g a tiv e ly )  a ffe c t y o u r fe e lin g  
o f  tru st in th e  d ig ita l en v iro n m en t?
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T h is  g u id e  co n ta in s  th e  p o ss ib le  T h em es /Q u es tio n s /Is su es  th a t th e  re sea rc h er can  use  to  e x p lo re  IT  s ta f f  
p e rce p tio n s  re g a rd in g  e -B u sin ess  secu rity . P o ten tia l re sp o n d en ts : any  o ne  from  th e  s ite  tech n ica l team  
(S y s te m s A d m in , N e tw o rk  A d m in , P ro g ra m m e r .. .e tc ) .
1. T o  w h a t ex ten t d oes y o u r o rg a n isa tio n  d ep en d s  on th e  e le c tro n ic  p ro cess in g , s to rag e  and 
tran sm iss io n  o f  in fo rm a tio n ?
2. W h at are  th e  m ain  th in g s  th a t cam e  to  y o u r m in d  w h en  y o u r o rg a n isa tio n  d ec id ed  to  p ro v id e  e- 
se rv ice s  th ro u g h  th e  In tern e t?
(P robe : h o w  d oes secu rity  co m e  in to  the  p ic tu re)
3. W h at a re  th e  c o n se q u en c es  o f  h a v in g  in fo rm atio n  u n av ailab le , in accu ra te  or a cc ess ib le  by 
u n a u th o rise d  p e rso n s?
4. H o w  d o es y o u r o rg a n isa tio n  en su re  secu re  p ro cess in g , s to rag e  and  tran sm iss io n  fo r th e  
in fo rm a tio n ?
5. H o w  d o es y o u r o rg a n isa tio n  co n tro l th e  ph y sica l secu rity  o f  its IC T  in fras tru c tu re?
6. In y o u r o p in io n , w h a t is th e  m ain  secu rity  th rea t th a t y o u r e -B u sin ess  m ay  face?  A nd  h o w  is y o u r 
o rg a n isa tio n  d e a lin g  w ith  that?
7. In th e  case  o f  any  e -B u sin ess  in itia tiv e , h o w  d oes y o u r o rg a n isa tio n  d e te rm in e  its secu rity  
re q u ire m e n ts?  W ho u su a lly  p a rtic ip a te s  in th is  p ro cess?
8. H o w  d o es th e  tech n ica l s ta f f  learn  ab o u t in fo rm a tio n  secu rity ?  (P ro b e : do  you have  a d e d ica ted  
secu rity  e n g in eer? )
9. W ho  is re sp o n sib le  fo r th e  secu rity  in c id en ts  and to  w h o m  he sh o u ld  rep o rt?  (P robe : w h o  is the  
m ain  p e rso n  re sp o n sib le  fo r secu rity ?)
10. W hat fac to rs  d id  you  c o n sid e r w hen  you d es ig n ed  y o u r w e b s ite  in o rd e r to  m ak e  th e  c u s to m e r feel 
c o m fo rtab le  and  sa fe  and to  m in im iz e  th e  ch an c e  o r e rro r th at m ay  lead  to  secu rity  b re ac h es?
11 .W h at is th e  re fe ren ce  so u rce  in y o u r o rg a n isa tio n  ab o u t w h a t is a llo w ed  and w h a t is no t a llo w ed  in 
re la tio n  to  e le c tro n ic  in fo rm a tio n  p ro cess in g ?  W ho  d e v ise s  th e se  ru les?  H o w  are  th ey  e n fo rc e d ?
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T h is  g u id e  co n ta in s  th e  p o ss ib le  T h em es /Q u es tio n s /Is su es  th a t th e  re sea rc h er can  use  to  e x p lo re  e m p lo y e e s ’ 
p e rce p tio n s  re g ard in g  e -B u sin ess  secu rity . P o ten tia l re sp o n d en ts : any  e m p lo y ee  w h o  is n e ith e r tech n ica l nor 
in a m a n a g em e n t p o sitio n .
1. Y o u  leav e  y o u r d e sk /o ffic e  fo r a sh o rt o r long  tim e , a re  th e re  any  p a r tic u la r  th in g s  you  m ak e  
su re  to  d o  b e fo re  leav in g ?
2. I f  yo u  are  a t h o m e and th ere  is a file  th a t you  s to red  in y o u r c o m p u te r at w o rk  and  y ou  need 
th is  file  w h a t w ill yo u  do  to  g e t th is  file?
3. W h at d o es e -B u sin ess  secu rity  m ean s fo r y ou?
4. D o you  use  o ne  p assw o rd  to  use  ev ery w h ere  in the  In tern e t o r log in  to  PC  at w o rk ?  H o w  do 
y ou  reca ll th is /th e se  p assw o rd (s)?
5. D o you  fo llo w  any  p a rticu la r  p ro ced u re  fo r c rea tin g  y o u r p a ssw o rd ?
6. D o you  th in k  th a t th e  m an a g em e n t has th e  rig h t to  m o n ito r its e m p lo y ees?  W hy?
7. H av e  yo u  s ig n ed  or ag reed  on any  th in g  re la ted  to  m ain ta in  th e  secu rity  o f  th e  co m p a n y  
in fo rm a tio n ?  D o you  th in k  p eo p le  are  v e ry  co m m itte d  to  su ch  th in g s?  W hy?
8. I f  yo u  are  no t su re  i f  d o w n lo a d in g  so m e  so ftw a re /a tta ch m en t o r a cc ess in g  p a rticu la r  
w e b s ite s  cou ld  cau se  so m e secu rity  p ro b lem s w h a t w ill you do?
9. W h at do  you do  to  p ro tec t y o u rse lf  from  secu rity  re la ted  in c id en ts  w h ile  su rfin g  th e  in te rn e t 
o r c h ec k in g  y o u r e -m ail d u rin g  y o u r w o rk ?  W here  h ave  you got such  k n o w led g e?
10. W h at th e  do  yo u  th in k  th e  term  “ Social E n g in e e rin g ” is re la ted  to  o r m ean s?
11. In  y o u r o p in io n , w h o  is re sp o n sib le  fo r e -B u sin ess  secu rity  in y o u r o rg a n isa tio n ?
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T h is  g u id e  co n ta in s  th e  p o ss ib le  T h em es /Q u es tio n s /Is su es  th a t th e  re sea rch er can use  to  ex p lo re  th e  e- 
b u sin ess  o rg an isa tio n  p e rcep tio n s  reg ard in g  legal issu es re la ted  to  e -B u sin ess  secu rity . T h ese  q u estio n s can  be 
ask ed  o f  th e  legal d ep artm en t
1. W hat a re  th e  legal re q u irem en ts  or reg u la tio n s th a t a ffec t y o u r e -B u sin ess?
2. H o w  do  yo u  m ak e  su re  th a t y o u r o rg an isa tio n  is “ a w are ” o f  th ese  v a rio u s legal ru les  and reg u la tio n s  
re g a rd in g  e -B u sin ess?
3. H o w  do  you  g u a ran tee  th a t any o n lin e  tran sac tio n  is c o m p le te ly  acc u ra te  and leg a lly  b in d in g ?
4. H o w  do  you  en su re  th a t any  o n lin e  tran sac tio n  is co m p le te ly  accu ra te  and  lega lly  b in d in g ?
5. H o w  do  yo u  c o llec t d ig ita l ev id en ce  re la ted  to  o n lin e  tran sac tio n s?  A re th ese  d ig ita l ev id en ces  
a cc ep ta b le  in th e  co u rt?
6. W hat IC T  s tan d ard s  o r  b est p rac tice s do  you h ave  in p lace  fo r e ffic ie n t/sec u re  b u sin ess  p rac tices?  
(P robe: w as th is  y o u r ow n ch o ice  o r you  are  fo rced  to  co m p ly  w ith  th is  by th e  g o v e rn m e n t o r any 
reg u la to ry  bo d y ?)
7. F ro m  a legal p o in t o f  v iew , w h a t d oes e -B u sin ess  secu rity  m ean s  for y ou?
8. H o w  do  th e  d ig ita l c rim es a ffec t e -B u sin ess?
9. In y o u r o p in io n , h o w  can  g o v e rn m e n t h e lp  in p ro v id in g  secu re  e -B u sin ess?
10. D o you  th in k  th a t th e  cu rren t legal fram e w o rk  is s tro n g  en ough  to  p ro v id e  a secu re  e -B u sin ess  
en v iro n m en t?  W hy?
O n lin e  C u s t o m e r  S e m i-S tr u c tu r e d  I n te r v ie w  g u id e
T h e  a im  o f  th is  in te rv iew  is to  ex p lo re  cu sto m ers ' p e rce p tio n s  in resp ec t to  e -B u sin ess  secu rity . It has th ree  
th em es: C u sto m ers ' O n lin e  S ecu rity  A ttitu d e s  and  B eh av io u rs; C u s to m e r’s S ecu rity  E d u ca tio n  and 
A w aren ess ; and C u sto m ers ' S ecu rity  E x p ec ta tio n s .
O n lin e  C u s to m e r  G e n e r a l T h e m e :
T h is  th em e  a im s to  ex p lo re  g enera l in fo rm atio n  ab o u t o n lin e  cu sto m e rs ' ac tiv ities .
5. C u sto m er genera l in fo rm atio n :
A. A g e___________
B. G e n d e r________
C. C u rren t s ta tus (s tu d en t, e m p lo y e e .. .e tc .)_____________________________
D. E d u ca tio n a l b ack g ro u n d ______________________________________________
E. Y o u r e -m ail (fo r fu tu re  co m m u n ica tio n )__________________ ____________
6. D esc rib e  y o u r In te rn e t a c tiv ities  (se lec t all app licab le):
A. S e llin g  o v er th e  In ternet.
B. B u y in g  o v e r th e  In ternet.
C. O n lin e  ban k in g .
D. e -B illin g .
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E. C o m m u n ic a tio n  w ith  o th er u sin g  V O IP , IM , e -m ail o r o n lin e  social n e tw o rk s.
F. O th e r ac tiv ities . P lease  sp e c ify :...............................................................................................
7. H o w  long  h av e  you  b een  an In te rn e t u se r:__________
8. D o you  o w n  any  o f  th e  fo llo w in g  card s (se lec t all app licab le):
A . C red it cards.
B. D eb it cards.
C. In te rn e t sh o p p in g  cards.
1. D o you  th in k  th a t b u y in g /se llin g  o v er th e  In te rn e t is a g o o d  th in g ?  W hy?
2. W h at d o  yo u  th in k  th e  a d v an tag e /d isad v a n tag e  o f  o n lin e  sh o p p in g  c o m p are  to  face -face  
sh o p p in g ?
3. W hat are  th e  th in g s  th a t a ffec t y o u r d ec is io n  to  en g ag e  in e -co m m en ce  tran sac tio n ?
4. H ow  do  you feel w h en  you g iv e  any  pe rso n al in fo rm atio n  o n lin e?  W hy?
5. D o you th in k  th a t th e  In te rn e t is risk y ?  W hy?
6. W h at d o es secu rity  m ean  fo r y ou?
7. In y o u r o p in io n , w h o  is re sp o n sib le  fo r p ro v id in g  secu re  o n lin e  en v iro n m en t?  W hy?
8. W h at do  you  do  to  p ro tec t y o u r s e l f  w h ile  su rfin g /tra n sa c tin g  o v e r th e  In te rn e t?
9. In G en era l, do  yo u  tru s t tech n o lo g y ?  W hy?
10 D o you  th in k  th a t you  h ave  th e  cap ab ility  to  p ro tec t y o u r o n lin e  secu rity ?  W hy?
11 C an  you  m en tio n  so m e  o n lin e  th rea ts  th a t m igh t v io la te  y o u r o n lin e  secu rity ?
12. W hat secu rity  fe a tu res /to o ls  are th e re  in y o u r PC  to  in crease  y o u r secu rity  and  p ro tec t y o u r 
p riv acy  w h ile  su rfin g  th e  In terne t?
13. D o yo u  use  o n e  p assw o rd  ev ery w h ere  on th e  In te rn e t o r login  to  PC  at w o rk /S c h o o l?  H o w  do 
you  reca ll th is /th e se  p a ssw o rd (s)?
14. (P robe: D o you  fo llo w  any p a rticu la r  p ro ced u re  fo r c rea tin g  y o u r p assw o rd ?)
15 H o w  do  you deal w ith  e -m a ils  th a t you rece iv e  from  u n k n o w n  so u rces?
16. W h at d o es p riv acy  m ean  for y ou?
17. W h at d oes each  o f  th e  fo llo w in g  te rm s m ean ?
a. H T T P S ,
b. SSL ,
c. D ig ita l C e rtif ica te ,
d. P rivacy  P o licy ,
e. E n cry p tio n ,
f. S ecu re  W eb site .
g. P h ish in g .
18. H o w  do  you  deal w ith  w eb sites  th a t ask  y ou  to  d o w n lo ad  and  ex ecu te  so m e  files to  c o m p le te  
th e ir  tran sac tio n s?  W hy?
19. H av e  yo u  e v e r rece iv ed  any in fo rm a tio n  secu rity  re la ted  ed u ca tio n  o r tra in in g ?  I f  yes, w h e re?
20. W h at fac to rs  co n trib u te  to  in crease  y our tru s t in e -B u sin ess  in Jo rd an ?
21. W hat do  yo u  th in k  c o m p an ies  sho u ld  do to  p ro tec t c u s to m ers ' o n lin e  secu rity  and  p riv acy ?
22. W h at do  you  th in k  is th e  ro le  o f  th e  g o v e rn m e n t in th is  m a tte r?  
P robe: H o w  can  th e  g o v e rn m e n t c o n trib u te  to  p ro v id in g  c u s to m e rs  w ith  a secu re  o n lin e  
e n v iro n m en t?  P robe: C u rren tly , do  th ey  rea lly  h ave  an e ffec tiv e  ro le  in that?
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